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IIocTaHOBKa 3aga4yu

Tpe6yeTcst co3maTh cepBep OYXraJaTePHH IITKOJIBI COTJIACHO CIeIYIOIel cCXeMe CeTH:
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PucyHok 1: @pazmeHm cxembl cemu

Ha pmaHHO cxeMe oToOpakeHa BUIUMas cepBepy byxraiarepuu (server.account.school34) yactb
CeTH IIIKOJIBI C YKa3saHueM JOMEeHHBIX UMEH U [Pv4-aspecoB HEKOTOPHIX y3/I10B. bosbirasg yacThb
CeTH CKpBITA, T. K. He JO/DKHA OBITh BHUAMMA HHU PabOUyMM CTaHIUAM OyXraJaTepuu, HU eé
cepBepy. Ha pucyHKe IIpeficTaB/ieH TakyKe CepBep BHUPTyaJH3alliH, 00CIY>KUBAKIIUAN JOMeH
service.school34. Ha 6ase 3TOro cepsepa pasBepHYT psj BUPTYaJbHBIX MAaIIMH, KOTOpPLIE
IIPeOCTaBJIAIOT pasHble CeTeBble CepBUCHI KJIWEHTAaM CeTH IIKOJbL. B siipe CeTH IIKOJIbI
caenyeT OTMeTUTH cepBep ANIC «ABepC» U KOMIIBIOTEP CUCTEMHOI0 a//MUHUCTPATOpPA.

CepBep mo/pKeH IpenocTaBaATh ycayrd DHCP TOJIBKO yKa3saHHBIM KJIMEHTCKUM YCTPOMCTBAM
Ha CBOEM BHYTpeHHeM wuHTepdelice, BbIjaBasi KJIWeHTaM IIOCTOgHHBIe IPv4 anpeca ¢
upeHTUGUKAIIMeN KJIMeHTa II0 ajpecy KaHanbHOro yposHs (lladdr, MAC-agpec). IIpu sToMm
ajipeca JOJ/DKHBI BhIZIaBaThCs B IogceT 10.9.1.128/26 ¢ yuétom Toro, uro agpec 10.9.1.129 3aHgar
CaMHUM CepBepPOM.

CepBep [MOJDKEH IIPeNOCTABJIATH KJIHMEHTaM YCIYId CIy>KObI JOMEHHBIX HMEH, IIepechlaast
3aIpocel 0 JoMeHe service.school34 (192.168.7.0/24) k server.service.school34, o romeHe school34
— K gateway.school34, a Bce ocTajJibHBIe 3alIPOChl — KO BHelrHeMy DNS-cepepy. Ilpu sTom
BHemrHUM DNS-cepBep [O/DKeH OBITh IIOCTOSHHBIM C MHHHMAaJbHOM QUIbTparien
(YandexDNS), ucnosib3oBaHue ¢uabTpyroiiero DNS-cepBepa (Hanpumep, SkyDNS) He TpebyeTcs.

CepBep [I0JDKeH IIPefoCTaB/IATh KJIMEHTaM YCIYIM CIyKObl TOUHOTO BpeMeHHU, UCIIOIb3YS I
COOCTBEHHOM CHMHXPOHU3AIUU gateway.school34, KOTOPHIN SIBJIIETCS TaK)Ke CEpBEPOM TOYHOTO
BpeMeHH YPOBHJ IIIKOJIBI U UMeeT IICeBAOHUM ntp.school34.

CepBep [O/DKeH OBITH [OCTYIIEH [UId YAaJéHHOIO YIIpaBJeHUs TOJBbKO C KOMIIBIOTEpa
CHUCTeMHOTI0 agMuHucTpaTopa (admin.school34).



CepBep [OJ/DKeH IIPe[OCTaBJISATH BO3MOXKHOCTH OBICTPOTO IIepPeKJIIOUeHUs Ha pe3epBHOE
MOOMJIPHOE COeJUHeHHe C MHTepHeT U 00paTHO CHJIaMU COTPYAHUKOB OyXrajaTepuu 6es
y4aCTHUsI CUCTEMHOTO aAMHHUCTPATOPA, IIPU 3TOM Ha60p MOOGUIBLHBIX YCTPOHCTB JOJDKEH OBIThH
CTPOro OTpaHHWYeH U 3apaHee M3BeCTeH cepBepy. IIpH TaKoM IepeKIIUYeHUN TaKKe T0JDKHBI
aBTOMAaTHUUeCKH IIepecTparuBaThCs IIpaBUjIa MapIIpyTHU3alliU U ceTeBOU QUIbLTPAIIUHU.

i1 opraHm3anuu QalyioBoro obMeHa cepBep [I0/DKeH IIPefoCTaBJISITh CeTEeBOM KaTaJior,
obecrieunBas AOCTYII K HEMY IO IIPoTOKoy smb (Samba, CIFS). 3ToT KaTajor I0/DKeH OBITh
IOCTYIIEH /IS YTE€HUS U 3aIlIUCHU BCeM pab04YrM CTAaHIIUSIM OyXTaJTepHUH.

[T opraHM3allUd CHCTEMBl pe3epBHOr0 KOIHMPOBAHUSI cepBep [Oo/DKeH 06safaTh
nmporpaMMHBIM RAID1-MaccMBOM, amIiapaTHO 06ecIiedeHHBIM [BYMSI >KECTKUMH [AHCKaMH
omHoOMt Mojenu. Ha 3ToM MaccuBe Jo/DKHaA OBITH chopMupoBaHa daityioBas cucTeMa [jIst
TIO/I/TeP>KKH KaTaJIora pe3epBHOI0 KOITMPOBaHUSL.

CrcreMa pe3epBHOIO KOIIMPOBAHUA [JOJ/DKHA COCTOSATH U3 [ABYX CeTeBBIX KaTaIoTOB U paboTaTh
crenyroiuM obpas3oM. B ceTeBOI KaTaJiorl, pPaCIOJIOKEHHBIM Ha CHUCTEMHOM >KECTKOM JMHCKE,
IIOMeIarTcsa Gauiibl, KOTOphIe caefyeT 3aHeCTH B apXWB. B KOHIle pabouyero JHA 3TU Qabl
00BbeIUHAIOTCSA B apXUB, KOTOPBIM IIepeHOCUTC (MMeHHO IIEPeHOCUTCs, a He KOIIUPYyeTcs) Ha
RAID-Maccus. IIpy 3TOM CIIMCOK (aiiioB, IOMEIEHHBIX B apXUB JOIIUCHIBAETCS B KOHeIT ¢ariia,
UIpAIOIIero poJb KaTajora-ClIpaBOYHMKA II0 pe3epBHOMY XpaHWJIMINY. ITOT Qaiy Takxke
XpaHUTCca Ha RAID-MaccuBe, umeet IpocToit popMmar (html) ¥ MOKeT OBITH II0JIyYeH KIHEeHTOM
[T IIOMCKa HY>KHOTro ¢aiiyia U apXuBa, ero cogeprkairero. Cogep>xumoe RAID-MaccuBa Takke
OOCTYIIHO II0 IIPOTOKOJIy Smb, HO TOJBKO i1 4uTeHUdA. Takad cxXemMa paboOThI II03BOJISAET
3allfUTUTBCI OT BpefoHOCHOro IIO, KoTOpoe MOJKeT IIonacTb Ha pabouue CTaHIUU
OyxraJjTepuH, HallpuMep OT IIUPPOBAJIBLIITUKOB. PasymeeTcs, pabouyne CTaHIIUH, YIIpaBjsieMble
OC Windows, salnuilnieHbl aHTUBUpycaMH U ¢ailiepBojlaMM, HO [OIIOJIHUTEJIbHBIN py6ex
00OPOHEI JIMIITHUM He OyZeT, YUYUTHIBAsA UTO IIPU II0SBJIEHUU HOBOIO IIHMQPOBajbIIHKA €CTh
PUCK ero IIpOHUKHOBEHUS B 3all[UIaeMYI0 CeTh paHbIlle, YeM ero CUrHarypa OyieT BHeceHa B
aHTHUBUPYCHEIe 6asbl. UTO ’Ke KacaeTcs YIIpaBJIeHUs pe3epBHBIM KOIIMPOBAaHWEM, TO OHO, B
CHIIy crielfuUKU paboThl OyXraJaTepry B KOHKPEeTHON OpraHU3al|UU, BBIIIOJIHSAETCS BPYUYHYIO,
T. €. CaMH OyXraJjiTepa pellaroT, 4YTO ¥ KOoIjla UM HeOOXOJUMO COXPaHUTh Ha JOJITOBpPeMeHHOM
OCHOBe.

MeskceTeBOM 3KpaH B CBOEU paboTe AO/DKEH OTTAJIKUBATHCSA OT 3allpellaroleil IMOJIUTUKU 110
yMOJIYaHUI0. [lOJDKHBI OBITH pas3pelleHbl IMPAaKTUYEeCKH JIIOble HCXOAAINE COeQUHEHUS OT
pabouux CTaHIIUU OyXraJTepuU B JI0Oble BHEIIHUE CETH, COeJUHEHUs, YCTaHaBJIIMBaeMble B
OTBET Ha HUX, a TaK)Ke coefMHEeHUd B paMKax GRE-TyHHeJIs, Heo6xXoaumoro Ajg paboTs! I10 Ha
OJTHOM CTPOrO OIIpefieIEHHOU 3apaHee paboueli cTaHIIUU O6yxrajaTepuu. IIpu sToMm ceteBoe MDY
He JI0JDKHO UMEeTh BO3MOYKHOCTH OTIIPABJISATH IAKETHI 3a IIpejiesbl ceTu byxraarepuu. Takoke
ceThb OyXrajJTepUUd He [I0/DKHA UMeTh CBSI3h C He OTOOpaKEHHBIMU Ha BBIIIEIIPUBEIEHHOMN
cXeMe TOJCEeTSIMM OpTraHU3aIluM, a CepBep I0JDKEH MMeTh CTaTHUeCKHil Habop ARP-3ammceit
[ BCeX KJIMEHTCKUX YCTPOMCTB U JOCTYITHBIX CepBEePOB IIIKOJIBI.

Kak y>ke OBLJIO OTMEUEHO BBIIIle, IIPU ITepPeKJYeHUN Ha pe3epBHOe MHTepHeT-CoelUHEHNE U
obpaTHO UW3MeHeHUs1 B TabJaMUIlaX MapLIpyTHU3alluh U IIpaBWwiIaX OQUIbBTPAIIUU TOJHKHBI
BBIIIOJIHATHCSI aBTOMaTUYeCKH U CBOeBpeMeHHO. [Ipu Heo6XOAMMOCTH TakyKe [TOJDKHBI
BHOCUTBCS U3MeHeHUs U B ARP-Tab/IUIIbL

HakoHeIl, ITOAXOIAITMM 06pa3oM I0/DKHA OBITh OpraHM30BaHA CHCTeMa 3HEPTroo6ecIleueHUs
cepBepa U ceTeBOro o6opygoBaHUs. CepBep [O/DKEH IIOJydaTh 3HEPTHI0 OT HCTOUHHKA



6ecriepe60OMHOr0 MUTaHUA ¥ UMeTh C HUM MHPOPMAIIMOHHBIN KaHaJl CBSA3U C TeM, UTOOBI IIpU
OTKJIFOUEHUH IIUTaHU B 9HeproceTy opraHusanuu MBIl Mor cBoeBpeMeHHO yBelOMUTh CepBep
0 HU3KOM YpOBHe 3apsja 6aTapell U MHUIIMUPOBATh KOPPEKTHOe BBLIKJIKOUEeHUe cepBepa. [Ipu
39TOM K 3ToMy >ke MBIl no/poKeH OBITH IIOAK/IIOUEH U KOMMYTaTop 6yxrajaTepuu. TeM caMbIM B
coBOKyItHOCcTH ¢ MBIl pabouyux cTaHIIUU ob6ecrieurBaeTcs paboTOCIIOCOOHOCTH IIPAKTUYeCKHU
BCeM IIO[CceTH OyxrajTepuy, 3a HCKIr4YeHHeM MOVY. ITo I103BOJIgeT INTAaTHO OCTaHOBUTH
paboTy ceTeBOro IIPOrPaMMHOI0 00ecIIeuyeHHs.

Taxoke ciefyeT IPUHATHL afleKBaTHBIE 3a/iaye HU3KOYPOBHEBLIe MepHI 3alllUTHI cepBepa. Ilpu
3TOM OT IIUGPOBaHUA (QAMJIOBBIX CHUCTEM CJIeLyeT OTKas3aTbCi B CHIY (GU3MYECKOIO
pacIosIoKeHHWs1 cepBepa B IIpefejiaX IIOMeIeHUN OyXrajaTepud M BO H3bexaHHe
HeOIIpaBJaHHOIO0 CHIDKEHUS IIPOU3BOJMTENIBHOCTH. Takke He IIpefyCMaTpUBAeTCs
KCII0JIb30BaHHUeE JAUCKOBBIX KBOT II0 TOM IIPOCTOM IPHUYKHE, UTO CeTeBble KaTaJIOTX BEIHECEHBI
Ha OT/eJIbHBIe QaioBble CUCTEMBI U YIIPABJIAIOTCA 0T UMEHHU eIUHCTBEHHOI0 I10JIb30BaTeJIs.

IIpegBapuTe/IbHBbIE 3aMeYaHUA

Bo (bparMeHTax TEpMHHAJBHBIX CE€aHCOB M IIPM VKa3aHHM BBIIIOJHAEMBIX KOMAaH/
HCIIOJIB3YIOTCA CiieAyroIrie CoryialeHusa:

BrirlosiHgeMble IIpU HAaCTPOMKe CHUCTEMBI KOMaH/bl BbIJleJIeHbl >KUPHBIM IIPUPTOM, OTKJIUK
CHUCTeMBbI WU BBIJEP>KKHU U3 KOHQUTYPAITUOHHBIX (aiyIOB U CIleHapHeB TaKOTO BbIJIeJIeHUSI He
UMeIT. Bce KOMaHABI HPHUBOJATCI C IIOJHBIM OTOOpakeHHeM IPUIVIAIIeHHUsI KOMaHIHOM
CTPOKH, B KOTOPOM OTpa’kaeTcs M0JIb30BaTe b, 0T UMEHU KOTOPOIr0 BHIIOJIHSIETCS KOMaH/a, 1
TeKyIIui pabouui KaTasor. O6a 3TUX ¢akTopa 3Ha4YMMbl B OOJIBIIIMHCTBE IIPUBEJEHHBIX
KOMaH/| ! JIUCTUHTOB.

AnmapaTtHoe ob6ecreueHue

B kauecTBe ILIaTQOPMBI [JI peasH3allUM cepBepa OyXrajJTepUH BbIOpaH CTallOHAPHBIN
KOMITbIOTEpP K3 HMEIOIerocss MAaIIMHHOTO IapKa C HeKOTOPBIMU JopaboTkamu. /lajee B
COKpallléHHOM BUJIe IIPUBeJIeHbI CBe/leHUs 00 anmapaType 3TOT0 KOMITLIOTepa:

root@server:/# lshw
server
description: Desktop Computer
product: G41MT-S2P
vendor: Gigabyte Technology Co., Ltd.
width: 64 bits
capabilities: smbios-2.4 dmi-2.4 smp vsyscall32
configuration: boot=normal chassis=desktop uuid=00000000-0000-0000-0000-
1C6F65C2C56F
*-core
description: Motherboard
product: G41MT-S2P
vendor: Gigabyte Technology Co., Ltd.

*-cpu
description: CPU
product: Pentium(R) Dual-Core CPU E5500 @ 2.80GHz
vendor: Intel Corp.
physical id: 4
bus info: cpu@®
version: Pentium(R) Dual-Core CPU E5500 @
slot: Socket 775



size: 1286MHz
capacity: 4GHz
width: 64 bits
clock: 200MHz
capabilities: fpu fpu exception wp vme de pse tsc msr pae mce cx8 apic sep
mtrr pge mca cmov pat pse36 clflush dts acpi mmx fxsr sse sse2 s
s ht tm pbe syscall nx x86-64 constant tsc arch perfmon pebs bts rep good nopl cpuid
aperfmperf pni dtes64 monitor ds cpl vmx est tm2 ssse3 cx16 xtpr
pdcm xsave lahf lm pti tpr _shadow vnmi flexpriority dtherm cpufreq
*-cache:0
description: L1 cache
physical id: a
slot: Internal Cache
size: 64KiB
capacity: 64KiB
capabilities: synchronous internal write-back
configuration: level=1l
*-cache:1
description: L2 cache
physical id: b
slot: External Cache
size: 2MiB
capacity: 2MiB
capabilities: synchronous internal write-back
configuration: level=2
*-memory
description: System Memory
physical id: 18
slot: System board or motherboard
size: 2GiB
*-bank:0
description: DIMM 400 MHz (2,5 ns)
physical id: ©
slot: AO
size: 2GiB
width: 196 bits
clock: 400MHz (2.5ns)
*-bank:1
description: DIMM [empty]
physical id: 1
slot: Al
*-bank:2
description: DIMM [empty]
physical id: 2
slot: A2
*-bank:3
description: DIMM [empty]
physical id: 3
slot: A3
*-pci

*-network
description: Ethernet interface
product: RTL8111/8168/8411 PCI Express Gigabit Ethernet Controller
vendor: Realtek Semiconductor Co., Ltd.
physical id: 0
bus info: pci@0000:02:00.0
logical name: enp2s0
version: 06
serial: 18:d6:c7:00:ea:6¢C
size: 1Gbit/s
capacity: 1Gbit/s



width: 64 bits

clock: 33MHz

capabilities: pm msi pciexpress msix vpd bus master cap list ethernet
physical tp mii 10bt 10bt-fd 100bt 100bt-fd 1000bt 1000bt-fd autonegotiation

configuration: autonegotiation=on broadcast=yes driver=r8169
duplex=full ip=192.168.0.88 latency=0 link=yes multicast=yes port=MII speed=1Gbit/s

resources: irq:17 ioport:ce@0(size=256) memory: fdeff000-fdefffff
memory: fddfc000-fddfffff

*-network DISABLED

description: Ethernet interface

product: AR8151 v1.0 Gigabit Ethernet

vendor: Qualcomm Atheros

physical id: ©

bus info: pci@C000:03:00.0

logical name: enp3s0

version: c0

serial: 1c:6f:65:c2:c5:6f

capacity: 1Gbit/s

width: 64 bits

clock: 33MHz

capabilities: pm msi pciexpress vpd bus master cap list ethernet
physical tp 10bt 10bt-fd 100bt 100bt-fd 1000bt-fd autonegotiation

configuration: autonegotiation=on broadcast=yes driver=atllc
driverversion=1.0.1.1-NAPI latency=0 link=no multicast=yes port=twisted pair

resources: irq:18 memory:fdcc0000-fdcfffff ioport:df00(size=128)

*-ide
description: IDE interface
product: NM10/ICH7 Family SATA Controller [IDE mode]
vendor: Intel Corporation
physical id: 1f.2
bus info: pci@0000:00:1f.2
logical name: scsi0
version: 01
width: 32 bits
clock: 66MHz
capabilities: ide pm isa compat mode bus master cap list emulated
configuration: driver=ata piix latency=0
resources: irq:19 ioport:1f0(size=8) ioport:3f6 ioport:170(size=8)
ioport:376 ioport:f800(size=16)
*-disk
description: ATA Disk
product: WDC WD3200AAKS-0
vendor: Western Digital
physical id: 0.0.0
bus info: scsi@0:0.0.0
logical name: /dev/sda
version: 3A01
serial: WD-WMAT10439126
size: 298GiB (320GB)
capabilities: partitioned partitioned:dos
configuration: ansiversion=5 logicalsectorsize=512 sectorsize=512
signature=6b449e09

B kauecTBe KOMMEHTApPHUEB K HpI/IBe,Z[éHHLIM CBeJeHHAM H606X0,Z[I/IMO OTMETHUTH C/IeAYyIOIIee:

CepBep o6JsamaeT BIOJHE [JOCTaTOYHBIMH [JIS BBIIIOJIHEHHS IIOCTaBJE€HHBIX 3aau
[IeHTPaJbHBIM IIPOI[ECCOPOM, OOBEMOM U XapaKTEePUCTHKAaMH OIEepPaTUBHOM IIaMSATH,
>KECTKUMMU AHUCKaMU, CETEBLIMU aZlaliTepaMH U IIPOUYNMHU CUCTEMaMH.



B maHHOUM BBIJIep)KKe He OTPa’kKeHHI >KECTKHe AMCKHU, IpefHasHaueHHbIe IS GOpPMUPOBaHUS
RAID-MaccuBa, OHU GYAYT OIHCAHBI OT[eJIbHO B COOTBETCTBYIOIIIEM pa3fieie.

ShfraEHIBBElCPHTTEDJLIII])a3hdeiﬂKaIﬂPHHKa

VcTaHOBKA CHUCTeMBl BBIIIOJIHEHa 6e3 KaKoM Ju60 Tpadpuueckodl 060J0YKH, HO CO
CTaH/APTHBIMU CUCTEMHBIMU YTHJIIUTAMHU U CIIY>KO0H ssh.

CHCTeMHBIH >KECTKHMM [OHCK Pa3bUT Ha pasfesbl CIeAyIIIHM 00pa3oM (B BBIBOJIE HIDKE
OMYIIeHBbI CTPOKH, He KacaroIuecs >KECTKOTO JMCKa, a CaMH KOMaH/Ibl BBHITIOJTHEHBI Ha yiKe
HaCTPOEHHOM CHCTEME C YCTAaHOBJIEHHBIMH YTHIUTAMH):

root@server:/# /usr/sbin/fdisk -1 /dev/sda

Disk /dev/sda: 298,1 GiB, 320071851520 bytes, 625140335 sectors
Disk model: WDC WD3200AAKS-0

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x6b449e09

Device Boot Start End Sectors Size Id Type
/dev/sdal * 2048 39063551 39061504 18,6G 83 Linux
/dev/sda2 39063552 46876671 7813120 3,7G 82 Linux swap / Solaris
/dev/sda3 46876672 85938175 39061504 18,6G 83 Linux
/dev/sda4d 85938176 625139711 539201536 257,1G 83 Linux

root@server:/# /sbin/parted -1 /dev/sda
Model: ATA WDC WD3200AAKS-0 (scsi)

Disk /dev/sda: 320GB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

Disk Flags:

Number Start End Size Type File system Flags
1 1049kB 20,0GB 20,0GB primary ext4 boot

2 20,0GB 24,0GB 4000MB primary linux-swap(v1)

3 24,0GB 44,0GB 20,0GB primary ext4

4 44,0GB 320GB 276GB  primary ext4

root@server:/# mount -1

/dev/sdal on / type ext4 (rw,relatime,errors=remount-ro) [rootfs]

/dev/sda3 on /var type ext4 (rw,nosuid,nodev,relatime) [var]

/dev/sdad on /srv/samba type ext4 (rw,nosuid,nodev,noexec,relatime) [samba]

root@server:/# df -h
OarinoBas cuctema Pasmep Wcnonb3oBaHo JocT Wcnonb3oBaHo% CMOHTMPOBAHO B

udev 965M 0 965M 0% /dev

tmpfs 196M 5,5M 191M 3% /run

/dev/sda1 19G 885M 117G 6% /

tmpfs 980M 0 980M 0% /dev/shm

tmpfs 5,0M 0 5,0M 0% /run/lock
tmpfs 980M 0 980M 0% /sys/fs/cgroup
/dev/sda3 19G 256M  18G 2% /var

/dev/sda4d 253G 61M 240G 1% /srv/samba
tmpfs 196M 0 196M 0% /run/user/1000

Takas cxema PasMeTKH U CKOB BBI6paHa 110 ciIeayromyumM C006pa)KeHI/IHMZ



DOS-Tabsuna siBJsieTcss HauboJiee IIPOCTOM M AOCTAaTOUYHOM I pacCMaTPHUBaeMOIO CepBepa,
0C00eHHO C Y48TOM rojia BBIIIyCKa allapaTHOM yacTu. Ha pasges mopgkadyku BeifiesieHO 4 T6,
OCTa/JIbHOe JUCKOBOe IIPOCTPAHCTBO pasbuUTO Ha TpPU pasfesa, Osarofaps 4yemy KaTasor
U3MeHseMbIX JaHHBIX /var U ceTeBble KaTaJOTU pasMellleHbl B OTHeJbHBIX (aMIOBBIX
cucTeMax. JTO CAeJIaHO B paMKaX 0a30BBIX Mep IIO 3alljiTe cepBepa. bosblllag 4yacThb AMCKa
OTBeJleHa UMEHHO II0J] CeTeBble KaTaJIOI'M, TOIa KaK JJIs1 OCTaJIbHBIX KOMIIOHEHTOB CUCTEMBI
BBIJleJIeHO MUHUMAaJIBHO JOCTaTOYHOE (C HEKOTOPBIM 3aI1acoM) JUCKOBOE IIPOCTPAHCTBO.

IIpu 3arpyske CHUCTEMBlI OBLIY BBISIBJIEHBI ITOIBITKH 06pallleHUs sAApa K JUCKOBOAY THOKUX
JIUCKOB:

root@server:/# dmesg | grep fdo

[ 24.880285] print_reqg_error: I/0 error, dev fd0, sector 0

[ 47.704340] print_req_error: I/0 error, dev fd0, sector O

[ 74.660564] print_req_error: I/0 error, dev fd0, sector 0

root@server:/# lsmod | grep floppy
floppy 86016 O

IToCcKOJILKY TAKOI'0 IMCKOBO/A B CHCTEME HeT, 8 BOSMOKHOCTH OTKJIFOUEeHUs IIPUCYTCTBYIOIIETO
Ha MaTepUHCKOM IUIaTe KOHTpoOJUIepa He IpeaycMoTpeHa B BIOS cucreMsbl, To Haubosee
IIPaBUJIBHBIM pPellleHUueM SIBJIIeTCSd OTKJIIOUeHHEe COOTBETCTBYIOIIIEro MOAYJIA gaxpa. [Jis1 3Toro
IOCTATOYHO BHECTU 3TOT MOAYJIb B «UEPHBIN» CIIMCOK U OOHOBUTHL 06pas initramfs, rmocsie yero
norpebyercsd (M I IPOBEPKU B TOM UYMCJE) IIepe3arpysurb cucremy. IIpm sToM wm3-3a
ClleHapueB, BBI3BIBAeMBIX IIPU BBIIIOJIHEHUM OOHOBJIEHWS 3arpy30dyHOro obpasa, cienyetr
JOIIOJIHHUTDL 3HaueHUe IIepeMeHHOMt OKPY KeHHUs PATH. Bce 3TH LeHiCTBUA
IIPOAEeMOHCTPUPOBAHEI B CJIeIyIOIIleM dparMeHTe TepMUHAIbHOIO CeaHca:

root@server:/# echo "blacklist floppy" > /etc/modprobe.d/blacklist.conf
root@server:/# PATH=$PATH:/sbin

root@server:/# update-initramfs -u

update-initramfs: Generating /boot/initrd.img-4.19.0-16-amd64
root@server:/# reboot

[Tocsie Tepe3arpy3ku yoeqUThCS B OTCYTCTBUHU COOOIIEHUM 0 Ipob6JseMax, a TakKKe 0 TOM, UTO
MOJYJIb SITpa He 3arpy’kKeH, MO>KHO KOMaH/ITaMH:

root@server:/# dmesg | grep fdO
root@server:/# 1lsmod | grep floppy

Hactpoiika BIOS

BIOS ycTaHOBJIEHHOM B CHCTeMe MaTepHHCKOM ILIaThl II03BOJISET BBIIIOJIHUTEL CJIEAYIOIIIHe
CyILlleCTBEHHBIE /I paboThI cepBepa HaCTPOMKH:

*  3aIuMTa IMapoJieM BXoJa B HacTpouKu BIOS;

+ BxiawueHue PME Event Wake Up (BKJIOUeHHe CHUCTEMEI 110 BHYTpeHHeMYy TavMepy B
Hayasie pabouero gHs);

« AC Back Function Full-On (aBTOMaTHyeckoe BKJIKUYeHHE CHUCTeMbl II0CJIe BO3Bpara
IIOTEPSHHOTO 3HEPTOIIUTaHUA);

« orkiawoyeHue USB Keyboard/Mouse/Storage Function, 4To IIpyu 3TOM He MelllaeT pabore
HCTOYHUKA Oecriepeb0MHOT0 IIUTaHUS.



Ba3oBast HacTpoiika cepBepa

B sToM paspesie omycaHbl Mephl, IPUMeHUMbIe KO MHOTHUM II0I0OHBIM cepBepaM. B wacTHoCcTH
paccMOTpeHBI CIIOCOOBI MUHHMHM3AIlUM 4YHCIa CIy)KO, HAaCTPOMKU CeTeBOM IIO/ICCTEMBI U
HEKOTOPBIX CUCTeM 6€30I1aCHOCTH.

3amura 3sarpy3uunka GRUB2

3ammTa 3arpysdyrKa He IIpeJCTaBJsieTcs M30BITOYHOM, Aa)ke He CMOTpPS Ha TO, YTO CepBep
¢U3MYECKH pacIloJIOKeH B IIOMEI[eHHH C OTpaHHUYeHHBIM [IOCTYIIOM. JTa 3all[UTa JIETKO
peanusyeTcsd U He BelleT K BO3paCTaHUI0 HArpy3Kd Ha CepBep B HOPMaJIbHOM pPeKHMe ero
paboThI.

B mepBy0 o4uepens TpebyeTcs CO34aTh OTAEIbHBIN KOHQUTYPaIlTHOHHBIN Qaiil, B KOTOPOM OyIyT
aKKyMYJINPOBaHbI IIapaMeTphl, peajn3yrIlre 3Ty 3alquTy. Ero ciegyeT pacloyiOKUTH B
KaTaJiore /etc/grub.d , a ero uM4 JO/DKHO HAUMHATHCSI C TAKOM UMC/I0BOM KOHCTAHTBI, YTOOBI OH
6p11 00paboTaH mociegHUM. CoflepsKUMoOe 3TOTO daiiyia [TOJHXKHO COOTBETCTBOBATH IIAGJIOHY,
IpeacTaBleHHOMY B ¢aiie /etc/grub.d/40_custom . TakuMm o6pasoM, B paccMaTpUBaeMou
cucteMe ¢parr uMeeT uM4 /etc/grub.d/40_custom U 3aI0JTHEH CJIeIYIOIUM 06pasoMm:

#!/bin/sh

exec tail -n +3 $0

set superusers="root"
password_pbkdf2 root PBKDF2

ITpu atoM sutepas PBKDF2 — 3T0 JIMING 3aIJIyINKa I KOHTPOJIbHOM CYMMEI I1ap0JIsd, JAXOIero
TOCTYII K peJaKTHPOBaHHIO ITapaMeTPOB 3arpy3KH OT MMEHH I10/Ib30BaTeJId Ioot.

IIo roroBHOCTU 3TOro ¢amnaa cjaegyeT OTPaHUYUTL AOCTYII K 3TOMYy ¢ally U 3aMeHUThb
3aIIyIIKy Ha peaJbHYI KOHTPOJBLHYH CyMMYy KOMaHJaMHU (IIocje IIEpBOM KOMaHJBI
oTpebyeTcs ABaK/Ibl BBECTH HapoJib A1 GRUB):

root@server:/etc/grub.d# PBKDF2=$(grub-mkpasswd-pbkdf2 | grep -o grub.\¥*)

root@server:/etc/grub.d# sed s/PBKDF2/$PBKDF2/ -i /etc/grub.d/42_custom
root@server:/etc/grub.d# chmod u+x,go-rw /etc/grub.d/42_custom

3areM B KoHQUTYparTuoHHOM ¢atiie /etc/default/grub cienyer nipuBecTH HEKOTOPBIE CTPOKU K
C/IeAyIoIeMy BULY:

GRUB_TIMEOUT=1
GRUB_DISABLE_RECOVERY="true"

TeM caMbIM M3 OCHOBHOro MeHI0 GRUB yjassitoTCsl BCce BCIIOMOTaTeJIbHBIE ITYHKTHI, a TaKXKe
yCTaHABJIMBAETCI UHTEpPBaJ B OHY CeKYHAY [JII MHUIIHMAIIUU IIepexo/a K pelLaKTHPOBaHUIO
IapaMeTPOB 3arpy3KH.

[Ipeamoc/ieHUM IIaTOM CJIeyeT 0OHOBUTH MEHIO 3aTPy3YMKa IIPH IIOMOIITH KOMaH/I:

root@server:/etc/grub.d# PATH=$PATH:/sbin
root@server:/etc/grub.d# update-grub

[lepBasg M3 HUX HU3MeHsdeT B TeKYyIlell CeCCUU 3HadeHUe CUCTeMHOU ItepeMeHHOU PATH g
obecrieueHUs paboThl BTOPOIL, KOTOpasd, KaK pas, U opMUpyeT KOHEUHBIY KOHOUTYPAITUOHHBIN
¢arir /boot/grub/grub.cfg, KoTophIli U UCOONB3yeTCd HEIOCPEACTBEHHO 3arpy3uYMlKOM.
HecMoTps Ha TO, 4TO 3TOT (aiil 3alIpellleHO pefaKTUPOBaTh BPYYHYIO, T. K. BCe U3SMEHEeHUs B
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HEM TepsITCa IIPU O4YepeJHOM BbI30Be KOMaH/bl update-grub, MHOrO BBIXOJa He OCTaETcs,
IIOCKOJIbKY HUMeIIlecsd Ha [JaHHBIM MOMEHT MeXaHHu3Mbl HacTpoMku GRUB2 He
IIpeJ0CTaB/IAI0T UHOTO MeXaHHU3Ma /I 3arpy3Kd CUCTeMbl B IIITATHOM peXuMme 6e3 BBOZA
YCTAaHOBJIEHHOI'O IIapoJId.

UToOBI Cles1aTh TaKyI0 3aTPy3Ky BO3SMOXKHOM, CJIefyeT JIUIIh JAOIHCaTh B CTPOKY MeHI0 GRUB2,
UCII0JIb3yEMYI0 110 YMOJIYaHUI0, KJII0U --unrestricted, 4To IpUBELET 3Ty CTPOKY K I10J00HOMY
BUNY:

menuentry 'Debian GNU/Linux' --unrestricted --class debian --class gnu-linux ..

[Tof06HYI0 IIPaBKy CJIelyeT BBIIOJIHATH IPU KaXKoM 06HOBJIeHUU MeHI0 GRUB2, B TOM uncie
eCJIM OHO CJTyJaeTcs B IIPOoIlecce YCTaHOBKHU OOHOBJIEHHUH.

VcraHOBKa IOMEHHOI'0 UMEHH CUCTEeMbI

C yuyéroM TOro, 4To B CHCTeMe He IIpeJIIojiaraeTcsd HCIIOJIb30BaHWe IIpoToKosa IPv6, mia
HaCTPOMKHU IIOJIHOIO MMEHHM [OMeHa CjefyeT CHadasla 3aIlloJHUTHL ¢aiia /etc/hosts, 3areMm
BHECTH UM CUCTeMbl 6e3 JOMeHHOU yacTy B ¢paiii /etc/hostname U BBIIIOJTHUTE KOMaHIY IJI
CMeHBLI UMEHM XOCTa B TeKYIed cecCHU. Bce HeoOXOLMMEBIe KOMAaHZBI, & TaKXKe COZep KHUMoe
KOHOUIYpaIllMOHHLIN (aljIoB IIpe/iCcTaBJIeHbl B HIDKeCIeayIoleM ¢parMeHTe TepPMUHAIbHOTO
ceaHca. IlociefHdaad KoMaH/a B HEM [eMOHCTPUPYeT HAaCTPOEHHOe IIOJIHOe JOMEeHHOe UM
cucteMsl (FQDN):

root@server:/# cat /etc/hosts

127.0.0.1 localhost.localdomain localhost
127.0.1.1 server.account.school34 server
root@server:/# cat /etc/hostname
server

root@server:/# hostname -f
server.account.school34

OTrxiarouenue IPv6

OTkJIroueHUe IoAfep>KKU IPv6 sapoM cucTeMbl MOYKeT OBITH BBIIIOJIHEHO KaK I TeKyIlei
CecCHuH, TaK M Ha IIOCTOAHHOM OCHOBe. /11 OTKJIIOUEHUS Ha IIOCTOSIHHOM OCHOBe CJefyeT
IIPUBECTU COZlepKUMOe Qaiiia /etc/sysctl.conf K BuIy, He IpPOTHBOpedaleMy CjaeLyIIUM
CTPOKaM B HEM:

#Disabling IPv6

net.ipv6.conf.all.disable_ipv6=1

net.ipv6.conf.default.disable_ipv6=1
net.ipv6.conf.lo.disable_ipv6=1

JUIA OTKJIOYEeHUS TOJILKO B TEKYH_IEI‘/'I CeCCHH JOCTAaTOYHO BBIIIOJIHHUTHE KOMaH/IBI:

root@server:/# echo '1' > /proc/sys/net/ipv6/conf/all/disable_ipv6
root@server:/# echo '1' > /proc/sys/net/ipv6/conf/default/disable_ipv6
root@server:/# echo '1' > /proc/sys/net/ipv6/conf/lo/disable_ipv6

JUIsT TIPOBEpPKU YCIIEITHOCTU OTK/IKUEeHUs CjefyeT IIepes3allyCTUTh CeTeBYI IIOCUCTEMY
KOMaH/I01

root@server:/# systemctl restart networking
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U B BBIBOJIe KOMaH/IbI

root@server:/# ip address show

ybeIuTHCA B OTCYTCTBUU Ha3sHAUEHHBIX aZipecoB IPv6:

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
2: enp2s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group
default glen 1000
link/ether 18:d6:c7:00:ea:6¢c brd ff:ff:ff.ff.ff:.ff
inet 192.168.0.88/24 brd 192.168.0.255 scope global enp2s0
valid_1ft forever preferred_lft forever
3: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group
default glen 1000
link/ether 1c:6f:65:c2:c5:6f brd ff:ff:ff.ff.ff.ff
inet 10.9.1.129/26 brd 10.9.1.191 scope global enp3s0
valid_1ft forever preferred_lft forever

3ameuaHue: 3qechb IIpefiCTaBJIeH BBIBOJ, IIPU IIOJHOCTBI0O HAaCTPOEHHOM CeTeBOM IIOJCHUCTEME.
OmnrcaHue TaKUX HAaCTPOeK IIPpUBeJIeHO HIDKe, 3/1eCh JO0CTaTOYHO OTMETUTh JIUIIb OTCYTCTBUE ¥
uHTepdericoB IPv6-agpecos.

OTxiarouenue Magic SysRq

OTtksroueHre Magic SysRq MOKeT II0Kas3aThCs HM36GBITOUHBIM IJIM [Ja)ke BpPeIHBIM: Tak,
HaIllpuMep, B cjydae cO0s CHUCTeMBI He OyZeT BO3MOYKHOCTH €€ aBapUMHO OCTaHOBUTH HJIU
c6pocUTh cofeprxkuMoe 6ydepoB Ha fuck. OFHAKO B CHIIy QU3MUECKOM /TOCTYITHOCTU cepBepa
II0JIb30BaTeJIsIM, eCTh, IIyCTh U IpHU3payvHas, BepOSITHOCTh TOTO, UTO HEKHUU 3JIOYMBIIILJIEHHUK
BBIIIOJIHUT Ha)kaTHe IO0J00HOM KOMOGHMHAIIMM KJIABUIIL IJTO MOXKET IPUBECTH K OCTaHOBKE
cepBepa U OTKasaM B O0OCIy>KMBaHUM KJIWEHTOB. IIpH 3TOM 3all[UTa OPraHU30BBLIBAETCS
HACTOJIbKO IIPOCTO, UTO IIpeHebperaTh €10 He palliOHaIbHO.

JIJ19 OTKJIFOUeHHUS «BOJIIIIEOHBIX» COUeTaHUM B TEKYIIeM CeCCUU A0CTaTOYHO KOMaH/IbI:

root@server:/# echo '0' > /proc/sys/kernel/sysrq

JIJI1 OTK/IFOUeHUs Ha IIOCTOSSHHOUM OCHOBE JI0CTAaTOYHO IIpUBecTH ¢aii /etc/sysctl.conf xk Buzy,
He IIPOTUBOpedallleMy CJIeAyIIeld CTpoKe 13 HEro

kernel.sysrq=0

INoanepsxka TyHHesieir GRE

[t paboThl OJHOTO W3 KIWEHTCKUX IIPWIOKEHUU Ha OJHOM Hu3 paboyux CTaHIIUU
HUCIOJB3yeTCsd TYyHHEJIHWPOBaHHE IIPpU IOMoInu IpoTokosa GRE. /[t obecrieyeHus
GYHKITMOHUPOBAaHUS TaKOT0 TYHHeJISI TpebyeTcss 00eCIIeYUTh 3arpy3Ky HE0O6X0UMBIX MOYJIel
aapa ¥ IIOAAEPKKYy CO CTOPOHBI MeJKCEeTeBOIO 3KpaHa. 3[ecCh OIMCAaHbl TOJBKO MepHl,
OTHOCAIIIMECd K MOAYJSAM sapa, HacTpoMKa ceTeBOro GuibTpa NIpUBeJEeHbl [ajiee B
COOTBETCTBYIOILIEM paszeJIe.

CylllecTByeT [IBa IIOAXO0/la K 3arpy3Ke MOJyJIei: IpU BK/IIOUEHUU CHUCTeMBI U B IIpollecce eé
pa6boTel II0 Mepe HeoO6XOgUMOCTH. Hcxoms U3 XapakTepa  QYHKIIMOHUPOBAaHUS
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paccMaTpuBaeMoOl CeTH HauboJiee PaljMOHAJIbHO IIPUMEHUTh MEepPBBIM moaxox. /[Jist 3Toro
IOCTaTOYHO BHECTH JOII0JIHEeHU B paiiy /etc/modules :

#Loading modules needed for GRE tunnel

ip-gre

ip-nat-pptp

Co3maHue moJjib3oBaTesiei

Jlajlee IIpU ONMCAaHUU CJIY>KOBI 3aIUINEHHOIO YAAJIEHHOTO BXOJa Ssh ykKasaHO, 4TO BXOJ B
CHUCTEMY YIAJIEHHO OT MMEHH CYyIIepIoJb30BaTessl 3a0/I0OKUpoBaH. UTOOBI BCE >Ke HMETh
BO3MO>KHOCTH YIAJIEHHOIO yIIpaBJIeHUs, CJIelyeT CO34aTh OOBIUHOTO I10J1b30BaTesIsl, 0T UMEeHU
KOTOPOTO U OyJleT OCYIIeCTBIATHCSI BXOZ. Ilocje OTKPBITHUS CECCHU B CHUCTEMeE IIOJ TaKOM
YUETHOM 3allMChI0 IIOIBJIIETCHd, IIPU HEO0O0XOJUMOCTH, BO3MOXHOCTH IIOBBICUTH CBOH
IIOJTHOMOYMS IIPU IIOMOIIM SU. OTpaHUYeHUs Ha CUCTeMHBIE PeCYpPCHI I 3TOr0 II0JIb30BaTes I
Ha JaHHBIN MOMEHT He BBOJATCS, OJHAKO II10 OIBITY IKCIUIYaTAI[UU CUCTEMBI 3TO MOKET OBITH
CIeJIaHO B TaJIbHEMIIIEM.

COB,ELE[HI/IE TaKOTO IIOJIB30BaTeJ A (HYCTI: ero JIOTHH — administrator) MO>KHO BBEIIIOJTHHUTL KaK Ha
dTalle YCTaHOBKH CHUCTEMEI, TaK U I10CJIe, HaIIpUMED, ITPHU IIOMOIITH KOMaHIbI

root@server:/# /usr/sbin/adduser administrator

KpOMe CO3IaHMA II0JIE30BaTe I, HEO6XO,ZI;I/IMO 06paTI/ITB BHHMaHHE Ha HECKOJIBKO aCIIEKTOB €TI0
pa6OT]':>I B CHCTeMe.

Bo-TIepBBIX, 110 YMOJYAaHUIO BHOBBL CO3[@HHBIM [OMAIITHUM KaTaIOT 3TOT0 II0JIL30BaTeJIs
IOCTYIIeH IJjIs1 YTeHHs1 BCEM B CHCTeMe. B ciydae, ecjii 3TO HeIpHeMJIEMO, HCIIPaBUTH
CUTYaITUI0 MOKHO IIPH IIOMOIITH KOMaH/TbI

root@server:/# chmod 0750 /home/administrator

0CTaBHUB, TAKHM o6pa30M, TIOJTHBIM JAOCTVYII K KaTaJIOI'y JId CaMOro II0/JIb30BaTe A M JOCTYII Ha
YTeHHE IJId YIEHOB €ro I'PYIIIIBI (koux KpoMe Hero CaMoro B CUCTeMe BCé PaBHO HET). ,Z[JIH BCeX
OCTaJIBHBIX JOCTYII OKa’>KeTCs 3aKPBLIT.

BTOpPBIM acIleKTOM SIBJISIETCS HCIOJIb30BaHMe sudo. JTa KOMaHJa II03BOJIIET BBIIIOJHSITH
KOMaH/Jbl C aAMUHUCTPAaTUBHBIMM IIPUBIJIETUSIMU, He BXOAS B CHCTEMY OT HMeHU
cyllepmoJib3oBaTessi. Tako IIOAX0/ TauT B ce6e HEKOTOPYIO OIIaCHOCTh: 3JIOYMBIIIIZIEHHUK, 3HasI
JIOTUH U T1apoJib TaKOTO IT0JIh30BaTesIsI MOXKET IOJyYUTh BeChMa OOIIUpPHEIE IIpaBa B CUCTEMe
(ecii TOTUTUKU sudo HAaCTPOEHBI) WM MPaKTUYeCKHU HeoTpaHUYeHHbIe, eCIM HaCTPOHMKH sudo
IPUHATHL TI0 YMOJYaHHUIO. /[[JI1 pelleHUS I3TOM IIpoGeMBI IIpollle Bcero (M HauboJee
OONTUMAaJIbHO Ha II00GHOM CcepBepe) BOCIOJIb30BaThCS CJAEAYIOIIMM IIOAXO/OM: He
HCII0SIb30BaTh sudo BooOIIle, BEIHY K [ast II0JIb30BaTe IS /i1 IIOBBIIIIEHUS CBOUX IIPaB B CUCTEMe
BBOJUTH (U, COOTBETCTBEHHO, 3HAThH) ITaP0JIb CYIIepI0JIh30BaTe .

TakuM o06pasoM, YTOOBI JIMIINUTH II0JIb30BaTesd BO3MOYKHOCTH MCIOJIb30BaHUSA Sudo
IOCTAaTOYHO HCKJIKYUTH €ro U3 rpymibl wheel, ecsii oH B Hell cOCTOUT. CeslaTh 3TO MOKHO
KOMaHJI0M usermod, OCTaBHB II0JIb30BaTessI administrator TOJBKO B CBOeM (OTHOMMEHHOM)
rpyiae. VO6eaIUTbCA B YCIEIIHOCTH HW3MEHEHUNM MO>KHO BBIIIOJHUB OT HMEHU 3ITOTO
I10JIb30BaTeJIsI CTPOTO II0CJIe IIOBTOPHOrO BXOZAa B CUCTEMY KOMaHAy groups. /lajiee IpuBenéH
¢parMeHT TepMUHAJIBLHOTO CEaHCa, JeMOHCTPUPYIOIINI BCe 3THU OIlepallruu:
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root@server:/# /usr/sbin/usermod -G administrator administrator
root@server:/# su guest

administrator@server:/$ groups

administrator

administrator@server:/$ exit

exit

root@server:/#

Taxoke [I1 OpraHH3aIlMK Pa6OTHl (aIOBOTO CcepBepa IIOJIE3HO CO3[aTh OTAEJHHOTO
TI0JTb30BaTe I (a B 06IIIEM CIydae — I0JIb30BaTeselt), OT UMEeHU KOTOPBIX GYAYT BHITOTHSATHCS
BCe OIIepaIlMH C CEeTEeBBIMH KaTaJIOTaMHM M HX COIEP>KHUMBIM. JTOT II0JIb30BaTe/Jb He JI0JDKeH
MMeTh BO3MOKHOCTH BXOJla B CHCTEMY, eMy He HY)KHbI KOMAaHIHBIM HHTEPIIPeTaTop Hu
TOMAIITHHH KaTaJIor. Co3/[aHue TAaKOTO I10JIb30BaTe sl BBITIOTHSIETCS KOMaH/[OMH:

root@server:/# /sbin/adduser buh --shell /dev/null --no-create-home --disabled-login

g TexX >Ke Ilesiel celyeT YBeJUYUTH IIpefieIbHO JOIIyCTUMOE KOJIMYEeCTBO OJHOBPEMEHHO
OTKPBITHIX (GaMJIOBBIX [JeCKPUIITOPOB /s II0Jb30BaTessl. JTO CBSI3aHO C TeM, 4YTO IIO
yMoJ4aHUI0 B Linux sTo 3HaueHWe paBHO 1024, Torga Kak B Windows oHO paBHO 16384.
ITocKOJIBKY U KJIMEHTHI pacCMaTpPHUBaeMOTo cepBepa paboraroT 1mox ynpaBieHreM OC Windows,
U cuCTeMHad cIy>k6a smbd IIpy cBoéM 3aIlyCcKe TakoKe yCTaHaBJIMBAeT B CUCTeMe 3TO 3HAUEHUe,
TO pallMOHaJIbHO YCTAaHOBUTH €r0 BPYYHYIO 3apaHee W 3aJ0OKyMEHTHUPOBaThb 3TO U3MeHEeHUe.
JlJ1s1 aTOTO CyleyeT BHeCTU B ¢aili /etc/security/limits.conf ciiegyroniue cTpoKu:

* - nofile 16384
root - nofile 16384

[Tocste dero cucremy ciefnyer Iiepe3arpysuTb. KoHe4HO, MOKHO U3MEHUTH 3TOT IlapaMeTp U B
TEeKyIled CecCHUM CHCTEMBI, a Iepe3arpy3Ky BBIIOJHUTHL II03XKe. [[JI1 M3MeHeHUs IIpejfeJia
TOJIBKO B TE€KYII[eX CeCCUU JOCTaTOUYHO BBIIIOJIHUTHL KOMaH/Y:

root@server:/# ulimit -n 16384

[IpoBepuUTH YCHENIHOCTh BHECEHUS HN3MEeHeHUUN KaK B TeKyIlled CeCChuH, TaK U II0cjIe
repes3arpy3Ku CUCTEMBI MOYKHO CJIEYIOITUM 06pasoM:
root@server:/# ulimit -Hn -Sn

open files (-n) 16384
open files (-n) 16384

HacTpo#iKa CIIMCKOB JOCTyIIa

MHorue [AeMOHBI HCIOJIBL3YHOT ¢aiinbl /etc/hosts.allow u /etc/hosts.deny kak HCTOUYHUKU
HHOpMaIKi O TOM, KOMY paspelleH0 II0Jb30BaThCAd YyCAyraMyd I3THUX [eMOHOB. IJTH
KOHOQUTYpaIlMOHHbIe (albl SIBJISIOTCI 4YacTbI0 MexXxaHH3Ma tcp wrappers. Kpome Toro, B
CHCTeMe MO>KeT OBITh YCTaHOBJIEH JeMOH tcpd, KOTOPBIM CaM BBINIOJHSAET TAKYH IIPOBEPKY,
IIpeXKkze yeM IiepeaTh CeTeBOM ITIaKeT, HHUITUHPYIOIINU COeIUHEHHE, 11eJIeBOMY IEMOHY.

UT00BI BBISICHUTD, HUCII0JIb3yeT JIU [eMOH HeKOTOPOM CIY>KOBI 3TOT MeXaHH3M, KaK IIPaBHJIO
NOCTaTOYHO YyOeAuThCSA, UYTO MUCIIOJHSAeMbIl ¢aiyl JeMoHa coOpaH C HUCIIOJIb30BaHUEM
6ubsmorexku libwrap. Ciengyroomuii gparMeHT TepMHWHaJIbHOIO CeaHcCa [IeMOHCTPUpPYeT, YTO
neMoH sshd ucrionb3yeT 3Ty 6U6110TEKY, a dnsmasq, ntpd, KomrmoHeHTHI NUT u smbd — HeT:

root@server:/# ldd /sbin/upsd | grep libwrap
root@server:/# ldd /sbin/upsdrvctl | grep libwrap
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root@server:/# ldd /sbin/upsmon | grep libwrap
root@server:/# ldd /sbin/upssched | grep libwrap
root@server:/# ldd /sbin/smbd | grep libwrap
root@server:/# 1ldd /sbin/ntpd | grep libwrap
root@server:/# ldd /sbin/dnsmasq | grep libwrap
root@server:/# ldd /sbin/sshd | grep libwrap
libwrap.so.0 => /1ib/x86_64-1inux-gnu/libwrap.so.0 (0x00007fa52ea65000)

OpHako, HECMOTpPS Ha TO, 4TO IporpaMMbl moacucteMbl NUT He HCHONIB3YHOT OGUOJIHOTEKY
libwrap, oHH, TeM He MeHee, UCII0JIb3YIOT 3T KOHQUTYPAITNOHHBIE Qaiiybl.

HpOBepI/ITb, YCTaHOBJIEH JIK B CUICTEME IEMOH thd, MOKHO KOMaHﬂOfI

root@server:/# dpkg -1 | grep tcpd

Kak BHIHO K3 IIYCTOI'O OTKJIMKA KOMaH/IbI, 3TOT I€MOH He YCTaHOBJICH.

B ob6meM ciydae Takas IIpoBepKa BBINIOJIHSETCS (aiiepBosIoM, a MeXaHU3M (Cp wrappers
CUHTAETCsl YCTAapeBIIMM M YCTYIIMBIIHUM MeCTO KaK pa3 CeTeBbIM 3KpaHaM. TeM He MeHee,
YUIUTHIBAsI IPOCTOTY HACTPOMKU W HeTpeOOBaTeJIbHOCTh K pecypcaM, UMeeT CMBICI BHECTH B
yKa3aHHbIe KOHQUTYpaIrMoHHbIe $alIbl 3alIUCH JJI51 BCEX UCII0JIb3yeMbIX CUCTEMOU /IeMOHOB,
OCTaBUB, TeM CaMbIM, pellleHHe II0 HCIO0JH30BAaHUIO 3ITOT0 MeXaHH3Ma pa3paboTumKaM
IIEMOHOB U COOPIIIUKAM JUCTPUOyTHBa. IHBIMU CJI0BaMH, €CJIM UMH OYAEeT IIPUHSITO pelleHne
BKJIIOUUTH IOJZIEP>KKY B HOBOM Bepcud 110, To HacTpanBaeMas CUcTeMa Oy/ieT aBTOMaTHUeCKH
roToBa K TaKUM H3MeHeHUsSM. Kpome Toro, Hukakoe IIO He 3acTpaxOBaHO OT OIITHOOK
paspaboTYNKOB U YSI3BUMOCTeH. lcIoJb30BaHHE 3TOT0 MeXaHH3Ma MOKeT O0Ka3aThCs
IOTIOJTHUTEIFHBIM pPy0e>koM 3allUThl IPU KOMIIPOMETAITUU CeTeBOro GUIbTpa.

B maHHOH crcTeMe He MMeeT CMBbICJa yCTaHOBKa tcpd, T. K. SSh HCIIOJIB3yeT 3TOT MeXaHU3M
CaMOCTOSATEeJIbHO, a OCTaJIbHbIe eMOHBI IIPOCTO He IIPUHUMAIOT IIOAK/IIOUEeHUN Ha BHeIIHeM
UHTepderice.

3Has1, YTO IIOJKJ/II0YATHCS II0 IIPOTOKOJY SSh paspellleHO TOJIBKO C KOMIIbIOTEpa CHUCTEMHOTO
aJIMUHHCTpPAaTOpa, uUMemwIero azapec 192.168.0.2, 10 HIPOTOKOJIY CJIyKObl 6ecriepeb6oiftHOro
IIUTaHUSA TOJILKO C IIeTJIEBOIO0 MHTepdelica, a II0 IIPOTOKosIaM Ciay»k6 ntpd, smbd/nmbd u
dns/dhcp — TOJBKO C BHYTPeHHeIr0 U IIeTJIeBOr0 HMHTep(eMcoB, ciaenyeT IIPUBeCTH ¢aiia
/etc/hosts.allow k cienyromnieMy BUAy (KOMMeHTapHUU 11 KPaTKOCTH OITYII[€HbI):

ntpd : 10.9.1.128/26 127.0.0.1

nmbd : 10.9.1.128/26 127.0.0.1

smbd : 10.9.1.128/26 127.0.0.1

dnsmasq : 10.9.1.128/26 127.0.0.1

sshd : 192.168.0.2
upsd : upsmon@localhost

B cBorw ouepenb ¢aiin /etc/hosts.deny sampelriaeT Jjiro0ble ApyrUe IIOAK/IHOYEHHUS K CEpPBEPY
(KOMMeHTapHUHU Tak>Ke He IIPUBeJeHEI):

ALL: ALL

V6enutbCcd B TOM, 4TO Sssh He IpUHUMAaeT COeJUHEHWM C IOCTOPOHHHUX XOCTOB, MOKHO
Iiepe3anyCTUB 9Ty CIY>KOY KOMaH[0H

root@server:/# systemctl restart sshd
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U IIOIBITABIINCE ITOAKIIOUHUTLCS II0 SSh € JII060TO OTIMYHOTO OT CepBepa ITO/ICETH XOCTa.
Pa3ymeeTcs, HAa MOMEHT JKCIlepuMeHTa ¢QaliepBoJ He [I0/DKeH O6JIOKHPOBATH TaKoe
MIOK/IIOUEHHE.

Besycji0BHO HacTpauBaTh II0J00HBIE IIapaMeTphl 0e30IIaCHOCTU CJeAyeT 0 IIOAKJIIOUeHUS
cepBepa K CeTH, a OKOHYAaTe/JbHO IIPOBEPATH — Cpasy IIoCjae, II0 BO3SMOYKHOCTH 3allfyIlias
IIpOBEepPsIEMBbIN CerMeHT CeTU UHBIMU CpeAcTBaMU (Hampumep ¢aliepBOJIOM BBILIECTOSIIETO
cepBepa OpraHu3aIiuun).

OTK/IIOUeHHEe HeHY)KHBIX CJIY>KO

Cob6urofiasl IIpaBUJIO HEOOXOAMMOM [OCTaTOYHOCTH, C/eAyeT OTKIHYUTH H/WUIHU YAAIUThH BCe
HEeUCII0JIb3yeMble CIy>KObl, HarpuMep: rsh, telnet, rpcbind. IIpoBepUTh, YCTaHOBJIEHBI JIU 3TH
CIY>KOBI, MOYKHO OJHOM M3 MJIM COYeTaHHeM CJIeAyIINUX (M, BO3MOXKHO, HEKOTOPBIX
IOIIOJTHUTEJILHBIX) KOMaH/:

root@server:/# dpkg -1 | grep rpcbind

root@server:/# which rsh
root@server:/# ss -1 | grep telnet

Hu ofyH M3 3THUX CIIOCOO0B He YHHBepcaJleH B TOM CMBICJIE, YTO OJHO3HAYHO II0Ka3bIBaeT
Ha/IMyue WJIN OTCYTCTBHE TOM MM UHOMU CIy>KObl. Kak mpruMep MOKHO IIPUBECTU CJIEAYIOIIINHI
¢parMeHT TePMHHAJIBHOTO CeaHca:

root@server:/# which rsh

/usr/bin/rsh

root@server:/# ss -Htlp

LISTEN 0 16 127.0.0.1:nut 0.0.0.0:* wusers:(("upsd",pid=477,fd=4))
LISTEN 0 50 10.9.1.129:netbios-ssn 0.0.0.0:* wusers:(("smbd",pid=1411,fd=34))
LISTEN 0 32 127.0.0.1:domain 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=9))
LISTEN 0 32 10.9.1.129:domain 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=7))
LISTEN 0 128 192.168.0.88:ssh 0.0.0.0:* wusers:(("sshd",pid=481,fd=3))
LISTEN 0O 50 10.9.1.129:microsoft-ds 0.0.0.0:* wusers:(("smbd",pid=1411,fd=33))

root@server:/# dpkg -1 | grep rsh

root@server:/# 1ls -1 /usr/bin | grep rsh

lrwxrwxrwx 1 root root 21 maa 4 18:27 rsh -> /etc/alternatives/rsh
root@server:/# ls -1 /etc/alternatives | grep rsh

lrwxrwxrwx 1 root root 12 mas 4 18:27 rsh -> /usr/bin/ssh

lrwxrwxrwx 1 root root 28 maa 4 18:27 rsh.1.gz -> /usr/share/man/man1/ssh.1.gz
root@server:/#

Pasbupas npuBeEHHBIN pparMeHT, MOKHO OTMETHUTH CJIeAYIOIllee:

[lepBasg KOMaH/ja [IOKa3bIBaeT, YTO B CHUCTeMe IIPUCYTCTBYeT HUCIIOJIHSAEMBIN ¢aiia rsh, ogHako
BTOpass KOMaHj[a IIOKasblBaeT, YTO JeMOH Ish He IIPOC/AyIIMBAaeT HUKAKUX (CP-IIOPTOB.
Cienmyromass KOMaHza Coo0IllaeT 0 TOM, YTO B CUCTeMe He YCTaHOBJIEHO HU OJHOIO IIaKeTa, B
HasBaHUM KOTOPOro ymoMuHaeTcsa rsh. IIpy mIpocMoTpe B IIOAPOOHOM peXKHMe CBOMCTB
HUCIIOJIHAeMOIo ¢aiia BBIACHAETCS, YTO OH SBJIIETCS CUMBOJIMYECKOM CCBHLIKOM Ha Jpyrou
a1, KOTOPBHIU TaK)Ke SIBJIIeTCSI CUMBOJIMYECKOM CCHIIKOM Ha UCIIOJIHAeMBbIN ¢aiii ssh. Takum
o6pasoM, B JaHHOM cucTeMe rsh He yCTaHOBJIEH, BMECTO 3TOT0 CO3/iaH IICeBIOHUM A4 Ssh.

Cpefn IIpOYero B CHCTeMe OBLI YCTAHOBJIEH ITaKeT telnet, comepsKalllHi TOJIBKO KJIMEHT, HO
II0CKOJILKY OH He TpebyeTcs AJ1s1 pab0ThI CUCTEMBI, TO ITIAKeT CJIeIyeT YAATUTh:

root@server:/# apt-get purge telnet
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ITocsie Iepesalrycka CHCTEMBI MOXKHO YOeIUTHCS, UTO CUCTeMa Tellephb IIPOCIyIIUBAEeT TOIHKO
IIOPTHI, HEOOGXOMUMEBIE el [JI1 BHIIIOJTHEHUs II0CTaBJIEHHBIX 337ad (B TOM YMCIe 3[ecCh
OTpa’keHHI CJIY>KOBI, YCTAHOBKA U HACTPOMKA KOTOPHIX OIMCAHEI Jlajiee B 3TOM JIOKYMEeHTe):

root@server:/# ss -tulp

Netid State Local Address:Port Peer Address:Port

udp UNCONN 127.0.0.1:domain 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=8))
udp UNCONN 10.9.1.129:domain 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=6))
udp UNCONN 0.0.0.0:bootps 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=4))
udp UNCONN 192.168.0.88:ntp 0.0.0.0:* wusers:(("ntpd",pid=451,fd=22))
udp UNCONN 10.9.1.129:ntp 0.0.0.0:* wusers:(("ntpd",pid=451,fd=18))
udp UNCONN 127.0.0.1:ntp 0.0.0.0:* wusers:(("ntpd",pid=451,fd=17))
udp UNCONN 0.0.0.0:ntp 0.0.0.0:* wusers:(("ntpd",pid=451,fd=16))
udp UNCONN 10.9.1.191:netbios-ns 0.0.0.0:* wusers:(("nmbd",pid=1421,fd=17))
udp UNCONN 10.9.1.129:netbios-ns 0.0.0.0:* wusers:(("nmbd",pid=1421,fd=16))
udp UNCONN 0.0.0.0:netbios-ns 0.0.0.0:* wusers:(("nmbd",pid=1421,fd=14))
udp UNCONN 10.9.1.191:netbios-dgm 0.0.0.0:* wusers:(("nmbd",pid=1421,fd=19))
udp UNCONN 10.9.1.129:netbios-dgm 0.0.0.0:* wusers:(("nmbd",pid=1421,fd=18))
udp UNCONN 0.0.0.0:netbios-dgm 0.0.0.0:* wusers:(("nmbd",pid=1421,fd=15))
udp UNCONN 0.0.0.0:54728 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=10))
tcp LISTEN 127.0.0.1:nut 0.0.0.0:* wusers:(("upsd",pid=477,fd=4))
tcp LISTEN 10.9.1.129:netbios-ssn  0.0.0.0:* users:(("smbd",pid=1411,fd=34))
tcp LISTEN 127.0.0.1:domain 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=9))
tcp LISTEN 10.9.1.129:domain 0.0.0.0:* wusers:(("dnsmasq",pid=465,fd=7))
tcp LISTEN 192.168.0.88:ssh 0.0.0.0:* wusers:(("sshd",pid=481,fd=3))
tcp LISTEN 10.9.1.129:microsoft-ds 0.0.0.0:* wusers:(("smbd",pid=1411,fd=33))

B mpexcraBieHHOM ¢parMeHTe KOJOHKM Recv-Q u Send-Q ypaseHbl UCKIIOUYUTEIbHO U3
coobpakeHuii ¢GopMaTUPOBAHUA BBHUAY UX HUUTOXKHOM B KOHTEKCTe W3JI0KEHUSA
MHPOPMATHUBHOCTH.

HacTpoiika cimucka perno3suTopueB

Cpasy mocjae VYCTAaHOBKM CHUCTEMBI [JII BO3MOXXHOCTH YCTAaHOBKHM JOIIOJTHUTEJHLHOTO
IIporpaMMHOro obecIledyeHHUsI CjefyeT 3alloJTHUTh CIIMCOK PEIO3UTOPHEB, MCIIOIb3YeMBbIX
CHUCTEMOM, 3apeTUCTPUPOBATh IIyOJUUYHBIE KJIHYM JIOKaJbHBIX PEIIOSUTOPHEB U HACTPOUTH
ceTeBbIe aZjaliTephbl cUCTeMbl. OIMCaHHEe HAaCTPOMKHU CETEBBIX MHTeP(EMCOB IIPUBEIEHO HIDKE
IUIsI COXpPaHEHUsS CTPOMHOCTH U IIeJIOCTHOCTU H3JIOKeHUsS. HeT IIpensaTCTBUU TOMY, UTOOBI
HaCTPOUTH CIIHMCOK PeIl03UTOPHUEB U YCTAHOBUTH JOIIOJHUTEILHOE IPOTPaMMHOe obecliedeHue
I10CJIe HACTPOUKU IIPOBOJSHOU CETH.

KonouryparmoHHsili ¢paiia /etc/apt/sources.list , cogeprKaliuil CIIKCOK PEeIIO3SUTOPUEB, CIelyeT
IIPUBECTU K BUY:

deb http://debian.service.school34/buster/ buster main contrib non-free
deb http://debian.service.school34/security/ buster/updates main contrib
deb http://debian.service.school34/ppa/ buster main contrib

3aTeM HeO00XOAMMO IMOJYYUTHb IIYyOJHMUHYI YacTh KJII0Ya JIOKAJbHOTO pemo3uTopus (ppa),
HaIlpuMep, 3aTPy3UB U3 Hero >Ke ¢paiia repository_key.asc komaHIOM:

root@server:/# cd /tmp &% wget http://debian.service.school34/ppa/repository_key.asc

JIJ1s1 ¥ICII0JI30BaHUS 3TOT0 KJII0Ua B CHCTeMe I0JDKeH IIPUCYTCTBOBATh IakeT gnupg. Eciu ero
HeT, T. e. KOMaH/[a

root@server:/tmp# dpkg -1 | grep gnupg
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BBIIAET IIyCTOM OTKJIHUK, TO €ro CcJjefyeT YCTAaHOBUTh. /UIsI 3TOro CJIefyeT BBIIIOJIHUTH
cyIeIyIoIrie KOMaH/Ibl:

root@server:/tmp# apt-get update
root@server:/tmp# apt-get install gnupg

[Ipu aToM mepBasi U3 ITUX KOMaHJ, OKHZAeMO BBIJACT IIPeAyIIpekleHHe O TOM, UYTO KJII0Y
JIOKaJIbHOTO PEIlO3UTOPHS ppa He MO)KeT OBITH IPOBEpPeH U II03TOMY 3TOT PEIlO3UTOPUM He
OyJeT UCII0/IH30BaH.

Jlamee ¢aiy Kiao4ya JIOKaJIbHOTO PEIo3UTOpPHs CJeAyeT 3aperMcTpUpoBaTb B CHCTEMe
yIIpaBJIeHUs TaKeTaMU KOMaH/0H:

root@server:/tmp# apt-key add repository_key.asc

[Tocjie 3TOTO y>Ke BO3MO>KHO OOHOBUTBH CBeeHHsS O IaKeTaxX, XPaHSIIUXCA B YKa3aHHBIX
PeIo3UTOPHUAX:

root@server:/tmp# apt-get update

HMHOpTHpOBaTB KJIFOYH OCTaJIBHBIX PEIIOSHUTOPHEB HE HY>KHO, T. K. OHH ABJIAI0TCA 3€pPKaJlaMH
Oq)I/IHI/IaJIBHLIX PEIIO3UTOPHUEB U YCTAaHOBJIEHBL BMECTE C CHCTEMOM.

VYcraHoBKa BcrnoMmorarejarHoro I10

BecbMma 1mosie3sHBIMM IIpH YIIpaBJIE€HHWM CepBEPOM MOIYT OKasaTbCs (GailOBBIM MeHeKep
Midnight Commander (rmakeT mc) ¥ yTHUIUTHL tree, Ishw u parted. /l;1a UX yCTaHOBKHU
ZOCTATOYHO BBHITIOJIHUTH KOMaHJy:

root@server:/# apt-get install mc tree lshw parted

71T KOHTPOJII COCTOSIHHSI CepBepa BecbMa IIOJIe3HBI CpeJICTBA IIPOCMOTPa [JaHHBIX OT
alIapaTHBIX JAaTYMKOB. IJTH CpPeACTBAa BXOAIT B COCTaB ITakeTa lm-sensors, KOTOPBIH
HeoO0X0/IMMO YCTaHOBHUTB, a 3aTeM IIPOBECTH IIPOIlecC OIpe/ieIeHHsT UMEIOITUXCSI B CUCTEMe
TAaTUHKOB. ITO MOYKHO C/IeJIaTh, BHITIOJTHUB CJIEAYIONIHE KOMaH/IbI U TI0C/Ie/IOBAB MOSIBUBIITIMCSI
IIPH 3TOM UHCTPYKITUSIM:

root@server:/# apt-get install 1lm-sensors
root@server:/# sensors-detect

IIocie yero JaHHBIE 3THUX NAaTYHUKOB MOKHO ITOJIYYUTH IIPH IIOMOIIH KOMaH/IbI

root@server:/# sensors

HpI/ItIéM 3Ta KOMaHIa MOKeT OBITH BBIIIOJIHEHA gaxe C IIpaBaMH HEIIPHUBUJIETHPOBAHHOIO
II0JIb30BaTeEJIA.

E1ié ogHuM cpeicTBOM KOHTPOJISA COCTOSIHUS CUCTEMEI ABJIIeTCSd TeXHOIorusa S.M.A.R.T — o1jeHKa
COCTOSHUA >KECTKOI0 AMCKa (MM MHOTO HOCUTesd MHOOpMAaIlMK) BCTPOEHHOM amIapaTrypou
CaMOJUAarHOCTUKHU.

711 KCIIONIB30BaHUS 3TOM TEXHOJIOTHMM HeOoOXOJWMO YCTAaHOBHUTH IIaKeT smartmontools,
cofepKalllMii  YTHJIMTHL, II03BOJIAIOIIME  IIOJy4aTh JaHHble OT JKECTKOIO  JIMCKa,
WHTEePIPeTHPOBaTh M 0TOOpakaTh HX, a TakK)Ke BBIIIOJIHATH TeCTHpPOBaHME IucKa. Taxke B
COCTaB 3TOI0 ITaKeTa BXOAUT JeMOH smartd (1M cooTBeTCTBYyIOIasd Ciay»kba systemd), KOTOPHIA B
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aBTOMaTHUUeCKOM peXHUMe CJIeAUT 3a COCTOSHHEM [ucka U HHQOPMHUPYET CUCTEMHOIO
agMuHUCTpaTopa. 06 3ToM Iofipo6Hee cka3aHo B pasziese «Hcrob3oBaHUe cepBepanr.

VcTaHOBUTE 3THU IIPpOTrpaMMHBEIE CPe/ICTBa MOKHO ITPH IIOMOIITY KOMaH/IbI:

root@server:/# apt-get install smartmontools

Hx IIPUMEHEHHE IIOKAa3aHO B pa3aeJsie «/crioib30BaHUE cepBepar.

Ha cucreMax ¢ HeCKOJILKUMU CEeTEBBIMU MHTep¢ericaMU (KaK B pacCMaTpUBaeMOM CJIydae) UIu
IIpU HeOOXOAVMMOCTH IIOJTHOTO KOHTPOJI HaJ, allrapaTypoll HHTepdeiica I1oje3Ha yTUINATA
ethtool. /Iy19 eé yCTaHOBKH JOCTATOYHO BBIIIOJTHUTH KOMaH/Y:

root@server:/# apt-get install ethtool

HacTtpoiika noacucremsl UDEV

B paccmarpuBaeMoit cucteMe i1 oOeclleyeHUs  Ha[EXHOCTH U 6e30I1acHOCTH
GYHKIIMOHUPOBaHUS IIOTPeOyeTCs IIPOBECTH TOHKYI0 HAaCTPOMKY IIOJACHUCTEeMBI udev, KoTopas
OIlOBelllaeT CHUCTeMHOe IIporpaMMHOe o0eclieyeHHe O COOBITHAX, IIPOUCXOAAIIUX C
YCTPOMCTBAaMH, YyIIpaBjsdeT IIpaBaMM JOCTylla K HHM, a TakKXe MOXKeT CO03/aBaTh
IOIIOJIHUTEJIbHBIE CCBUIKU I YCTPOMCTB B CUCTEeMHOM KaTaJjiore /dev W IlepeMeHOBHLIBaTh
ceTeBble MHTepderichl. COITacHO IIOCTAHOBKEe 3a/layM CpefcTBaMHU udev ciefyeT 00eCIIeUUTh
3allUTy OT IIOKJIHYEeHUs IIOCTOPOHHUX USb-yCTpOHCTB (MHBIX pasbéMOB /I IIOAK/IIOUYEHU
CBHEMHBIX HOCUTesIe HHPOpPMAIlUU B CUCTEMe He IIpeyCMOTPEHO allllapaTHO) JId 3alfUThI OT
HeCaHKIIMOHUPOBAHHOIO KOIIMPOBAaHWsS [AaHHBIX, a TakKXKe IIOJKJ/I0OUeHKe OIPaHWYEeHHOIO
4uciia 3apaHee U3BECTHBIX CMapTGOHOB B pesKUMe Usb-MOZieMOB [iJI1 OpraHHU3alluy pe3epBHOI0
VMHTepHeT-KaHala C aBTOMaTU4YeCKUMU IIePeK/JII0UYeHUsIMU Ha 3TOT KaHaJl IIPU IIOAKIYeHUH
cMapTdoHa MM MojeMa M 00OpaTHO Ha IIPOBOLHOM HWHTepdeliC IIPH OTKIHYEHUU usb-
ycTrpoicTBa. Taxoke 10 IIuHe usb ocyiiecTBisgeTcd B3aUMOJEMCTBUE C UCTOYHHUKOM
becriepe6G0MHOr0 IUTAHUI, UTO TpeOyeT He TOJIBKO aBTOPU3allUM 3TOI0 YCTPOMCTBA, HO
HEeKOTOPBIX JOIIOJTHUTEIbHBIX TeliICTBUH [JId IIPaBUJILHOTO BeIOOpa ApaiBepa UBII.

HacTpoiika

Jlajlee oIMcaHMe HaCTPOMKH udev OyleT BBHIIIOJTHEHO Ha IpPHUMepe OJHOT0 TeCTOBOIO
cMapTdOoHa, IIPU peaJbHOM HaCTPOMKe KOJIMUeCTBO X MO/Ies I CMapTPOHOB 6YIyT MEHATHCSL.

B mepByr ouepennb cienyeT cobpaTh BCHO HEOOXOAUMYH HMHOPOPMAIUI0 O pPa3pelléHHBIX
ycTporicTBax. /UIsI 3TOTO KajK[oe TaKoe YCTPOMCTBO II0 ouepeqyd CJeayeT IIOJKIIYUTb K
crucTeMe U 0OHAPY>KUTh ero KOMaH/[0M:

root@server:/# lsusb
Bus 002 Device 004: ID 22b8:2e76 Motorola PCS

Bus 002 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub
Bus 005 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
Bus 004 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
Bus 003 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Bus 003 Device 005: ID 0764:0501 Cyber Power System, Inc. CP1500 AVR UPS
Bus 001 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

3aTeM KOMaH/01 BUJa
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root@server:/# udevadm info -a --name=/dev/bus/usb/002/004 >> \
/etc/udev/rules.d/35-usb-filter.rules

3aHeCTH IIOAPOOHYH CBOAKY 00 ycTpoiicTBe B ¢aiin /etc/udev/rules.d/usb-filter.rules . 3tor
¢aiiyl uMeeT paclIrpeHUe .rules cowiacHO Tpe6oBaHUAM JieMOHa systemd-udevd, HO Ha JaHHBIN
MOMEHT COZIeP>KUT He IIpaBHia paboTsl I 3TOI0 leMOHA, a UHPOPMaIIHI0, HE0OXOTUMYIO JIJIL
HUX IIOCTPOEHUS.

Ba)kHO 3aMeTHUTb, YTO CMapTOOH CiefyeT IIEPEeKJIOYUTH B peXuM usb-mozema 10 cbopa
UHoOpMaIi O HEM, T.K. OOJBIIMHCTBO CMapTQOHOB MEHSKT CBOM HIeHTUOUKATOP
YCTPOMCTBA B 3aBUCUMOCTH OT peKruMa paboThl.

JlalibHeHIM¥ Ha60p NpaBMJI IIOCTPOEH TII0 NPUHIIWIY 3aIpeTa BCero KpoMe SBHO
paspenIéHHoro, II03TOMY /JIsi KOpPpPeKTHOro QyHKITMOHMpoBaHUs MBIl U usb-momemMoB (WIn
cMapTPOHOB, BHICTYHAIIINUX B UX POJIK) paspellarllie IpaBuUiIa JA0/DKHBI OBITH COCTaBJIEHBI
He TOJIbKO JIJII CAMHUX YCTPOMCTB HO UM /IS USh-KOHITEHTPATOPOB, K KOTOPHIM HX JOITyCTUMO
IIOAKJ/IIOYATh. B paccMaTpUBaeMOM CjIydae paspelleHsl Il UCII0Ib30BaHUs JIt00ble USh-IIOPTHI
CHCTEeMBI, II03TOMY IIpaBUJIa TO/DKHBI OBITH COCTaBJIEHBI /I KaXK/I0r0 Ush-KoHIleHTpaTopa. s
cbopa cBefleHUM 0 KOHIIeHTpPAaTOpaX MO>KHO BOCIIOJIb30BAaThCS aHAJOTHUUHBIMHU ITPUBeIEHHOMU
BBIITIe KOMaH/JaMH:

root@server:/# udevadm info -a --name=/dev/bus/usb/001/001 >> \
/etc/udev/rules.d/35-usb-filter.rules
root@server:/# udevadm info -a --name=/dev/bus/usb/002/001 >> \
/etc/udev/rules.d/35-usb-filter.rules
root@server:/# udevadm info -a --name=/dev/bus/usb/003/001 >> \
/etc/udev/rules.d/35-usb-filter.rules
root@server:/# udevadm info -a --name=/dev/bus/usb/004/001 >> \
/etc/udev/rules.d/35-usb-filter.rules
root@server:/# udevadm info -a --name=/dev/bus/usb/005/001 >> \
/etc/udev/rules.d/35-usb-filter.rules

CiemyeT IIpA 3TOM OTMETHUTh, YTO B pe3yJIbTaTe BBINIOJHEHHUS 3TUX KOMAaH][ ITOJIyUYeHHbIe
OaHHble OyAyT M3OBITOUHBI KaK II0 COCTaBy aTPUOYTOB YCTPOMCTB, TaK U II0 OTOOpPaKeHUIO
cBegeHui 06 ycrporictBe Nel Ha mimHe Ne2 (Linux Foundation 2.0 root hub). /lesio B ToM, uTO
pu GOPMUPOBAHUM CBOAKHU O cMapTPoHe B €€ CcOCTaB IIONajla M CBOAKA O BCEM I[eIIOYKe
YCTPOMCTB, Yepe3 KOTOPYI0 3TOT CMapTHOH ITOJKIIOYEH.

Jajiee cienyeT Ipeo6pas3oBaTh MHGOPMAITHIO JJI1 IIPaBUJI B caMH ITpaBmiIa. JJIsi aTOro Qaiia
/etc/udev/rules.d/35-usb-filter.rules ciiegyeT mpuBecTH K BHIY, CX0KeMY C TOYHOCTBIO [0
KOHKPETHBIX YCTPOHCTB CO CIETYIOITUM:

#Enable only known devices

#Skip not USB

SUBSYSTEM!="usb", GOTO="usb_ filter_end"
#Skip all action except add or change
ACTION!="add|change", GOTO="usb filter end"

#System usb 2.0 hubs

ATTR{product}=="EHCI Host Controller", ATTR{idVendor}=="1d6b",
ATTR{idProduct}=="0002", ATTR{authorized}="1", GOTO="usb filter end"
#System usb 1.1 hubs

ATTR{product}=="UHCI Host Controller", ATTR{idVendor}=="1d6b",
ATTR{idProduct}=="0001", ATTR{authorized}="1", GOTO="usb filter end"

#UPS Cyber Power
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ATTR{product}=="UPS VALUE", ATTR{idVendor}=="0764", ATTR{idProduct}=="0501",
ATTR{authorized}="1", GOTO="usb filter end"

#Smartphone No 1

ATTR{product}=="SAMSUNG Android", ATTR{serial}=="HG786KJ5KK6",
ATTR{idVendor}=="04e8", ATTR{idProduct}=="6863", ATTR{authorized}="1",
GOTO="usb_filter_end"

#Smartphone No 2

ATTR{product}=="SAMSUNG Android", ATTR{serial}=="jfhwkv83vbi3hg9343",
ATTR{idVendor}=="04e8", ATTR{idProduct}=="6863", ATTR{authorized}="1",
GOTO="usb_filter_end"

#Smartphone No 3
ATTR{product}=="HRY-LX1", ATTR{serial}=="UNHM56GVF564GR3", ATTR{idVendor}=="12d1",
ATTR{idProduct}=="108a", ATTR{authorized}="1", GOTO="usb filter end"

#Smartphone No 4

ATTR{product}=="ATOLL-AB-IDP SN:2AD1B6A8", ATTR{serial}=="ihv3h343",
ATTR{idVendor}=="2717", ATTR{idProduct}=="ff80", ATTR{authorized}="1",
GOTO="usb_filter end"

#Disable all other usb devices
SUBSYSTEMS=="usb", ACTION=="add]|change", ENV{DEVTYPE}=="usb device",
ATTR{authorized}="0"

LABEL="usb_filter end"

[lepBBIMU CTPOKAMHU 3TOro ¢arisia yKasblBaeTCsd, UTO OH oOpabaThiBaeT TOJIBKO cOObITHS add
(momxroyeHure) wiad change (M3MeHeHMe) IS YCTPOMCTB IIOJCHUCTEMBI USh, oOCTaJbHBIE
COOBITHSI U IIOACUCTEMBl HTHOPHUPYIOTCI 3THM Ha00pOM IIpaBWJI. 3aTeM [UId KaKOro
YCTPOMCTBA OIIpefiesiieTcs psif aTpUOYyTOB, UTPalOIUX POJib YHUKAJIBbHOTO HUAeHTUdUKaTOpa
YCTPOMCTBA. B paccMaTpuBaeMOM KOHTEKCTE TaKUM HAEHTUGUKATOPOM IIPUHAT KOPTeX,
COCTOSAIIMM 13 HasBaHUA ycTporicTrBa ( ATTR{product} ), ero cepuitnoro Homepa (ATTR{serial}) u
uneHTuUKaTopoB IpousBoauTesnss (ATTR{idVendor}) u ycrpotictBa (ATTR{idProduct}).
CBsispIBaHHMEM BOEIMHO 3THUX [JAHHBIX C paspellleHMeM Ha HCIIOJIb30BaHUe YCTPOMCTBA
(ATTR{authorized}="1") ¢opmupyetrcsa mnpasuiao isd udevd. /Ij11 UCTOUHUKA OecliepeboHOr0
IMIUTAaHUSA CeJIaHO HeOOJIbIII0e UCKII0UEeHE: CEPUMHBIN HOMEDP YCTPOMCTBA He YUYUTHIBAeTCs. B
KoHIle ¢arisa BoicTaBisgeTcsd 3arpeT (ATTR{authorized}="0") Ha IIOgKJ/IIOUeHMeE JIIOOBIX APYTUX
YCTPOMCTB.

Omnupasch Ha JaHHBIe U3 3TOT0 ¢aityia MOKHO CGOpMHUPOBATEL U BTOPOU ¢aiiu /etc/udev/rules.d/
77-net-alias.rules :

#Making common alias for usb interfaces
#Skip not net

SUBSYSTEM!="net", GOTO="net alias end"
#Skip all action except add or change
ACTION!="add|change", GOTO="net alias end"

#Smartphone No 1

ENV{ID VENDOR ID}=="04e8", ENV{ID MODEL ID}=="6863", NAME="ethusb",
GOTO="net alias_end"

#Smartphone No 2

ENV{ID VENDOR ID}=="04e8", ENV{ID MODEL ID}=="6863", NAME="ethusb",
GOTO="net _alias_end"

#Smartphone No 3

ENV{ID VENDOR ID}=="12d1", ENV{ID MODEL ID}=="108a", NAME="ethusb",
GOTO="net alias_end"
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#Smartphone No 4
ENV{ID VENDOR ID}=="2717", ENV{ID MODEL ID}=="ff80", NAME="ethusb",
GOTO="net alias end"

LABEL="net alias_end"

3TOT QalyI CTPYKTYPHO aHaJIOTUUYeH IIpe/bIAYINeMYy U IIOCTPOeH OIIMpascCh Ha peKOMeH/aIuu,
npuBenéHHble B [usr/share/doc/udev/README.Debian.gz. Taxke Ha OCHOBaHHUH 3TOTO
IOKyMeHTa BbIOpaHa U cXxeMa MMeHOBaHUSl KOHOUIypalluoHHBIX ¢arioB udev. Tak ¢ann 77-
net-alias.rules umeet 1ipe$uKc 77 ¢ TeM, YTOOBI OBITH 06Pab0TaHHBIM I10CJIe CUCTEMHOIO0 ¢ariia
75-net-descriptor.rules, Ho g0 cucremMHoro 80-net-setup-link.rules. ®aiin 35-usb-filter.rules
TakyKe uMeeT IpeUKC 35, UTOOBI OBITH 06pab0TaHHBIM paHbIlle APYIrUX GamIoB IIO[CUCTEMBI
usb. HakoHery Tpetuii ¢paii /etc/udev/rules.d/99-ups.rules no/okeH o6pabaThIBaThCS OJHUM U3
IOCJeHUX M IIpefoTBpamiath 3axBaT MWBII, pa6oraromiero 1o mnporokosny USB HID,
cooTBeTcTByrOIIMM HID-gpaiiBepoM, OCTaBJIsAA TeM CaMbIM BO3MOXKHOCTH 1yt NUT B3gTH
YCTPOMCTBO II0Z, CBOM KOHTPOJIb. [Iojpo6Hee 3TO omrcaHO HUKe B pasgesie «Hacrporika NUT».
J3TOT QA COLep>KUT JIUIIb OJHO IIPaBHUJIO:

SUBSYSTEMS=="usb", DRIVERS=="usbhid", ACTION=="add", ATTR{idVendor}=="0764", \
ATTR{idProduct}=="0501", ATTR{authorized}="0"

[Tocse 3aBepllleHUs pelaKTHPOBAaHUSI KOHQUTYPAITMOHHBIX QaMyIoB CjefyeT Iepe3allyCTUTh
neMoH udevd ¥ y6eIUTHCI B TOM, UTO OH PacCIIO3HaJ HOBYI0 KOHQUTYPAIIHIO:

root@server:/# systemctl restart systemd-udevd
root@server:/# systemctl status systemd-udevd
+ systemd-udevd.service - udev Kernel Device Manager
Loaded: loaded (/lib/systemd/system/systemd-udevd.service; static; vendor preset:
enabled)
Active: active (running) since Thu 2021-05-06 10:34:47 MSK; 8s ago
Docs: man:systemd-udevd.service(8)
man:udev(7)
Main PID: 791 (systemd-udevd)
Status: "Processing with 15 children at max"
Tasks: 1
Memory: 1.1M
CGroup: /system.slice/systemd-udevd.service
L-791 /1lib/systemd/systemd-udevd

mas 06 10:34:47 server systemd[1]: Starting udev Kernel Device Manager...
Maa 06 10:34:47 server systemd[1]: Started udev Kernel Device Manager.

Jasee obecrieyeHUs paboThI IPABUJI HE TOJILKO IIPU «TOPSUYeM» IIOAKIHUYEHUU YCTPOUCTB, HO U
IIPU 3arpy3Ke CUCTeMBI He06X0AMO 06HOBUTE 06pa3 initramfs:

root@server:/# PATH=$PATH:/sbin

root@server:/# update-initramfs -u

[Ipy 3TOM U3MeHeHUe IlepeMeHHOU OKpyXeHUs PATH mnorpe6GoBasioch i1 obeclieyeHUs
paboToCIIOCOOHOCTH ClieHapHueB, BEI3bIBaeMbIX B X0Zie padboThl update-initramfs .

3amuTa oT najieHui (aBTOMaTU4YeCcKoe BO300OHOBJ/IEHUE)

VropasseHHeM ciay>k6aMHd B CHUCTeMe 3aHHMAaeTCsl MeHe/Kep 3arpy3Kd M CIyKO systemd,
HMMEHHO OH MW obeciiedywBaeT (IIpU [JO/DKHOM HaACTPOMKE) aBTOMATHYeCKOe BO300OHOBJIEHHE
cry>k6 B ciaydae HUX IIafieHUs. B paccMaTpuBaeMOM CHUCTeMe TaKas HaCTpPOMKa IS CIIYKOBI
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systemd-udevd BBIIIOJIHEHA HK3HA4YaJIbHO COOpIMKAMU JUCTPUOYyTUBA OIllepalfiOHHOM
CUCTEMBEI.

IIpoBepKa paboOTOCIIOCOOHOCTH M YCTOMYUBOCTHU

[IpoBepKy IpaBUJIBLHOCTU PaboThI CIY>KOBI pa3yMHO IIPOBECTHU 110 CJIeAYIOIEMY ClleHapHIo:

*  BBIKJIIOYUTH CUCTEMY;

* IIOAK/JIKYUTHL K Hel cMapToH B pexume usb-mozema, usb-kiaBuaTypy U usb-
HaKOIIUTeJIb;

* BKJIHOUUTH CUCTEMY U YOEIUTHCS, UTO B CCTeMe 0OHapy»KeH ceTeBOl UHTepderic ethush,
HO He 06Hapy>KeHbl HU KJIaBUATypa, HU HaKOIIUTEJIb;

* OTKJHYUTH BCe YCTPOMCTBA OT CHUCTEMBI U IIOAKIKYUTH HX CHOBA, yOeNUBIINCH B
HEeM3MeHHOCTH pesyJbTaTa.

ITocie BKIHOUEHUA CUCTEMBI U YAAJEHHOIO K Hel ITOKJIIOUeHUd II0 IIPOTOoKoiy ssh (ommcaHo
Jlajsiee) HabJIIOaeTCs sKejlaeMbIM pesy/IbTaT: KjlaBUaTypa I1oJyJyaeT IIMTaHue 110 IIWHe ush, Ho
Ha)KaTUsl e€ KHOIIOK CHCTeMOM UTHOPUPYIOTCH, (JIell-HaKOIIUTeJb XOTd U IIOAKIHYEH K
CHUCTeMe, HO KaK OJI0UHOe YCTPOMCTBO He pAacClOo3HaETCd, cMapTGOH OIO3HAH KAaK CEeTeBOU
uHTepderic ethusb, YTo MOXKHO BHUIETH U3 CIeAYIOIEro pparMeHTa TepPMUHAJIbHOIO CeaHca:
root@server:/# lsusb

Bus 005 Device 004: ID 8564:1000 Transcend Information, Inc. JetFlash
Bus 005 Device 003: ID 22b8:2e25 Motorola PCS

Bus 005 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

Bus 004 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Bus 003 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
1.1

Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
Bus 001 Device 002: ID 1a2c:4c5e China Resource Semico Co., Ltd
Bus 001 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
root@server:/# 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 298,1G 0 disk
sda1 8:1 0 18,6G 0 part /
sda2 8:2 0 3,7G 0 part [SWAP]
sda3  8:3 0 18,6G 0 part /var
sda4 8:4 0 257,1G 0 part /srv/samba

root@server:/# ip link show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp2s0: <BROADCAST,MULTICAST> mtu 1500 qdisc htb state DOWN mode DEFAULT group
default glen 1000

link/ether 18:d6:c7:00:ea:6c brd ff:ff:ff:ff:ff:ff
3: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode
DEFAULT group default glen 1000

link/ether 1c:6f:65:c2:c5:6F brd ff:ff:ff:ff:ff:ff
4: greO@NONE: <NOARP> mtu 1476 qdisc noop state DOWN mode DEFAULT group default glen
1000

link/gre 0.0.0.0 brd 0.0.0.0
5: gretapO@NONE: <BROADCAST,MULTICAST> mtu 1476 qdisc noop state DOWN mode DEFAULT
group default glen 1000

link/ether 00:00:00:00:00:00 brd ff:ff.ff.ff.ff.ff
6: erspan0@NONE: <BROADCAST,MULTICAST> mtu 1464 qdisc noop state DOWN mode DEFAULT
group default glen 1000

link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff
7: ethusb: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UNKNOWN
mode DEFAULT group default glen 1000

link/ether 36:e1:49:c8:cb:1c brd ff:ff:ff:ff:ff:ff

23



[Tocjie OTKIIOUEHHS YCTPOMCTB M HX IIOBTOPHOIO IIOJKJIIOUEHHS K paboTaroIie cucreMme
pe3ysbTaT UleHTUYEH.

HacTpoiika ceTu

B aTtom pa3gesie OIIHNChbIBA€TCA TOJIBKO HaCTPOﬁKa CeTeBBIX I/IHTep(l)efICOB CaMOM CHCTEeMBI,
OIIMCaHHE€ CHCTEMBI MEKCETEBOIO 3IKPaHHUPOBAHUA IIPUBEOEHO TaJI€E. HaCTp0fIKy CeéTH MOJKHO
pa3gesiiTb Ha CJIeaYyIoIIre 3Tallbl:

¢ yCTaHOBKa HEOGXOIWMOTO IIPOrPaMMHOI0 06ecIIeueHuUs;

* HaCTpOMKa ceTeBhIX MHTEP(eiCcoB;

+ HAaCTpoO¥Ka MapIIPyTH3alllU U TPaH3UTA I1aKETOB;

* HaCTpOMKa CUCTeMBI yIIpaBJIeHUs IIPOITyCKHOH CII0COOHOCTHIO;

JIJIs1 TIOJTHOIIEHHOM paboThl OJHOM K3 CeTeBBIX KapT B paccMaTpUBaeMOl CUCTeMe TpebyeTcs
YCTaHOBUTH nakeT firmware-realtek. 3To M0O>KHO ciesIaTh cpasy I10CJae HACTPOMKHU ITPOBOLHOTO
ceTeBOro UHHTepdelica WIHU IlepeHeceHHWeM I1aKeTa BPYYHYI0 CO CMEHHOTO HocuTessd. Ilpu
HAaCTPOEHHOM CeTeBOM HHTep¢elice U CIIHMCKe PeHO3UTOPHEB BBIIIOJHUTH YCTAHOBKY MOXKHO
KOMaHJIOM1:

root@server:/# apt-get install firmware-realtek

OcTrasibHble HeOOXOUMBIe JIJIs1 HACTPOMKU CeTH cpefcTBa (iproute2, tc) ycTaHOBJIEHBI BMeCTe C
CUCTEMOMH.

HacTtpoiika ceTeBbIX HHTEP$eiCcoB

B mepByroo ouepenb TpeOyeTcsd BBIACHUTHL TOYHBIM COCTaB [OCTYIIHBIX CHCTeMe CeTeBbIX
UHTepQeMCcoB, a TakKe yoeqUuThCd B TOM, YTO YCTAHOBJIEHO BCE IIPOTPaMMHOe O6ecIieueHUe,
HeoOXoauMoe i1 UX paboThl, a TaKXKe YTO CaMU HHTepQeuChHl IlepeKJI0UueHbl B HauboJiee
IIPOU3BOAUTENIbHBIe paboure peXUMBL. B cienyromieM ¢parMeHTe TepMHHaJILHOIO CeaHCca
II0Ka3aHo, YTO B CUCTeMe IIPUCYTCTBYeT OJJHOBPeMEHHO CeMb CeTeBBLIX UHTepdeiica: IIeTIeBOH,
IiBa IIPOBOJHBIX, TPX BUPTYyaJbHBIX, CBI3aHHBIX C TyHHeseM GRE, 1 cMapToH B pexxuMe usb-
MojieMa:

root@server:/# ip link show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: enp2s0: <BROADCAST,MULTICAST> mtu 1500 gdisc htb state DOWN mode DEFAULT group
default glen 1000

link/ether 18:d6:c7:00:ea:6c brd ff:ff.ff.ff.ff.ff
3: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP mode
DEFAULT group default glen 1000

link/ether 1c:6f:65:c2:c5:6f brd ff:ff:ff:ff:ff:ff
4: greO@NONE: <NOARP> mtu 1476 qdisc noop state DOWN mode DEFAULT group default glen
1000

link/gre 0.0.0.0 brd 0.0.0.0
5: gretapO@NONE: <BROADCAST,MULTICAST> mtu 1476 qdisc noop state DOWN mode DEFAULT
group default glen 1000

link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff
6: erspan0@NONE: <BROADCAST,MULTICAST> mtu 1464 qdisc noop state DOWN mode DEFAULT
group default glen 1000

link/ether 00:00:00:00:00:00 brd ff:ff:ff.ff.ff.ff
7: ethusb: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UNKNOWN
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mode DEFAULT group default glen 1000
link/ether 36:e1:49:c8:cb:1c brd ff:ff:ff:ff:ff.ff

Ilepex, ~ HACTPOMKOM  ceTeBBIX  HUHTepdeMcoB I  IIOBBIIIEHHS  YCTOMYHBOCTU
(YHKIIMOHUPOBAHUS CepBepa B CJy4dae OMIMOOK KOMMYTAaIlMd Ha CeTeBOM OOOpYy[JOBaHUU
TpebyeTcs BHECTU HEKOTOPHBIe AOII0JIHeHUd B ¢arii /etc/sysctl.conf :

#Securing arp
net.ipv4.conf.all.arp_ignore=2
net.ipv4.conf.all.arp_announce=2

CTpoka arp_ignore o3HayaeT, UTO arp-3alpoc Ha paspellleHHe ip-aipeca 06CIy>KUBaeTCs TOJIbKO
ecii OH IIpUIEN Ha UuHTepdelic, paboTarolyii IO STUM ajpecoM, IpUYEM ip-azpec
OTIIpaBUTeJIS 3aIIp0oCca HaXOAUTCS B TOU JKe ITO/ICeTH.

CTpoka arp_announce o3HadaeT, YTO IIOChLIATh MCXOJSAIIMY arp-llakeT MOKHO TOJBKO C TOTO
nHTepderica, KOTOPBIH COePKUT aHOHCHUPYEeMBIH ip-aapec.

TeMm caMbIM, ecjiv, HAIIpUMepP, BO BHENTHEM CeTHU MOSIBUTCS XOCT C aZpecoM, COOTBETCTBYHOIITUM
IoJIceTU OyXTaJTepUH, OH He CO3JacT /IS cepBepa KOHPJIUKTA aJpeCcoB.

9TU U3MeHeHUsI OyyT IIpUMeHeHHI TI0cjIe Tlepe3arpy3Ku cepBepa. [Uid UX IPUHATHUS B TeKyIled
CeccHUH cyiefiyeT BBIIIOJTHUTH KOMaH/bI BHU/IA:

root@server:/# echo 2 > /proc/sys/net/ipv4/conf/all/arp_ignore
root@server:/# echo 2 > /proc/sys/net/ipv4/conf/all/arp_announce

HacTpolika ceTeBBIX HHTep(eMCOB BHIIIOJIHAETCS BHECEHHEM He0OX0AUMBIX CBe/leHUM B daii
/etc/network/interfaces. B jaHHOM ciiydae OH nMeeT BUJ, (C HEKOTOPBIMU HeCYIeCTBEHHbIMU
COKpallleHUsIMU):

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# Main external interface

auto enp2s0

iface enp2s0 inet static
address 192.168.0.88/24
gateway 192.168.0.1
pre-up /etc/network/neighbours kernel
post-up /etc/network/routes up
post-down /etc/network/routes down

# Main internal interface
auto enp3s0
iface enp3s0 inet static
address 10.9.1.129/26
pre-up /etc/network/neighbours account

# Reserve external interface
allow-hotplug ethusb
iface ethusb inet dhcp
pre-up ip link set enp2s0 down
pre-up /etc/network/dns usb-pre-up
post-up /etc/network/dns usb-post-up
pre-down /etc/network/dns usb-pre-down
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post-down ip link set enp2s0 up
post-down ip route add default via 192.168.0.1
post-down /etc/network/dns usb-post-down

TeMm caMbIM ceTeBOM MHTep(elic, BHICTYIIAOIIUN B POJIM BHEIIHer0 (0OTHOCUTEIHLHO KIMEHTOB)
II0JIy4aeT aJpec B sifipe CeTH, 8 BHYTPEHHUH — a/ipec B II0/ICEeTU OyXTalITepHUH.

711 TIpUMeHeHUs HOBOTO KOHQUIYpaIMOHHOTO ¢aiisa cjefyeT Ilepe3alyCTHUTh CeTeBYIO
TIOICHCTEMY KOMaH/TOH:

root@server:/# systemctl restart networking

3aTeM ciefyeT yoeAUTHCS B YCIIEITHOCTH Iepe3alyckKa 110 BEIBOAY KOMaH/IbL:

root@server:/# systemctl status networking
* networking.service - Raise network interfaces
Loaded: loaded (/lib/systemd/system/networking.service; enabled; vendor preset:
enabled)
Active: active (exited) since Tue 2021-05-11 11:43:22 MSK; 2h 3min ago
Docs: man:interfaces(5)
Main PID: 704 (code=exited, status=0/SUCCESS)
Tasks: 0 (limit: 2315)
Memory: OB
CGroup: /system.slice/networking.service

maa 11 11:43:21 server systemd[1]: Starting Raise network interfaces...
Maa 11 11:43:22 server systemd[1]: Started Raise network interfaces.

HaxkoHeri, YBHAETH HOBBIE CETEBLIE HaCTpOﬁKH CHUCTeMBbI MOKHO B BEIBOJI€ KOMaH/IbI:

root@server:/# ip address show
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
2: enp3s0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP
group default glen 1000
link/ether 1c:6f:65:c2:c5:6f brd ff:ff:ff:ff:ff:ff
inet 10.9.1.129/26 brd 10.9.1.191 scope global enp3s0
valid lft forever preferred 1ft forever
3: enp2s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc htb state UP group
default glen 1000
link/ether 18:d6:c7:00:ea:6¢c brd ff:ff:ff.ff.ff.ff
inet 192.168.0.88/24 brd 192.168.0.255 scope global enp2s0
valid_1ft forever preferred_l1ft forever
4: greO@NONE: <NOARP> mtu 1476 qdisc noop state DOWN group default qlen 1000
link/gre 0.0.0.0 brd 0.0.0.0
5: gretapO@NONE: <BROADCAST,MULTICAST> mtu 1476 qdisc noop state DOWN group default
glen 1000
link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff
6: erspanO@NONE: <BROADCAST,MULTICAST> mtu 1464 qdisc noop state DOWN group default
glen 1000
link/ether 00:00:00:00:00:00 brd ff:ff:ff:ff:ff:ff

Kak BUZHO M3 3TOTO BBIBOJIa, B CHCTEMe IPUCYTCTBYIOT TPHU CETeBBIX HHTepdelica, cuuTast
IIeTJIEBOM, OHU HCIIOJIb3YIOT UMEHHO Te aJijpeca, KOTOpble ¥ ObIM UM 3aJJaHBbI, IIPU 3TOM ajipeca
I[Pv6 He Ha3HaueHBL TakUM 06pa3oM HACTPOMKHM CETEBBIX HHTEP(erCcoB II0THOCTHIO
COOTBETCTBYIOT 3aJlaHHBIM BEIIle Tpe6oBaHUSIM. Takyke B BBIBOJle 0003HaueH HeaKTUBHHIU B
naHHBIE MoMeHT GRE-TyHHeJIb, 0 KOTOPOM GBLIO CKa3aHO paHee.
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Kpome Toro, mepes W B IIpollecce 3allyCKa CeTeBbIX WHTeP(EeMCOB BBIIIOJIHAKTCI YeThbIpe
ClleHapus: BHeCeHHe CTaTUYeCKHX 3alucell B HUSKOYPOBHEBBIE aJlpecHble TabJIUIIEI,
HaCTPOMKa MapIIpyTHU3aI[UU, HACTPOMKA I10JIOCHI IIPOIYCKaHUA [JI1 KJIUeHTCKUX COeJUHEeHUN
U HACTpPOMKa CJIY>KObI TOMEHHBLIX UMEH (TOJIBKO IIPU 3allyCKe WU OCTaHOBKE pe3epBHOTIO
VHTepHeT-II0K/II0YEeHUS).

Bce creHapuM pacmoyiokeHBI B TOM JKe Karajore /etc/metwork, 4Yro ¥ OCHOBHOH
KOHQUIYPAIIMOHHBIN (aij CeTeBBIX HMHTEPPEeMrCOB, M [OCTYIIHBI [JId YTEeHHUs, 3alluCU U
KCIIOJIHEHUs TOJIBKO CyIlepIojb3oBaresto. CosfaHue 3TUX $paijioB U yCTaHOBKA UX aTPUOYTOB
MOJKeT OBITH BBIIIOJIHEHa KOMaHJaMHU (B BBIBOZE IIOC/AefHel M3 HUX OTOOpa’keHbl JIUIIb
OIIMChIBaeMble Qaiiyibl):

root@server:/# cd /etc/network

root@server:/etc/network# touch shaping routes neighbours dns
root@server:/etc/network# chmod 0700 shaping routes neighbours dns
root@server:/etc/network# ls -1

ntoro 28

-rWX------ 1 root root 0 mas 11 14:25 dns

-rw-r--r-- 1 root root 1167 maa 11 14:03 interfaces

-rWX------ 1 root root 0 maa 11 14:25 neighbours
-rWxX------ 1 root root 0 maa 11 14:25 routes
-rwWX------ 1 root root 0 maa 11 14:25 shaping

Ha pmaHHBIIT MOMEHT ClleHapUU BHEeCEHUS CTaTUYeCKUX 3alIHCeU arp uMeeT BU:

#!1/bin/sh

if [ $1 = "kernel" ]
then
ip neighbour add 192.168.0.1 dev enp2s0 lladdr 00:0c:26:a7:b9:39 nud permanent
ip neighbour add 192.168.0.2 dev enp2s0 lladdr 90:2b:34:48:08:b5 nud permanent
ip neighbour add 192.168.0.77 dev enp2s0 lladdr 54:be:f7:28:4b:40 nud permanent
elif [ $1 = "account" ]
then
ip neighbour add 10.9.
ip neighbour add 10.9.
ip neighbour add 10.9.
ip neighbour add 10.9.
ip neighbour add 10.9.
fi
exit O

.131 dev enp3s0 1lladdr 90:2b:34:a3:83:44 nud permanent
.132 dev enp3s0 1lladdr 50:e5:49:33:de:d9 nud permanent
.133 dev enp3s0 lladdr 90:2b:34:a0:24:7b nud permanent
.135 dev enp3s0 1laddr 90:2b:34:96:16:53 nud permanent
.134 dev enp3s0 1lladdr f8:0d:ac:78:8a:f1 nud permanent

_

ITo Mepe 3aMeHBI 060pyZ0BaHUS Ha CepBepe BUPTyaJIM3alllMH, OCHOBHOM IILII03e HJIH JIH060M
IPYyroM yKa3aHHOM B 3TOM ClieHapHH y3Je UX allllapaTHbIe ajpeca J0/DKHBI OBITh 3aMeHeHBI.

BreIBOZ cilefyrolllei KOMaH[bI, BBIIIOJIHEHHOM IIOC/e IlepesallyCKa CeTeBOM IIO[CUCTEMBEI,
IeMOHCTpUpPYeT GaKT YCIIEeIITHOIO BHeCEHUS CTaTUUECKUX 3allkcell 06 allapaTHHIX ajipecax:

root@server:/# ip neighbour show

192.168.0.1 dev enp2s0 lladdr 00:0c:26:a7:b9:39 PERMANENT
192.168.0.2 dev enp2s0 lladdr 90:2b:34:48:08:b5 PERMANENT
192.168.0.77 dev enp2s0 lladdr 54:be:f7:28:4b:40 PERMANENT
10.9.1.132 dev enp3s0 lladdr 50:e5:49:33:de:d9 PERMANENT
10.9.1.134 dev enp3s0 lladdr f8:0d:ac:78:8a:f1 PERMANENT
10.9.1.131 dev enp3s0 lladdr 90:2b:34:a33:83:44 PERMANENT
10.9.1.133 dev enp3s0 lladdr 90:2b:34:a0:24:7b PERMANENT
10.9.1.135 dev enp3s0 lladdr 90:2b:34:96:16:53 PERMANENT
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CueHapuii HaCTPOMKU CIIY>KOBI JIOMEHHBIX UMEH OITHMCaH HIDKe B paspeste «Ciay>xk6a DNS/DHCP».

MapuipyTHu3anus

CireyeT OTMETHUTh, UTO CBI3b YCTPOMCTB B JIOKAJIbHOM CeTH OpraHU3alliM peasiki3oBaHa IIpU
IIOMOIIM pasbHeHUd JIOKAJIbHOM CeTH Ha HM30JHMPOBaHHBIE IIOZCETH, 3aIUINEHHBIE CBOMMU
MeJKCeTeBbIMU 3KpaHaMM, OJHOBPEMEHHO BBHIIOJIHSIOIIMMU POJIb CEPBEPOB TAaKUX IIOZCETEM.
OmHUM U3 TaKUX CepBepoB (A1 IIO/ICEeTH OyXTraJTepHUu) U IBJIAETCd paccMaTpUBaeMas CUCTeMa.
I[Ipy 3TOM 9THU CepBepbl OTBEYAKT 3a MAapLIPYTHU3aI[UI0 IIAKeTOB U BBIIIOJIHEHUE
rpeobpasoBaHud azpecoB (NAT). C TOYKHU 3peHHs MapLIPYTHU3aliMy Ka’KAbIH TaKOM cepBep
IOJDKeH, C OJHOM CTOPOHBI, IIPefoCTaBIATh KJIHMeHTaM KpaTyaullii MaplIpyT IO IieJIeBOro
y3J1a CeTH, a C APYroil — He IIPeLOCTaBIATH MaplIpyTa K TeM II0/CeTIM, B3aUMOJEUCTBHE C
KOTOPBIMUM He IIPeAyCMOTPEHO JIOTUKOM paboThl CeTH M OopraHUsalluu. B JaHHOM cCiydae,
cepBep OyXrajTepuu LOJDKeH IIPefoCTaB/IAThH KJIMEHTaM TOJIBKO MapIIpPyThl [0 sAApa CeTH (B
TOM UMCJIe TJIaBHOTO IIII03a U cepBepa AVC «ABepc») U 10 CETU BUPTYaJbHBIX CepBepoB. TakKe
LOJDKEeH OBITH IIpefoCTaB/IeH MapIIpyT II0 YMOJIYaHUIO, HallpaBJIeHHBIN Yepes IJIaBHBIH I1ITI03
opraHusalyu. 37jeCb He pacCMaTPUBAIOTCSA BOIIPOCHI 3aIlUTHI OT IIONBITOK IIONACThH B JIPyrue
IIO/ICEeTH, HCIIOJIB3Ys, TaOJ/IUIlBl MapIIpPyTHU3allMMd IPYIUX CEpBEpOB, HAIIpUMep, IJIaBHOIO
IIUTF034, T. K. 3aIlTa OT TaKHUX aTaK — y/esl MeKCeTeBOro 9KpaHa caMoro 3TOro IIIrosa. /lajgee B
pasgesne «VYcTaHOBKa U HacTpoiika ceTeBoro ¢uuibTpa (nftables)» ommcaHbl Mepsl,
IIPOTUBO/IEMCTBYIOIIME UCII0JIb30BaHUIO 9TOT0 CepBepa JJIsl TOM JKe IIeJIH.

Kacasch Bompoca Ipeo6pa3soBaHUA aJpecoB, CilelyeT OTMeTUTh, UTO HUKAKOIO BJIMSIHUA Ha
MapIlIpyTU3alMi0 BHYTPHU JIOKaJIbHOU ceTU NAT He mmeeT. [Ipu o6palljeHUH KO BHEIIHUM
pecypcaM cUMMeTpPUYHBIM NAT BBIIIOJIHSAETCS Ha IJIABHOM IIUII03€ OpraHusarivyu. BHyTpu
JIOK&JIbHOM CeTH TaKoe IIpeobpasoBaHMe MOKeT HMeTb B CBOEM I[IpUMeHEHUM KakK
IIOJIOKUTEJIbHEIE, TaK M OTpHIaTeJbHBIEe 4YepThbl. K OTpHIIaTeJbHBIM acleKTaM CJaeayeT
OTHEeCTH IIOBBIIIIEHHYI0 HarpysKky Ha MalllMHY, BBHIIIOJHAIOIIYI0 3TO IIpeobpasoBaHUe, U
HEeBO3MOXXHOCTh B JKypHaJlaX BHEIIHUX (OTHOCUTEJBHO IIO/ICETH) CepBepOB BBIACHUTH
HWCXOIHBIN ip-aJipec KJIHMeHTa. ITY Ke HeBO3MOXKHOCTh B HEKOTOPHIX CIydasxX CJefyeT CUUTaTh
NOCTOMHCTBOM. Hampumep, npumeHsas NAT Ha cepBepe IIofceTH OyXrajJTepuH, MOXKHO
DOOUTBHCA [OCTAaTOYHO HAaNEXHOIO COKPBITHS HMHGGOpPMAIlMM O KOJINYeCTBE XOCTOB B 3ITOH
IIOACeTH, UX BHYTPEHHHUX aJpecax, HCIO0Jb3YeMBIX Ka’KAbIM M3 HHX IIOPTOB H T. . Kak
CIe[ICTBHEe, CTaHeT HEeBO3MOXKHO OIIpeJeJIUTh, C KaKOro M3 KOMIIBIOTEPOB OyXrajJTepuu
BBIIIOJIHAJIOCH IIOAKJIIOUEeHMe K JIOKaJIbHOMY MHOOPMAaIlMOHHOMY cepBepy. IIpu IIpuMeHeHUU
TOI0 ’Ke MeXaHHU3Ma K 0eCIIpOBOJHOM IIOZICETU pesyIbTaTOM OyZieT COKPBITHE CJIefloB KJIHeHTa-
3JI0YMBIIIJIEHHUKA B )KypHaJlaX TOro ke HHpocepBepa. IMeHHO I103TOMY B 6eCIIPOBOHOM CeTH
NAT He HUCIIOJIB3YETCH, a B II0/ICETH OyXTajTepUU UCII0JIb3YETCs.

K mapiipyraMm, cos3gaBaeMbIM II0 YMOJYaHHI0 Ha OCHOBE HACTPOEK CeTeBBIX HHTEP(dercoB
clenyeT n06aBUTH [IOIIOJIHUTE/IbLHBIE CeTeBble MapIIpPyThl C TeM, UTOOBI CjaTh IIaKeThl II0
KpaTyaulineMy IyTH. /IJIs1 3TOr0 B YIOMSHYTHIN paHee ClleHapUil HaCTPOMKU MapLIpyTU3alluU
IOCTAaTOYHO IIPUBECTHU K BULY:

root@server:/# cat /etc/network/routes
#!1/bin/sh

if [ $1 = "up" 1
then
ip route add 192.168.7.0/24 via 192.168.0.77 dev enp2s0
elif [ $1 = "down" ]
then
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ip
fi
exit O

IToce

route del 192.168.7.0/24 via 192.168.0.77 dev enp2s0

repe3anycka CeTeBOM IT0ACHCTEMbI IIPU IIOMOIITH CJIEAYIOITUX KOMaH/ MOKHO Y6eTUThCS

KaK B HaJIM4YHUH, TaK U B pa6OTOCHOC06HOCTI/I I[O6aBJIeHHOI’O MapuipyTa:

root@s
defaul
10.9.1
192.16
192.16
root@s
tracer
1 ser
root@s
PING d
64 byt
64 byt
64 byt

—-- de

3 pack
rtt mi

B 1pe

erver:/# ip route show

t via 192.168.0.1 dev enp2s0 onlink

.128/26 dev enp3s0 proto kernel scope link src 10.9.1.129

8.0.0/24 dev enp2s0 proto kernel scope link src 192.168.0.88

8.7.0/24 via 192.168.0.77 dev enp2s0

erver:/# traceroute 192.168.7.1

oute to 192.168.7.1 (192.168.7.1), 30 hops max, 60 byte packets
ver.service.school34 (192.168.7.1) 0.625 ms 0.581 ms 0.559 ms

erver:/# ping -c 3 debian.service.school34

ebian.service.school34 (192.168.7.5) 56(84) bytes of data.

es from debian.service.school34 (192.168.7.5): icmp_seq=1 ttl=63 time=4.51 ms
es from debian.service.school34 (192.168.7.5): icmp_seq=2 ttl=63 time=1.56 ms
es from debian.service.school34 (192.168.7.5): icmp_seqg=3 ttl=63 time=1.12 ms

bian.service.school34 ping statistics ---

ets transmitted, 3 received, 0% packet loss, time 5ms
n/avg/max/mdev = 1.116/2.394/4.513/1.509 ms

ICTaBJIEHHOM IIepBOM KOMAaH/ON TabJivile MapLIpPyTHU3al[UU IIPUCYTCTBYHOT TaKKe

MapHmipyThl, CO3JaHHBIE Ha OCHOBE€ HACTPOEK CETEBLIX HHTep@efICOB. B COBOKYIIHOCTH OHH

COCTaB

JISIEFOT IIOJTHBIM Ha60p MapIIpyTOB, HEOOXOAUMBIX CepBepPY i1 pabOTHL.

VipaBjieHue NponyCKHOM CII0COOHOCTHIO CeTH

HacTpoiika mO0JIOCHI IIPONyCKaHUS i1 KJIHMEHTCKUX COeIMHEHHWM BBHIIIOJHEHA CpeAcTBaMU
MexaHmn3Ma traffic control ¥ yTHIHATEI tC UCXOZS U3 CIEAYIOIINX COOOparKeHUM:

TpadUK JeJTUTCA Ha TPU KJIacca: COeUHEeHHUs C CepBEPOM CHUCTEMEI «ABepC», COeAMHEHUS
C BHYTPEeHHHUM CepBepOM BHUPTyaJIHU3allUN U COeITUHEHUS C pecypcaMu HTepHeT

U1 TpaduKa K CepBepy CHUCTEMBI «ABepC» TapaHTUpPYyeTCd IIoJioca IIpoIryckaHus 20
MO6UT/C C BOSMO>KHOCTBIO eé paciiupeHus 10 50 Mout/c

IUid TpaduKa K BHeITHUM VHTepHeT-pecypcaM rapaHTHUpPyeTCs I10J10Ca IIPOITyCKaHUS 2
MO6UT/C C BOSMO>KHOCTBI0 eé paciiupeHus 10 10 Mout/c

U1 TpadrKa K BHYTPEHHUM CepBepaM rapaHTHUpyeTcs I1oJioca IIponyckaHusa 100 Mout/c
C BO3SMOKHOCTBI0 e€ paciiupeHus 10 1000 M6ut/c

I10JI0Ca IIPOITYCKaHU I TpadUKa K CepBepy CUCTEMEI «ABepC» OorpaHUYeHa cBepxy 50
M6HUT/C C 1eJbI0 OTPaHUYEeHHS MaKCHMaJbHOM Harpy3Kd Ha 3TOT CEPBEpP CO CTOPOHBI
pabouynx cTaHIMP OyxXraJaTepuH, T.K. IIpefoCTaBJisieMble 3THM CEpBEpOM [aHHbIE
BOCTpeOOBaHbl OyxXrajTepued H3peaKa, a [IpyTrHe IIO[CEeTH CO3Jal0T CYIeCTBEHHYIO
HarpysKy I 3TOr0 cepBepa

IoJioca IIPOIyCKaHUsSI K BHEITHUM HHTepHeT-pecypcaM OTpaHUYeHa CBEPXY ITHUPHUHOU
BHEIITHET0 KaHaJla IITKOJIbI

IoJsioca IIPONyCKaHWA i1 TpaduKa K BHYTPEHHUM CepBepaM IIKOJIbI OrpaHHU4YeHa
CBEPXY IIPOIYCKHOM CIIOCOOHOCTHIO ITPOBOJHOIO CeTeBOro MHTepderica ONKChIBaeMOM
CHCTEMBI

OBEPKOMMMTHHI, T.€. YCTaHOBKA CYMMapHOM TapaHTHUPOBAHHON IIPOIIyCKHOM
CIIOCOOHOCTH, IIPEBBIIIAOIIEH allllapaTHbIe BOSMO>KHOCTH UHTepdeiica, He T0IMyCKaeTcs
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Vicxona U3 NIpUBEINEHHBIX COOOpakKeHUM CIleHapUM HaCTPOMKU II0JIOCHI IIPOITYCKaHUS [JId
TPaH3UTHBIX CETEBBIX COeJUHEHUN IIPUHUMAaET BU/L:

#!/bin/sh

#CbpackeiBaemM Tekyllee COCTOSHME

tc qdisc delete dev enp2s0 root

#CTaBUM KOpPHEBYI AUCUUMINHY

tc gqdisc add dev enp2s0 root handle 1: htb default 13

#Co3paém KOpHeBOW Knacc

tc class add dev enp2s0 parent 1: classid 1:1 htb rate 1000mbit ceil 1000mbit
#Co3paém noaknaccel: avers, service, inet

tc class add dev enp2s0 parent 1:1 classid 1:11 htb rate 20mbit ceil 50mbit
tc class add dev enp2s0 parent 1:1 classid 1:12 htb rate 100mbit ceil 1000mbit
tc class add dev enp2s0 parent 1:1 classid 1:13 htb rate 2mbit ceil 10mbit
#HacTpavBaem AUCUUNANHL ANA NOAK/1ACCOB

tc gqdisc add dev enp2s0 parent 1:11 handle 10:0 sfq perturb 10

tc gqdisc add dev enp2s0 parent 1:12 handle 20:0 sfq perturb 10

tc gdisc add dev enp2s0 parent 1:13 handle 30:0 sfq perturb 10

#HacTpavBaem ¢unbTpbl Ans knaccupmkaumm Tpaddmka (no ymonyaHuw - inet)

tc filter add dev enp2s0 protocol ip parent 1:0 prio 1 u32 match ip dst 192.168.0.4
flowid 1:11

tc filter add dev enp2s0 protocol ip parent 1:0 prio 1 u32 match ip dst
192.168.7.0/24 flowid 1:12

B mepByI0 ouepenn ClleHapUi yjassgeT TEKYIyH KOPHEBYH AUCIIUILUIMHY BMECTE CO BCEMU eé
KOMIIOHEHTaMU U IIOAKJ/II0UaeT B KauecTBe KOpHeBou aucruiuinHy htb (Hierarchical Token
Bucket), mpu sTOM yKasbIBaeTCs, YTO BeCh He KyaccupuipoBaHHbIU (default) Tpaduk moimkeH
6bpITh 006paboTaH C IIOMOIIBI JUCHUIUIMH Kiacca 1:13 (MHTepHeT-TpaduK). 3aTeM CO3LaéTcd
KOpPHEBOM Kjlacc, Kyaa OyheT IomafaTh Bech TpaduK (3TO HYKHO [JId peanusaliiu
3aMMCTBOBaHUs). B 3TOM Kilacce IIPOIIyCKHAas CIIOCOOHOCTH OrpaHHUYMBAETCS COIJIACHO
armnapaTHbBIM BO3MOXKHOCTIM. /lajlee CO3AOTCS TPU IIOAKJIacca, 00ecClleuruBaKIMe 3aJaHHOe
pasfesieHHe INIMPUHBI KaHasa. Ilocse 9TOro co3marwTcad Tpu AucHHILUIMHBEL sfq (Stochastic
Fairness Queueing), 1o oHOM AJI9 KaXK[Oro KJjacca. B 3aBepllleHHWe c03[ar0Tcsa ABa QUiIbTpa:
IepBBIM Kiaccuuimpyer Tpaduk K cepBepy AHMC «ABepc», BTOPOM - K CepBepy
BUpTyaJusanuu. HekiaccupuiipoBaHHBIU TpaduK curTaeTcsd TpadUKOM, HAaIpaBJIIEHHBIM B
HHTepHeT.

ITocie 3aIllyCKa CIieHapud IIPOBEPHUTHL COCTOAHHE IIOACHUCTEMBI KOHTPOJIA Tpa(l)I/IKa MOKHO
cIeayromyMHy KOMaH{aMH:

root@server:/# /sbin/tc qdisc show

gdisc noqueue 0: dev lo root refcnt 2

qdisc pfifo fast 0: dev enp3sO root refcnt 2 bands 3 priomap 1 22212001111
1111

gdisc htb 1: dev enp2s0 root refcnt 2 r2q 10 default 0x13 direct packets stat 0
direct glen 1000

gdisc sfqg 30: dev enp2s0 parent 1:13 limit 127p quantum 1514b depth 127 divisor 1024
perturb 10sec

gdisc sfq 10: dev enp2s0 parent 1:11 limit 127p quantum 1514b depth 127 divisor 1024
perturb 10sec

gdisc sfq 20: dev enp2s0 parent 1:12 limit 127p quantum 1514b depth 127 divisor 1024
perturb 10sec

root@server:/# /sbin/tc class show dev enp2s0

class htb 1:11 parent 1:1 leaf 10: prio 0 rate 20Mbit ceil 50Mbit burst 1600b cburst
1600b

class htb 1:1 root rate 1Gbit ceil 1Gbit burst 1375b cburst 1375b

class htb 1:13 parent 1:1 leaf 30: prio 0 rate 2Mbit ceil 10Mbit burst 1600b cburst
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1600b

class htb 1:12 parent 1:1 leaf 20: prio 0 rate 100Mbit ceil 1Gbit burst 1600b cburst
1375b

root@server:/# /sbin/tc filter show dev enp2s0

filter parent 1: protocol ip pref 1 u32 chain ©

filter parent 1: protocol ip pref 1 u32 chain 0 fh 800: ht divisor 1

filter parent 1: protocol ip pref 1 u32 chain 0@ fh 800::800 order 2048 key ht 800
bkt 0 flowid 1:11 not in hw

match c0a80004/ffffffff at 16

filter parent 1: protocol ip pref 1 u32 chain 0@ fh 800::801 order 2049 key ht 800
bkt 0 flowid 1:12 not_in_ hw

match c0a80700/ffffff00 at 16

IIpoBepKa paGOTOCIIOCOGHOCTH pe3ePBHBIX KAaHAJIOB

PasyMmeeTcs, 3Ty IIPOBEPKY CJIe/lyeT BBIIIOJIHATH II0CJIe HACTPOMKU MeXKCeTeBOIO 3KpaHa, T. K.
ero IpaBWJa MOIYT IIPU HEIIOJIHOM HACTPOMKe IIPelsATCTBOBATH MCIIOJIE30BAHUIO PEe3epBHOIO
KaHajsa. CamMa IIpoBepKa CBOAUTCA K BO3MOXKHOCTHU BBIXOJa B MHTepHeET C KJIWEHTCKOIO
KOMIIbIOTepa KaK IIpU IIOAKJII0UYEHHOM K cepBepy cMapTdoHe B pesxuMe usb-MozmemMa, Tak U IIpu
paboTe Ha OCHOBHOM HHTepHeT-KaHaJe.

Ciyx6a DNS/DHCP

HacTpoiika

JUtsa peasmr3anniu aTon CJIy>K61>I cilenyeT YCTaHOBHUTD IIaKeT dnsmasq CO BCEMH 3aBHCHMOCTSAMM:

root@server:/# apt-get update
root@server:/# apt-get install dnsmasq

3areM ciefyeT IIPpUBECTU KOHQUTypaIriMOHHBIN ¢ariir /etc/dnsmasq.conf k Buzy:

### General configuration ###

listen-address=127.0.0.1
listen-address=10.9.1.129
cache-size=500
domain-needed
bind-dynamic

filterwin2k

no-resolv

no-poll

no-hosts

bogus-priv

server=77.88.8.7@enp2s0
server=/school34/192.168.0.1@enp2s0
server=/0.168.192.in-addr.arpa/192.168.0.1@enp2s0
server=/service.school34/192.168.0.77@enp2s0
server=/7.168.192.in-addr.arpa/192.168.0.77@enp2s0

local=/account.school34/
domain=school34,192.168.0.0/24
domain=service.school34,192.168.7.0/24
domain=account.school34,10.9.1.128/26

mx-target=mail.service.school34
localmx
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### DHCP configuration ###

no-dhcp-interface=1lo
no-dhcp-interface=enp2s0
dhcp-range=10.9.1.128,static,infinite
dhcp-option=6,10.9.1.129
dhcp-option=42,10.9.1.129

#log-queries
#log-facility=/var/log/dnsmasq.log

dhcp-host=90:2b:34:a3:83:44,main,10.9.1.131
dhcp-host=50:e5:49:33:de:d9,accd1,10.9.1.132
dhcp-host=90:2b:34:a0:24:7b,accd2,10.9.1.133
dhcp-host=90:2b:34:96:16:53,accd3,10.9.1.135
dhcp-host=f8:0d:ac:78:8a:f1,mfp,10.9.1.134

### DNS configuration ###

address=/server.account.school34/10.9.1.129
ptr-record=129.1.9.10.1in-addr.arpa,server.account.school34
mx-host=server.account.school34,mail.service.school34,50
txt-record=server.account.school34,"account department subnet server"

address=/samba.account.school34/10.9.1.129
ptr-record=129.1.9.10.1in-addr.arpa,samba.account.school34
mx-host=samba.account.school34,mail.service.school34,50
txt-record=samba.account.school34,"account department file server"

address=/ntp.account.school34/10.9.1.129
ptr-record=129.1.9.10.1in-addr.arpa,ntp.account.school34
mx-host=ntp.account.school34,mail.service.school34,50
txt-record=ntp.account.school34,"account department time server"

address=/main.account.school34/10.9.1.131
ptr-record=131.1.9.10.1in-addr.arpa,main.account.school34
mx-host=main.account.school34,mail.service.school34,50
txt-record=main.account.school34,"senior accountant workstation"

address=/accd1.account.school34/10.9.1.132
ptr-record=132.1.9.10.in-addr.arpa,accdl.account.school34
mx-host=accdl.account.school34,mail.service.school34,50
txt-record=accdl.account.school34,"accountant workstation"

address=/accd2.account.school34/10.9.1.133
ptr-record=133.1.9.10.1in-addr.arpa,accd2.account.school34
mx-host=accd2.account.school34,mail.service.school34,50
txt-record=accd2.account.school34,"accountant workstation"

address=/accd3.account.school34/10.9.1.135
ptr-record=135.1.9.10.1in-addr.arpa,main.account.school34
mx-host=accd3.account.school34,mail.service.school34,50
txt-record=accd3.account.school34,"accountant workstation"

address=/mfp.account.school34/10.9.1.134
ptr-record=134.1.9.10.1in-addr.arpa,mfp.account.school34

mx-host=mfp.account.school34,mail.service.school34,50
txt-record=mfp.account.school34,"account department network MFP"

TeM caMbIM, ciry>K6e dnsmasq IIpeIIIuChIBAeTCS CAeIYIOIINI ITOPAL0K PabOThI:
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Ciry>k6a IIpUHUMAaeET 3aIpoChl TOJLKO Ha JIOKAJbHOM II€TJIEBOM U BHYTPEHHEM KJIWEHTCKOM
uHTepdeiicax. Kamr DNS-3ammcet yBesrrueH co 150 (1o yMmoryaHuio) o 500 3amucei, T. K. 06beM
OIlepaTUBHOU ITaMATHU B CHCTEeMe 3TOMY He IIPeIITCTBYeT, a Ha ObICTPOLEMCTBUU CIIY>KOBI TaKOe
yBeJIMUeHNe CKasbIBaeTcsa II0JIOKUTenbHO. O6beM B 500 3sammceil BhIOpaH KakK Haubosee
OIITUMAaJIBHBIA II0 ONBITY JKCIUIyaTallMyd CeTH, YacTbI0 KOTOPOM SABJAETCI CeTh,
obciry>KrBaeMas OIIMChIBaeMOM CHCTEMOM.

IlapameTp bind-dynamic mnpemnucebiBaeT Cay>k0e pearupoBaTb Ha H3MEHEHHE COCTOSHUSA
ceTeBbIX HHTepdericoB. TakuM 00pa3oM, BO3MOXKEH 3aIllyCK CJIY>KObl IIPU OTKJIHUYEHHOM
ceTeBOM HHTepdeiice yCTPONCTBA C aBTOMaTUUYECKUM «II0XBaTOM» 3TOr0 MHTepderica IIpU ero
3aIrycke.

B cBoeii pa6oTe ciay»k6a He HCIIOJIL3yeT CUCTEMHBIe KOHQUTYpaIlMOHHbIe Qaiiyibl BCTPOEHHOTO
DNS-xyimeHTa. Bce Heo6xXomuMble [y ee pabOTHl IITapaMeTphl yKa3aHbl B OCHOBHOM
KOHOQUTYpaIlMOHHOM ¢atiyie CIy>KObI, IPUBEIEHHOM BHIIIIE.

Ciy>xk6e M3BeCTHBI TPU JIOKaJbHBIX AoMeHa (school34, service.school34 u account.school34).
KaxxpoMy 13 HUX (KpoMe O0O0CIy>KHBaeMOro caMOM CHUCTEMOM JoMeHa account.school34)
corroctaBseH CBOM DNS-cepBep, obpallleHre K KOTOPOMY BBIIIOJIHSAETC Yepe3 BHEIIHUH
nHTepdeiic cucTeMbl. PaspeliieHue DNS-3allpocoB 0 IIPOYMX HeMaplIPYTU3HPYEMBIX B
VHTepHeTe ajpecax OJIOKMpyeTcsd mmapamMeTpoM bogus-priv. DNS-3ampockl 0 BHEIITHUX XOCTaX
paspeirarTcd IIpy momoinu YandexDNS.

[TapamMeTpsl 06CIYKMBAHUS 3JIEKTPOHHOM IOYTHI 3a/laHbl TAKMM 00pasoM, YTOObI IIOYTOBBIM
ajjpecoM M0 YMOJIYAHHUIO JJI1 BCeX KJIMEHTOB IIOJ[CeTH SIBJISLICS afipec JIOKaJbHOTO II0OYTOBOTO
cepBepa opraHusanuu (mail.service.school34).

[IpoToxos DHCP B 6ecripoBOAHOM ITOZiCETH pasfaeT KIWeHTaM ajpeca B auanasoHe 10.9.1.130 —
10.9.1.190 (62 axmpeca, COOTBETCTBEHHO He 0oJiee 62 KJIIMEHTOB OJHOBPEMEHHO). 3alIpOoChl Ha
II0JIydeHHe ajpeca, OYeBHUAHO, IIPUHUMAIOTCSI TOJBKO C BHYTPEHHEro UHTepdeiica CUCTEMEI.
KpoMe mipemocTaBiieHHs ajgpeca CepBep IIpefoCcTaBisieT KIWeHTy ycayrd DNS-ciayx6s! (dhcp-
option 6) u ciy>k661 TouHOr0 BpeMeHU (dhcp-option 42). CiiegyeT OTMETUTh, YTO aipec BBITAETCA
TOJILKO 3aperMCTPUPOBAHHBIM B KOHQUIYPAIlMOHHOM ¢aijyle KIWeHTaM, IIPUYEM ajpec
KJIMEHTY BBITAETCA BCerZa OMMHAKOBBIM, T. . HACTPOMKaA ajpeca AMHAMHYecKasd, a caM ajpec
CTaTUYEeCKUH.

Ciy>x6a BezeT >KypHal B ¢aiie /var/log/daemon.log, rje KpaTKo OTpakaroTCd CBeeHUS O
3aIrycke CJIy>KObI, ee HaCTpOMKax U T. 1. BefleHHe moApoOGHOro >KypHasa CIy>KObI B AaHHOM
KOHQUTYpaIluM OTKJ/IIOUEHO, OJHAKO PacKOMMEHTHPOBAB COOTBETCTBYIOII[HE JBe CTPOKH B
IIPUBeJIeHHOM (Qaiie, MO>KHO BKJIIOYUTH BeJleHUe >KypHaJsa. IIpu aToM ciielyeT IIOMHUTD, YTO
BeJleHHe >KypHaJsa, Jake C YUeTOM POTAIlUU >KYpPHaJbHBIX GamioB (cM. «O IOIIOJTHUTEIHHBIX
CIy>k6ax»), MOXKeT CIYKUTh HalpaBJIeHHeM /I aTaKd Ha CepBep: OTIIpaBKa OTPOMHOTO
KOJIM4YecTBA 0OeCCMBICJIEHHBIX 3aIlpOCOB CIIOCOOHO IE€PeNOIHUTh [IHUCKOBOE IIPOCTPAHCTBO
cepBepa. B paccmaTpuBaeMoM cucTeMe HeT HeOOXOJUMOCTH B IIOAPOOHOM >KYpHAJIUPOBAHUU
IIPOUCXOJAIIETO, II03TOMY OHO M OTKJIFOUEHO.

[Io 3aBepIlleHUH pPeJaKTUPOBAHUS KOHOUTYpaIMOHHOro ¢aiiya /g Havaaa paboThl CIIY>KOBI
0CTaeTCsI eé JIUIIE ITepe3anyCTUTh KOMaH0H1

root@server:/# systemctl restart dnsmasq

Y6e/II/ITBCH B YCIIEIITHOCTH I1epe3allyCKa MO7KHO 110 BEIBOAY KOMaHIbI
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root@server:/# systemctl status dnsmasq
* dnsmasq.service - dnsmasq - A lightweight DHCP and caching DNS server

Loaded: loaded (/lib/systemd/system/dnsmasq.service; enabled; vendor preset:

enabled)
Active: active (running) since Tue 2021-05-11 08:00:27 MSK; 1h 35min ago
Process: 370 ExecStartPre=/usr/sbin/dnsmasq --test (code=exited, status=0/SUCCESS)
Process: 381 ExecStart=/etc/init.d/dnsmasq systemd-exec (code=exited,
status=0/SUCCESS)

Process: 389 ExecStartPost=/etc/init.d/dnsmasq systemd-start-resolvconf
(code=exited, status=0/SUCCESS)
Main PID: 388 (dnsmasq)

Tasks: 1 (limit: 2315)
Memory: 3.0M
CGroup: /system.slice/dnsmasq.service
L-388 /usr/sbin/dnsmasq -x /run/dnsmasq/dnsmasq.pid -u dnsmasq -7

/etc/dnsmasq.d, .dpkg-dist, .dpkg-old, .dpkg-new --local-service --trust-
anchor=.,20326,8,2,e06d44b80b8f1d39a95c0b0d7c65d08458e8

masa 11 08:00:26 server systemd[1]: Starting dnsmasq - A lightweight DHCP and caching
DNS server...

mMaa 11 08:00:27 server dnsmasq[370]: dnsmasq: syntax check OK.

Maa 11 08:00:27 server systemd[1]: Started dnsmasq - A lightweight DHCP and caching
DNS server.

Ciy>x6a paboTaeT OT MMEHU CHUCTEMHOIrO IOJib30BaTesad dnsmasq. MgeHTHUUKATOp IIpoliecca
(PID) 1o ymoJyryaHUI0 BHOCUTCA B Qaiil /run/dnsmasq/dnsmasq.pid . B xoze paboTsl mpoiiecc
dnsmasq pearupyeT Ha curHajg SIGUSR1 OTIIpaBKOM B CHUCTE€MHBIM >KypHaJl COOOIIeHUH O
TeKyIIUX KJIMeHTaX, CTaTUCTUKe MX 3allpocoB U T. 1. Ciexyrolnas KOMaH/Aa II03BOJISIET
OTIIPAaBUThH 3TOT CUTHAJ HY>KHOMY IIPOIIECCY U OTKPBITH BBHIOOPKY K3 CHCTEMHOIO >KypHaJa,
coZieprKalllyro BCe yIIOMUHaHUA 0 dnsmasq 3a II0CIeJHHUH Jac:

root@server:/# kill -s SIGUSR1 $(cat /run/dnsmasq/dnsmasq.pid) && journalctl -u
dnsmasq --since -1h

Ha aToM HacTpoMKa 0CHOBHOIO pexuMa paboTsl cay>k6 DNS/DHCP 3aBepliieHa, OHAKO CIefyeT
IIpelyCMOTPEeTh H3MeHeHHe KOHOQUIypaluy CIy>KObl IIpU IIepeKJHYeHWH Ha pesepBHOE
HHTepHeT-coefiHeHUe uYepe3 usb-mozem (cmapTdoH). B TakoM pekuMe IIPOUCXOLUT
OTKJIIOUEeHMe II0/[CeTH OyXraJTepUuU U e€ cepBepa OT JIOKAJIbHOM CeTH OpraHu3alluy, a 3SHauYuT
pecypchl 3TOM JIOKAJIbHOM CeTH IlepecTaroT ObITh AOCTYIHBIMU. CiiemoBaTesbHO, dnsmasq B
TaKOM pe’kuMme paboThl He [O/DKEH HUYero 3HaThb O JIOKAJIbHOM ceTH. Hambosiee IIpoCTHIM
CIIOCO60M peayM3aliiyd TaKOIO IIOBeJleHUs CJIY)KObI SIBJIAETCS eé Iepe3allyCK IIpU CMeHe
BHEIITHEr0 HHTepderica C HCIO0Jb30BaHWEM aJbTepPHATUBHOIO KOHQUIYpallMOHHOTO ¢ariia
/etc/dnsmasq.usb.conf :

### General configuration ###

listen-address=127.0.0.1
listen-address=10.9.1.129
cache-size=500
domain-needed
bind-dynamic

filterwin2k

no-resolv

no-poll

no-hosts

bogus-priv

server=77.88.8.7@ethusb
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local=/school34/
local=/account.school34/
domain=account.school34,10.9.1.128/26
selfmx

### DHCP configuration ###

no-dhcp-interface=1lo
no-dhcp-interface=ethusb
dhcp-range=10.9.1.128,static,infinite
dhcp-option=6,10.9.1.129
dhcp-option=42,10.9.1.129

#log-queries
#log-facility=/var/log/dnsmasq.log

dhcp-host=90:2b:34:a3:83:44,main,10.9.1.131
dhcp-host=50:e5:49:33:de:d9,accd1,10.9.1.132
dhcp-host=90:2b:34:a0:24:7b,accd2,10.9.1.133
dhcp-host=90:2b:34:96:16:53,accd3,10.9.1.135
dhcp-host=f8:0d:ac:78:8a:f1,mfp,10.9.1.134

### DNS configuration ###

address=/server.account.school34/10.9.1.129
ptr-record=129.1.9.10.1in-addr.arpa,server.account.school34
txt-record=server.account.school34,"account department subnet server"

address=/samba.account.school34/10.9.1.129
ptr-record=129.1.9.10.1in-addr.arpa, samba.account.school34
mx-host=samba.account.school34,mail.service.school34,50
txt-record=samba.account.school34, "account department file server"

address=/ntp.account.school34/10.9.1.129
ptr-record=129.1.9.10.in-addr.arpa,ntp.account.school34
mx-host=ntp.account.school34,mail.service.school34,50
txt-record=ntp.account.school34, "account department time server"

address=/main.account.school34/10.9.1.131
ptr-record=131.1.9.10.1in-addr.arpa,main.account.school34
txt-record=main.account.school34,"senior accountant workstation"

address=/accd1.account.school34/10.9.1.132
ptr-record=132.1.9.10.1in-addr.arpa,accdl.account.school34
txt-record=accdil.account.school34,"accountant workstation"

address=/accd2.account.school34/10.9.1.133
ptr-record=133.1.9.10.1in-addr.arpa,accd2.account.school34
txt-record=accd2.account.school34,"accountant workstation"

address=/accd3.account.school34/10.9.1.135
ptr-record=135.1.9.10.1in-addr.arpa,main.account.school34
txt-record=accd3.account.school34,"accountant workstation"

address=/mfp.account.school34/10.9.1.134
ptr-record=134.1.9.10.1in-addr.arpa,mfp.account.school34
txt-record=mfp.account.school34,"account department network MFP"

CiemyeT OTMETUTH OTJIMYUA aJIbTePHAaTUBHOM KOHQUIYPAIlUU OT OCHOBHOM:
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Bo-lepBBIX, U3MEHEHO UMs BHeIIHero WHTepdeiica, 1 Ha HEM TakKe OTK/IHYEH IIPOTOKOJI
DHCP. Bo-BTOpPBIX, AOCTYIHBIM OCTaJICd JIUIIL OAWH BHeIIHUUN cepBep UMEH (YandexDNS).
HaxkoHerl1, ©3sMeHeHa JIOTMKa paboThl ¢ HOYTOBBIMU (MX) 3alMCIMU: IIPU OTCYTCTBUU €JUHOTO
IIOYTOBOTO CepBepa KOHEUYHBIM aZpecaToM I Ka’KA0T0 KJIHeHTa CeTH IBJIIeTCS OH CaM.

O6GecrieueHre Iepes3amycka CIy>KObI JIOKUTCA Ha ¢aibl [etc/network/interfaces u
/etc/default/dnsmasq . ITocieqHUM ¢aiis COmep>KUT HACTPOMKU dnsmasq II0 YMOJYaHUI U
II03BOJISIET JIETKO HM3MEHUTH IIYyTh K OCHOBHOMY KOHQUIYpaIlMOHHOMY o¢ariiny. B daitie
HaCTPOMKHU CeTeBbIX MHTePPEMCOB CiIe/lyeT IIPU 3aIlyCKe pe3epBHOT0 COeIMHEHUs BBIIIOJTHUTH
TaKyl IIOAMeEHY, a IIpU €ero OCTaHOBKe BepHYTh MCXOJHOe COCTOsgHHe. Takasg IIogMeHa
BBIIIOJIHSETCS IIPU IIOMOIIU ClieHapud /etc/network/dns :

#1/bin/sh

if [ $1 = "usb-pre-up" ]
then
systemctl stop dnsmasq
elif [ $1 = "usb-post-up" ]
then
sed s/"#DNSMASQ_OPTS="/"DNSMASQ_OPTS="/ -i /etc/default/dnsmasq
echo "nameserver 127.0.0.1" > /etc/resolv.conf
systemctl start dnsmasq
elif [ $1 = "usb-pre-down" ]
then
systemctl stop dnsmasq
sed s/"DNSMASQ_OPTS="/"#DNSMASQ_OPTS="/ -i /etc/default/dnsmasq
elif [ $1 = "usb-post-down" ]
then
echo "nameserver 127.0.0.1" > /etc/resolv.conf
systemctl start dnsmasq
fi
exit 0

Tax mepe[; 3allyCKOM pe3epBHOIO MHTepdeica ciaefyeT 0CTAHOBUTH CJIYXOy dnsmasq, a cpasy
I10CJIe He0OXOJUMO BBIIIOJIHUTE 3aMeHy KOHQUIYpPaIrlMOHHOTO ¢aiiia 3TOM CJIyKObI, yKasaTh B
¢arie /etc/resolv.conf, 4yTO caM cepBep AOJDKeH IIO-IIpeKHEMY II0JIb30BAaThCA YCIyraMHU
Co6CTBEHHOM CIy>KObI, a He obpamarbcd K dns-cepBepy IIpefoCTaBJIeHHOMY MOOUIbLHBIM
IIPOBaM/IepOM, U BHOBBb 3allyCTUTh CIyXO0y dnsmasq. Ilepen oTkIroueHHWeM HHTepderica
clefyeT  OCTAaHOBUTBH  CHyKOy  JOMEHHBIX HKMEH U BEpPHYTbCI K OCHOBHOMY
KoHUrypanimoHHOMY ¢ariny. HakoHell, I10cjle OTK/IIOUEHUs Pe3epBHOI0 COeNUHEHUS OCTAaETCSI
BHOBbB 3aIIyCTUTH CJIY>KOY.

3ameuaHue 1: B ¢aiine /etc/network/interfaces mopsijok KoMaH]|, BbI3bIBa€MBIX IIPU 3aIlyCKe
WU OCTaHOBKE pe3epBHOI0 MHHTepdeiica 3HauMM. M B OCHOBHOM, W B pe3epBHOH
KoHurypanusax dnsmasq HCIIOJIb3yeTca IlapaMeTp bind-dynamic, I103BOJISIIOIIMM CIIy>KGe
HauvaTb paboTy fake eci HEOOXOAMMBIe el ceTeBble UHTepPeCh elé He 3allylleHbl. B aToit
cuTyaniuu dnsmasq aBTOMaTH4YeCKH «IIOAXBaTblBaeT» BHOBbL 3allyllleHHbIe CeTeBble
uHTepderchl 10 Mepe HX TOTOBHOCTH. OfHAKO IIpHU TaKOM IIOBeleHMH HUKaK He
IIpeloTBpAalIllaeTcd BO3MOXKHOCTH  3axBaTa pe3epBHOIO COeJMHEHWs W3 OCHOBHOM
KoHpurypanuu “  HaobopoT. ColOirofeHHe  Ke  IIOpsgAKa  KoMaHZA B (daitie
/etc/network/interfaces 11o3BoJisieT 3TOr0 U36€XKaTk.

3ameuaHue 2: B Debian 1mpengycMoTpeHBI HoaKaTasoru /etc/metwork/*d mas pasmelieHUs
MOJOOHBIX CIleHapueB. OMHAKO HCK/IIOUYUTEJSBbHO M3 CTHUJIUCTUYECKHX COOOpaKeHUM Ha
paccMaTpuBaeMoOl CcHCTeMe IIPUMEeHEH He IipejyiaraeMblii Debian 1oaxof ¢ TpyHnIurpoOBKOM
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IEeVCTBUS 10 BBI3BIBAKOIIIMM HX COOBITHSIM, @ COOCTBEHHBIM C TPYHIIMPOBKOU EMCTBUM II0
ceTeBbIM UHTepdeiicaM.

IIpu stom B ¢aun /etc/default/dnsmasq ciefyeT BHeCTH HeOOJIBIIYI0 IIONPaBKy: T. K.
aJlbTepHaTUBHas1 KoHurypamusa dnsmasq omnucaHa B ¢aiine, /etc/dnsmasq.usb.conf , To
CTPOKY

#DNSMASQ_OPTS="--conf-file=/etc/dnsmasq.alt"

B pariie /etc/default/dnsmasq ciefyeT IpUBEeCTH K BULY:

#DNSMASQ_OPTS="--conf-file=/etc/dnsmasq.usb.conf"

[To 3aBeplIeHUH HACTPOMKHU CIy>KOBI CaeflyeT yKas3aTb CHUCTeMe HCII0JIb30BaTh COOCTBEHHYIO
CJTY>KO0Y /151 COGCTBEHHBIX Ke HY K. [lJIS 9TOTO CjIeflyeT IPUBECTH KOHQUTYpPaIlMOHHbBIN (aiia
/etc/resolv.conf K ciienyroiemMy BUAY:

nameserver 127.0.0.1

3aTeM ciiefyeT IepesallyCTUTh CeTeBYIO II0CHCTeMY KOMaH/[OM:

root@server:/# systemctl restart networking

9To TpebyeTcs JJIs1 TOTO, YTOGHI MOPOXKAEHHBIE CaMOM CHUCTeMOH dns-3aIlpoChl O JIOKAJIbHBIX
cepBepax OTIPAB/ISLIUCHL Cpa3y K CepBepy BUPTyaIM3allUM, a He IlepeHalpaB/ISLINCh TyAa
TJIaBHBIM ITLTIO30M.

3amuTa oT najieHui (ABTOMaTHYeCKOe BO300OHOB/IEHHE)

Z[]IH OpraHH3allM1 aBTOMATHU4Y€CKOI'O0 BOCCTaHOBJIEHHUA pa6OTOCHOCO6HOCTI/I CJIY)K6BI ocsie cbos
MO’KHO BOCIIOJIB30BaThCA CpeACTBaAMU CHUCTEMBI HHUITHUAIX3aITH systemd.

B miepByI0 0uepesn ciielyeT IIPOBEPUTH TeKYIIHe ITapaMeTphI CIIy>KObI KOMaHI0H:

root@server:/# systemctl show dnsmasq
Type=forking

Restart=no
PIDFile=/run/dnsmasq/dnsmasq.pid
NotifyAccess=none

RestartUSec=100ms
TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

Kak BHUIHO M3 OTKJIMKA KOMaHABl (OH TPHUBENEH 37IeCh B CHJIBHO COKpAIIEHHOM BHE,
cojiepsKallleM BaKHbBIE B TEKYIIleM KOHTEKCTe CTPOKH), Ilepe3alryCcK CIyKObI OTKIIOUEH.

3areM ciaenyeT BBIIIOJIHUTL PeaKTHUPOBaHHE CJIy>K6I>I IIPH IIOMOIITK KOMAaHIbI:

root@server:/# systemctl edit dnsmasq

[Ipu 3TOM 6YZieT OTKPBIT TEKCTOBLIM peflaKTop, B KOTOPOM HeOOX0UMO BHECTU OIIpe/ie/IEHHEIe
IIpaBKU. B cilydae HOATBep)KIEeHUS COXpaHEHUSI H3MEHEeHWU IIPU BBIXOZe M3 TEKCTOBOTO
pemakTopa B cucTteMe co3gaércsa ¢ai /etc/systemd/system/dnsmasq.service.d/override.conf,
B KOTOPOM 3TH IOIIPAaBKH U XpaHATcs. IIpy ouepeJHOM 3aITyCcKe CJIY>KOBI OHU I1I€PeO0pe/eIsTI0T
HMCXO/IHbIe 3HaUeHWsI IapaMeTpoB. /I pellleHUs 3aJjauyM Iiepe3amycka CJIy»KObl IpU COOSIX
IIOCTaTOYHO CJIEAYIOIIIET0 COeP>KUMOTr0 3TOro dpara:
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[Service]
Restart=on-failure

CTOUT OTMETHUTB, UTO TaKHe U3MeHeHUs B CJIy>KOe COXPaHSIOTCS U IIPHU yCTaHOBKE 0OHOBJIEHUH
CUCTEMBI.

[Tocsre BHeceHUs M3MeEHEHUU CileflyeT IlepesallyCTUThL CIYKO0y U yOe[UThCS, YTO M3MEeHEeHUs
IapaMeTPOB yUYTEHBL:

root@server:/# systemctl restart dnsmasq
root@server:/# systemctl show dnsmasq
Type=forking

Restart=on-failure
PIDFile=/run/dnsmasq/dnsmasq.pid
NotifyAccess=none

RestartUSec=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

IIpoBepKa paboOTOCIIOCOOHOCTH M YCTOMYUBOCTH

[TpoBepka paboOTOCIOCOOHOCTHU CIY>KOBI TPUBHAJJIbHA: BBIIIOJHIETCH IIOJK/IIUYEHUE KJINEeHTa
(pasymeeTcs, BHECEHHOTO BpeMeHHO B KOHQUIYpAllUOHHBIN Qaiin) 1o nportokosry DHCP u Ha
HEéM BbIIDONHAETCA pap DNS-3ampocoB. B mpuBeléHHOM Jajiee ¢pparMeHTe TePMHHAJIbLHOTO
CeaHca, BBIIIOJIHEHHOTO Ha KJIMEHTCKOM YCTPOMCTBe IO, yIipaByeHHeM live-gucka Xubuntu
20.04, nemMoHCTPUpPYeTCca PaKT MOAKIIOUEHUS K CeTH, IIOJyYeHUs ip-ajipeca, CeTeBOM MacKH,
CeTeBBIX MapIIPyTOB M aJpecoB IILUII03a. TeCTUpPOBaHWE BBIINOJIHSAETCS IIPA IIOMOIIH
HeO60JIbIIIOr0 BCIIOMOIraTeJIbHOTO ClleHapys, PacIlOIO’KEHHOTO B KaTajiore /tmp:

xubuntu@xubuntu:/# cat /tmp/dnstest.sh
#!/bin/bash -x

ip address show

ip route show

host samba.account.school34

host avers.school34

host mail.service.school34

host yandex.ru

host mcst.ru

[TapaMeTp -X HUHTepIIpeTaTopa M03BOJIIET B X07ie PabOTHI CIleHapusl 0To6pakaTh BHITIOJIHSIEMbIe
KOMAaH/IbI, B IIPUBOAMMOM Jlajiee dparMeHTe TePMUHAIBLHOTO ceaHca 3TH KOMaH/IbI BbIIeIEHbI
>KUPHBIM IIPpUPTOM. PasymeeTcs, ClieHapUH cie1aH UCIIOTHIEMBIM.

xubuntu@xubuntu:/tmp$ ./dnstest.sh
+ ip address show

2: enp2s0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP group
default glen 1000
link/ether 60:eb:69:b0:45:e2 brd ff:ff:ff:ff:ff:ff
inet 10.9.1.136/26 brd 10.9.1.191 scope global noprefixroute enp2s0
valid 1ft forever preferred 1ft forever
inet6 fe80::celd:beee:abdb:a8bc/64 scope link noprefixroute
valid lft forever preferred 1ft forever
3: wlp3s0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN
group default qglen 1000

+ ip route show
default via 10.9.1.129 dev enp2s0 proto dhcp metric 100
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10.9.1.128/26 dev enp2s0 proto kernel scope link src 10.9.1.136 metric 100
169.254.0.0/16 dev enp2s0 scope link metric 1000

+ host samba.account.school34

samba.account.school34 has address 10.9.1.129
samba.account.school34 mail is handled by 50 mail.service.school34.
+ host avers.school34

avers.school34 has address 192.168.5.51

+ host mail.service.school34

mail.service.school34 has address 192.168.7.3
mail.service.school34 mail is handled by 50 mail.service.school34.
+ host yandex.ru

yandex.ru has address 213.180.193.56

yandex.ru has IPv6 address 2a02:6b8:a::a

yandex.ru mail is handled by 10 mx.yandex.ru.

+ host mcst.ru

mcst.ru has address 84.201.189.147

mcst.ru mail is handled by 50 tretyak2.mcst.ru.
xubuntu@xubuntu: /tmp$ ./dnstest.sh

+ ip address show

2: enp2s0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc mq state UP group
default glen 1000
link/ether 60:eb:69:b0:45:e2 brd ff:ff:ff:ff:ff:ff
inet 10.9.1.136/26 brd 10.9.1.191 scope global noprefixroute enp2s0
valid 1ft forever preferred 1ft forever
inet6 fe80::celd:beee:abdb:a8bc/64 scope link noprefixroute
valid 1ft forever preferred lft forever
3: wlp3s0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
group default glen 1000

+ ip route show

default via 10.9.1.129 dev enp2s0 proto dhcp metric 100
10.9.1.128/26 dev enp2s0 proto kernel scope link src 10.9.1.136 metric 100
169.254.0.0/16 dev enp2s0 scope link metric 1000

+ host samba.account.school34

samba.account.school34 has address 10.9.1.129
samba.account.school34 mail is handled by 50 mail.service.school34.
+ host avers.school34

Host avers.school34 not found: 3 (NXDOMAIN)

+ host mail.service.school34

Host mail.service.school34 not found: 3(NXDOMAIN)

+ host yandex.ru

yandex.ru has address 213.180.193.56

yandex.ru has IPv6 address 2a02:6b8:a::a

yandex.ru mail is handled by 10 mx.yandex.ru.

+ host mcst.ru

mcst.ru has address 84.201.189.147

mcst.ru mail is handled by 50 tretyak2.mcst.ru.
xubuntu@xubuntu: /tmp$

B mpepcTraBieHHOM (parMeHTe 4YacTh OTKJIMKOB KOMAaHJ, COKpallleHbl B HeMHGOPMaTHBHOM
4acTH. B TO Ke BpeMs CO CTOPOHEI CepBepa B )KypHaJIbHOM ¢datire /var/log/dnsmasq.log M0oXHO
BUJIETH CJIeYIOIHe CTPOKH (TaK)Ke C COKpaIleHUsIMU):

Jun 21 14:41:49 dnsmasq[1273]: query[A] samba.account.school34 from 10.9.1.136
Jun 21 14:41:49 dnsmasq[1273]: config samba.account.school34 is 10.9.1.129

Jun 21 14:41:49 dnsmasq[1273]: query[AAAA] samba.account.school34 from 10.9.1.136
Jun 21 14:41:49 dnsmasq[1273]: config samba.account.school34 is NODATA-IPv6

Jun 21 14:41:49 dnsmasq[1273]: query[MX] samba.account.school34 from 10.9.1.136
Jun 21 14:41:49 dnsmasq[1273]: config samba.account.school34 is <MX>

Jun 21 14:41:49 dnsmasq[1273]: query[A] avers.school34 from 10.9.1.136
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Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:49 dnsmasq[1273]:
Jun 21 14:41:54 dnsmasq[1273]:
Jun 21 14:41:54 dnsmasq[1273]:
Jun 21 14:41:54 dnsmasq[1273]:
Jun 21 14:41:54 dnsmasq[1273]:
Jun 21 14:41:54 dnsmasq[1273]:
Jun 21 14:41:54 dnsmasq[1273]:

Jun 21 14:46:30 dnsmasq[1598]:
Jun 21 14:46:30 dnsmasq[1598]:

forwarded avers.school34 to 192.168.0.1

reply avers.school34 is 192.168.5.51
query[AAAA] avers.school34 from 10.9.1.136
forwarded avers.school34 to 192.168.0.1
query[MX] avers.school34 from 10.9.1.136
forwarded avers.school34 to 192.168.0.1
query[A] mail.service.school34 from 10.9.1.136
forwarded mail.service.school34 to 192.168.0.77
reply mail.service.school34 is 192.168.7.3
query[AAAA] mail.service.school34 from 10.9.1.136
forwarded mail.service.school34 to 192.168.0.77
query[MX] mail.service.school34 from 10.9.1.136
forwarded mail.service.school34 to 192.168.0.77
query[A] yandex.ru from 10.9.1.136

forwarded yandex.ru to 77.88.8.7

reply yandex.ru is 213.180.193.56

query[AAAA] yandex.ru from 10.9.1.136

forwarded yandex.ru to 77.88.8.7

reply yandex.ru is 2a02:6b8:a::a

query[MX] yandex.ru from 10.9.1.136

forwarded yandex.ru to 77.88.8.7

query[A] mcst.ru from 10.9.1.136

forwarded mcst.ru to 77.88.8.7

reply mcst.ru is 84.201.189.147

query[AAAA] mcst.ru from 10.9.1.136

forwarded mcst.ru to 77.88.8.7

reply mcst.ru is NODATA-IPv6

query[MX] mcst.ru from 10.9.1.136

forwarded mcst.ru to 77.88.8.7

started, version 2.80 cachesize 500
compile time options: IPv6 GNU-getopt DBus il8n IDN

DHCP DHCPv6 no-Lua TFTP conntrack ipset auth DNSSEC loop-detect inotify dumpfile
Jun 21 14:46:30 dnsmasq-dhcp[1598]: DHCP, static leases only on 10.9.1.128, lease

time infinite

Jun 21 14:46:30 dnsmasq[1598]:

account.school34

Jun 21 14:46:30 dnsmasq[1598]:
Jun 21 14:46:30 dnsmasq[1598]:
Jun 21 14:46:30 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:33 dnsmasq[1598]:
Jun 21 14:46:36 dnsmasq[1598]:
Jun 21 14:46:40 dnsmasq[1598]:

using local addresses only for domain

using local addresses only for domain school34
using nameserver 77.88.8.7#53(via ethusb)
cleared cache

guery[A] samba.account.school34 from 10.9.1.136
config samba.account.school34 is 10.9.1.129
query[AAAA] samba.account.school34 from 10.9.1.136
config samba.account.school34 is NODATA-IPv6
query[MX] samba.account.school34 from 10.9.1.136
config samba.account.school34 is <MX>

query[A] avers.school34 from 10.9.1.136

config avers.school34 is NXDOMAIN

query[A] avers.school34 from 10.9.1.136

config avers.school34 is NXDOMAIN

query[A] mail.service.school34 from 10.9.1.136
config mail.service.school34 is NXDOMAIN
query[A] mail.service.school34 from 10.9.1.136
config mail.service.school34 is NXDOMAIN
query[MX] yandex.ru from 10.9.1.136

forwarded yandex.ru to 77.88.8.7

query[AAAA] mcst.ru from 10.9.1.136

forwarded mcst.ru to 77.88.8.7

reply mcst.ru is NODATA-IPv6

exiting on receipt of SIGTERM
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U3 ripuBeIéHHOTO $parMeHTa BUJHO, UTO B 14:41 OBLI BBIIIOJHEH CIIeHapUM TECTUPOBaHU IIPU
IIOAKJ/IIOUeHUH K HTepHeTy uepe3 OCHOBHOE coefuHeHUe, a B 14:46 IIpOU30IIIE ITepes3alycK
JleMOHa B CBA3U C IIepex0[j0M Ha MOOWJIbHOe coefuHeHHe C VHTepHeT C IIOCIeAYIOIUM
IIOBTOPHBIM BBIIIOJTHEHUEM CIleHapud. B IepBoM ciydyae ITI0JIYYEHBI IT0JI0KUTEJIbHBIE OTBEThI
Ha BCe 3aIIpochkl KpoMe pasBe IPv6-3amipocoB, IpU TOM YTO 0TKa3 OT IPv6 B ceTH GBI OTOBOPEH
paHee. Bo BTOpoM ciiydae 3aIpochl O APYIUX IIOACEeTIX OpraHU3alii KpoMe paccMaTpUBaeMOu
ObLIM He TOJILKO OTKJIOHEHBI, HO He OBLIO [a)ke IIOIBITOK IIepeHalpaBUTh 3THU 3alpOChI
BhHIIIeCTOAIIMM  dns-cepBepaM. IlosyyeHHBIe pesyJbTaThl IIOJIHOCTBK) COOTBETCTBYIOT
TpebyeMoMy pesKUMy paboThI CIY>KOBI.

[IpoBepKa YCTOMYMBOCTHU CHCTEMBI K COOSM [eMOHCTPUpPYeTCAd B CjefylolleM ¢parMeHTe
TePMHHAJIBLHOIO ceaHca (OTK/JIMKU HEKOTOPBIX KOMAaH/][ COKpallleHbl B HeMHQOPMAaTHUBHON B
IIPUMeHEeHUH K KOHTEeKCTY YacTH):

root@server:/# ps -ef | grep dnsmasq
dnsmasq 1100 1 013:34 7 00:00:00 /usr/sbin/dnsmasq -X ..
root 1111 652 0 13:37 pts/0 00:00:00 grep dnsmasq
root@server:/# kill -9 1100
root@server:/# ps -ef | grep dnsmasq
dnsmasq 1121 1 013:37 2 00:00:00 /usr/sbin/dnsmasq -X ..
root 1130 652 0 13:37 pts/0 00:00:00 grep dnsmasq
root@server:/# systemctl status dnsmasq
* dnsmasq.service - dnsmasq - A lightweight DHCP and caching DNS server

Loaded: loaded (/lib/systemd/system/dnsmasq.service; enabled; vendor preset:
enabled)

Drop-In: /etc/systemd/system/dnsmasq.service.d

Loverride.conf

Active: active (running) since Tue 2021-05-11 13:37:41 MSK; 18s ago

Process: 1113 ExecStartPre=/usr/sbin/dnsmasq --test (code=exited, status=0/SUCCESS)
Process: 1114 ExecStart=/etc/init.d/dnsmasq systemd-exec (code=exited,
status=0/SUCCESS)

Process: 1122 ExecStartPost=/etc/init.d/dnsmasq systemd-start-resolvconf
(code=exited, status=0/SUCCESS)
Main PID: 1121 (dnsmasq)

Tasks: 1 (limit: 2315)
Memory: 1.3M
CGroup: /system.slice/dnsmasq.service
L-1121 /usr/sbin/dnsmasq -x /run/dnsmasq/dnsmasq.pid -u dnsmasq -7 ..

B satom ¢parmenTe BrIsicHseTcd PID Tekyigero mporecca dnsmasq (1100), 3aTeM 3TOT IIpoIiecc
IIoABepraeTcs yMBIIIJIEHHOMY 3aBepIIIeHUI0, II0CJIe Yero IMOBTOPHO BhICHAeTcsa PID mporiecca
dnsmasq. W3 Toro, yro PID = 1121 cymjecTByeT W OTJIMUAeTCd OT HPEABIAYIIEero, CIeayeT
OTHO3HAYHBIM BBIBOJI, YTO CJIy’K6a ObLIa IepesallyllieHa II0cjIe IaZieHUs. ITO IIOATBePKIaeTCs
Tax>kKe U BBIBOJIOM I10CJIeJHEe KOMaH/bL.

Ciy>k06a TOUHOr0 BpeMeHH

HacTpoiika

B IIEPBYIO oUepeab Tpe6yeTc5{ YCTaHOBUTH ITaKETHI NP U ntpdate CO BCEMH 3aBHCHMOCTAMM:

root@server:/# apt-get update
root@server:/# apt-get install ntp ntpdate

B cocTaB 3THX ITIaKETOB BXOIHUT pdm IIporpaMm:
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* ntpd — 1eMoH,

* ntpq — cTaHAapTHas Iporpamma /ijisi 3arpoCoB,

* ntpdc — paciMpeHHas MporpaMMa Jijisi 3arpoCoB,

* ntpdate — mporpamMma-K/IMeHT /iJis1 yCTAaHOBKW BPeMeHH B CUCTeMe TI0 Ntp,

* sntp — MPOCTOM CeTeBOM K/IMEHT

* u gpyrue (reHepaTophl K/t0Uel, Cy>keOHble, 0T/IaflouHble, CUMYJISITOPHI U JIp.)
[Tepex HacTpoMKoOM ntp.conf cienyeT cHadajla HaCTPOUTH YacoBOM mosic (dpaiin /etc/localtime),
UTO IIpaBUJIbHEE BCETO BBIIIOTHUTH IIPHU IIOMOIITM KOMaH/IbL:

root@server:/# dpkg-reconfigure tzdata

/1711 HaCTPOMKU CJIY>KObI TOYHOT'O BpeMeHHU CJle/lyeT IIPUBECTU KOHQUTYpaIlluOHHbIN daiii /etc/
ntp.conf K Buay:

# /etc/ntp.conf, configuration for ntpd; see ntp.conf(5) for help
driftfile /var/lib/ntp/ntp.drift

server ntp.school34 iburst prefer
server ntpl.vniiftri.ru iburst
server ntp2.vniiftri.ru iburst
server ntp3.vniiftri.ru iburst

interface ignore all
interface listen 192.168.0.88
interface listen 10.9.1.128/26

restrict default ignore

restrict ntp.school34 noquery notrap

restrict ntpl.vniiftri.ru noquery notrap

restrict ntp2.vniiftri.ru noquery notrap

restrict ntp3.vniiftri.ru noquery notrap

restrict 127.0.0.1

restrict 10.9.1.128 mask 255.255.255.192 kod notrap nomodify nopeer noquery limited

[TosscHeHUs K KOHQUTYpaIriMOHHOMY auiny:

driftfile — ¢aiir 11 3amIMCH YaCTOTHOM KOPPEKIIUH allllapaTHBIX YacoB, 0OHOBJISIETCS JEMOHOM
OJJMH pas B 4ac;

interface — mapameTp, OIMCHIBAIOIINI B3aUMO/IEHICTBUE C CeTEeBHIMU HMHTepdeticaMU CHCTEMEI;
13 HECKOJIbKUX TaKUX TUPEKTUB K CETeBOMY ITaKeTy IIPUMeHSIeTCs IT0CIeTHSIS ITOAXOSITIasl.

server — MCII0JIb3yeMbIH JIJIsI CHHXPOHU3AIIUM BHEIITHUM cepBep, TAKUX CEPBEPOB MOJKET OBITH
3aZlaH0 HeCKOJIbKO Ha CJIydyald HeJOCTYIIHOCTH OJHOIO WJIM HEeCKOJbKHUX U3 HUX;
OOIIOJITHUTE/IbHBIM mapaMeTp prefer o3HadaeT, YTO B Cjy4yae [IOCTYIIHOCTU IIPUOPUTET
HCII0JIb30BaHUA [0JDKEH ObITh OTaH UMEHHO 3TOMY CepBepYy.

iburst - orceIaTh 1O 8 IIAKeTOB 3a 2 CeKyHALl BMeECTO OJHOIO, 3TO IIO3BOJIIET
CUHXPOHU3UPOBAThHCA OBICTpee (3a HECKOJILKO CeKYH]I BMEeCTO HEeCKOJIbKUX MUHYT), OfHAKO He
MIOAXOUT JJISI CeTeMr ¢ HU3KOM IMPOITyCKHOM CIIOCOOHOCTHIO;

kod - kiss of death — oTIIpaBJIATHL B OTBET Ha IIaKeT, HAPyIIAIIIUY orpaHUYeHUs 110 HaTpy3Ke
Ha CePBUC OTBETHHIN ITaKeT C yBeOMJIEHUEM;

notrap — He peajJIM30BbIBaTh QYHKITHMOHAJI OIIpe/iesIeHUs II0JI0KEHU X0cTa I10 IPV6;
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nomodify - OTKJIOHATH 3allpoChl, KOTOpble IIBITAOTCI W3MEHUTH COCTOSHHE CepBepa,
paspeleHsl TOJIBKO 3aIIpOChl, KOTOPBIE JIUIIH I10JIy4aloT OTBET;

nopeer — OTKJ/IOHATHL H€ aBTOPHM30BaHHEBIE 3aIIPOCHI Ha YCTaHOBJIEHHE CBA3M, HE KaCaeTCd
IIaKeTOB, KOTOpPhBIE HE€ YCTaHABJIHUBAIOT CB43b, T.€. KJ/IHEHTOB O6CJIY)KI/IBaTb, HO He
CHMHXPOHH3HUPOBAaThCA C HUMH,

restrict default — aTa cTpoka 3ajaeT orpaHUYeHUs 110 YMOJYAHUI), 3/IeCh 110 YMOJIYaHUK) BCe
IMaKeThI KpoMe Jlajiee IBHO 0603HaUeHHBIX UTHOPUPYIOTCS;

restrict — BBOJ, OrpaHUYEHUsI HA XOCT WU CeTh (XOCT MOYKeT OBITh 3alaH KaK UMeHeM, TaK U
agpecoM, OecCMBICJIEHHO 3afiaBaTh HMMeEHEeM XOCT, MMEIOIUI HeCKOJIbKO ip ajpecoB, Kak,
Hampumep, debian.poolntp.org, T.K. B 3TOM cjay4dae OyjeT cpabaTelBaThb IIPaBUJIO II0
yMOJYaHUIO), CeTh 3aZaeTcd CBOMM aJipecOM M MacKoH, a [aJjee CJIeLyHOT KJIIOYH,
OTrpaHUYUBAIOIIUE 9Ty CETh UJIU XOCT;

limited — OTKJIOHATH 3aIIpOCHI HA CHHXPOHU3AIINIO, €CJIN IIPEBHIIIeHB] OTPaHUYeHUS Ha TpaQUK,
3alaHHble KoMaHou discard (TaM I10 YMOJIUaHUI0 MUHUMAaJIbHBIN HHTEPBAJl MeXy [TaKeTaMU
1 cexkyHza, a cpefHU — 3 CeKyH[bI), eCJU IIPpA 3TOM YCTaHOBJIeH ellle U ¢uar kod, To
OTIIPaBJIIE€TCA OTBETHBIM IIaKeT;

noquery — OTKJIOHATH 3aIIpOChI OT ntpq 1 IltpdC, CepBHC TOYHOI'O BpEMEHHU HE 3aTParuBa€TCd;

TakuMm o00pasoM, KOHQUIYpallMOHHBIM ¢aiiyl BBIHYKAaeT ntpd paboTaTh II0 CJELYIOIUM
IIpaBUJIaM:

* 1. CHHXpPOHH3HUPOBATHLCS paspelleHo TOJAbKO C 3apaHee OIIpe/ieIeHHBIMU Ntp-cepBepaMu

* 2. II0 YMOJIYaHHUIO UTHOPHUPYIOTCSI BCe IIaKeThI, OTIIpaBJIieMble K CepBepy, KpoMe SIBHO
paspelleHHbIX

* 3. BHeIIIHMM Ntp-cepBepaM He paspelleHo 06palaThCa K JIOKaJIbHOMY CO CIyKeOHBIMU
3aIrpocaMu HUJIH I10JI630BaThLCA [PV6

* 4. coelMHEHUSAM C CaMOI0 CcepBepa paspelleHo BCe, T. €. JIOKAJTHBHO MO’KHO BBHIIIOJIHATH
JII06BI€e 3aIIpOCHI K Ntp-CepBepy, YIIPaBJIATh UM, OTCJIE)KUBATH €r0 COCTOSHUE

e 5. JIOKaJIbHbIe KJIMEHTHI JOIIYCKAITCA TOJIBKO U3 YKa3aHHOM II0[ICeTH, OHU OrpaHUYeHbl
I10 IIPOITYCKHOM CIIOCOOHOCTH, HEe MOTYT BJIMATH Ha CepBep BpeMeHHU U II0ChLIaTh K HeEMY
CIy>KeOHbIe 3aIIpOChl, UM paspellleHo JIUIIb [10Jy4aTh OT CepBepa TOYHOe BpeMs

OcTaeTcsi JIUIIb ITepe3allyCTUTh IOJCUCTEMY TOUYHOTO BpeMeHU KOMaHI0H

root@server:/# systemctl restart ntp

u Y6e,III/ITBCﬂ, qTo CJIy7K6a HaXO0JHUTCA B pa6OTOCHOCO6HOM COCTOAHHNH, IIPHU IIOMOIITH KOMaH/bI

root@server:/# systemctl status ntp

[Ipu OTCYTCTBUH OLIMOG0K BBIBOJ 3TOM KOMAaH/IbI OYET II0X0K Ha:

* ntp.service - Network Time Service
Loaded: loaded (/lib/systemd/system/ntp.service; enabled; vendor preset: enabled)
Active: active (running) since Wed 2021-05-12 11:54:46 +03; 6s ago
Docs: man:ntpd(8)
Process: 2487 ExecStart=/usr/lib/ntp/ntp-systemd-wrapper (code=exited,
status=0/SUCCESS)
Main PID: 2493 (ntpd)
Tasks: 2 (limit: 2315)
Memory: 1.3M
CGroup: /system.slice/ntp.service
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L2493 /usr/sbin/ntpd -p /var/run/ntpd.pid -g -u 108:113

mas 12 11:54:46 server systemd[1]: Started Network Time Service.

Maa 12 11:54:46 server ntpd[2493]: proto: precision = 0.070 usec (-24)

Maa 12 11:54:46 server ntpd[2493]: Listen and drop on vewildcard [::]:123
Maa 12 11:54:46 server ntpd[2493]: Listen and drop on v4wildcard 0.0.0.0:123
mas 12 11:54:46 server ntpd[2493]: Listen normally on lo 127.0.0.1:123

Maa 12 11:54:46 server ntpd[2493]: Listen normally on 3 enp3s0 10.9.1.129:123
Maa 12 11:54:46 server ntpd[2493]: Listen normally on 4 enp2s0 192.168.0.88:123
Maa 12 11:54:46 server ntpd[2493]: Listening on routing socket on fd #21 for
interface updates

Maa 12 11:54:46 server ntpd[2493]: kernel reports TIME_ERROR: 0x2041: Clock
Unsynchronized

Maa 12 11:54:46 server ntpd[2493]: kernel reports TIME_ERROR: 0x2041: Clock
Unsynchronized

AWN-—-O

B 3TOM OTKJIMKe CjIeflyeT OTMeTUTh COOOIIeHUs O TOM, UTO Yachl He CHHXPOHU3UpOoBaHEI (Clock
Unsynchronized), 4To oxugaemo, T. K. CJIy>k0a 3aIlyCTUIach TOJBKO YTO, a JIsI CHHXPOHU3aI[UU
TpebyeTcsa HeKoTopoe BpeMs. Ciiefyroliiyie KOMaH/Ibl, BBIIIOJIHEHHbIE Yepes Be MUHYTHI I10CjIe
Iepesalrycka Cay>K0bl, eMOHCTPUPYIOT YCIIEIITHOCTh CUHXPOHU3allUU:

root@server:/# /sbin/ntpdate -q localhost
server 127.0.0.1, stratum 2, offset 0.000005, delay 0.02567
12 May 11:58:07 ntpdate[2518]: adjust time server 127.0.0.1 offset 0.000005 sec
root@server:/# ntpq -p
remote refid st t when poll reach delay offset jitter

*ntp3.vniiftri.r .MRS. lu 56 256 377 30.848 -0.296 2.041
+ntpl.vniiftri.r .MRS. lu 190 256 375 30.600 -0.207 0.298
+ntp2.vniiftri.r .MRS. 1l u 256 256 377 30.672 -0.338  3.232

B uYacTHOCTH, 37eCh YKas3aHO, YTO CHCTeMHBIe Yachbl CHHXPOHHU3HMPOBAHLI C JIOKAJIBLHBIM
cepBepoM C TOYHOCTBIO 70 0.000005 cexyH/BI, IIPH 3TOM JIOKAJBHBIM CepBep HMeeT YPOBEeHb
stratum 2, OTKJIOHEHMe ero 4YacoB OT YacCOB BBIIIECTOLAINEero cepBepa ntp.school34 0,296
MUJUIACEKYH/IBI, a JUCIIePCUs OTKIOHEHUH 110 pe3yJbTaTaM HEeCKOJBbKHUX II0CIeJHUX 3aIIpOCOB
cocTtaBuiIa 2,041 MUJIJIMCEKYH/IBL.

IIpu 3aJaHHBIX HACTPOMKax [IeMOH ntpd TeM He MeHee MPOCAYIIUBAaeT BCe HUHTePQEelChl
CHUCTeMBbl, HO ITHOPUPYeT IIaKeThl COIJIACHO CBOeMY KOHQUIypallMOHHOMY ¢ariny. B ToMm yucie
IIeMOH IIpociyInBaeT u IPv6-agpeca. B 3ToM MOXKHO y0eIUTHCA B BHIBOJIE KOMAH/IbI:

root@server:/# ss -ulp | grep ntp

UNCONN 0 0 192.168.0.88:ntp 0.0.0.0:%* users: (("ntpd",pid=385, fd=23))
UNCONN 0 0 10.9.1.129:ntp 0.0.0.0:% users: (("ntpd",pid=385, fd=19))
UNCONN 0 0 127.0.0.1:ntp 0.0.0.0:%* users: (("ntpd",pid=385, fd=18))
UNCONN 0 0 0.0.0.0:ntp 0.0.0.0:* users: (("ntpd",pid=385, fd=17))
UNCONN 0 0 [::]:ntp [::]:% users: (("ntpd",pid=385, fd=16))

JU1d IIpPUHYIUTEIbHOTO OTKJ/IIOUEHUS IIOAIeP>KKHU IIPOToKoJIa IPv6 1eMOHOM ciiefiyeT IPUBeCTHU
KOHOUTYpalluoHHKIN Qaiia /etc/default/ntp x BUny:

NTPD_OPTS='-4 -g'

[Tocste mIepe3arrycka cJIy>K0bl MOYKHO YOeUTHCSI, YTO IIPOTOKOJI IPV6 GOJIbITE HE HUCII0JIB3YeTCS:

root@server:/# systemctl restart ntp

root@server:/# ss -ul | grep ntp

UNCONN 0 0 192.168.0.88:ntp 0.0.0.0:%* users: (("ntpd",pid=815, fd=19))
UNCONN 0 0 10.9.1.129:ntp 0.0.0.0:* users: (("ntpd",pid=815, fd=18))
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UNCONN 0
UNCONN 0

127.0.0.1:ntp T* users: (("ntpd",pid=815, fd=17))
0.0.0.0:ntp * users: (("ntpd",pid=815, fd=16))

[cNo]
[cNo]
[cNo]
[cNo]
[cNo]

CBoll CHUCTeMHBINM >JKypHaJ ciayx6a Befer B ¢aiisie /var/log/daemon.log, B KOTOpbIH
3alUCHIBAIOT CBOU COOOIEHUS U [pyrue CIyKObI. /I1g II0JIydeHUs BBIOOPKU COOOIeHUH,
CBSI3aHHBIX CO CJIY>KOOM ntp, 3a HEKOTOPHIM UHTepBasl BpeMeHU (Hampumep 08:00-10:30
TeKYIIero IHs) clefyeT BOCII0IL30BaThCI KOMaHI01

root@server:/#journalctl -u ntp --since 08:00 --until 10:30

3amuTa oT najieHui (AaBTOMaTH4YeCcKoe BO300OHOBJ/IEHHE)

JUtsa OpraHHu3alli1d aBTOMAaTHYE€CKOI'O0 BOCCTAHOBJICHUA pa6OTOCHOC06HOCTI/I CJIY)K6BI mnocJie cbos
MOZKHO BOCIIOJIB30BaThCA CpeACTBaMU CHCTEMBI MHUITHAJIM3aIIUH systemd.

B mepBYy10 ouepenb CaefyeT IPOBEPUTH TEKYIIHe ITapaMeTphl CIIy>KObI KOMaHIOM:

root@server:/# systemctl show ntp
Type=forking

Restart=no

NotifyAccess=none
RestartUSec=100ms
TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

Kak BUIHO M3 OTKJIMKA KOMaHALI (OH IIPpUBENEH 37eCh B CHUJIBHO COKpallléHHOM BH/IE,
cofieprKallieM BaKHBIE B TEKYII[eM KOHTEKCTe CTPOKH), [Tepes3allyCK CIy>KObl OTKIIOUEH.

3areM ciefyeT BBHIIIOJTHUTH pefaKTUPOBaHUeE CIIY>KObI IIPU IIOMOIITH KOMaH/IbI:

root@server:/# systemctl edit ntp

[Ipu aTOM 6YZET OTKPBIT TEKCTOBBIM peJaKTop, B KOTOPOM HE00X0JUMO BHECTH OIIpefie/IEHHbIe
IIpaBKU. B cilydae NIOATBep)XIeHUS COXpaHEHUsI U3MEHEeHUM IIPU BbIXOZe U3 TEeKCTOBOIO
pemakTopa B cucTreMe cosgaérca ¢ann /etc/systemd/system/ntp.service.d/override.conf, B
KOTOPOM 3TH IIOIIPaBKU U XpaHATcd. [Ipy odepesHOM 3amycKe CIy>KObl OHU II€peOIpe/lesIstoT
HWCXO/IHbIe 3HAaUeHWs IIapaMeTpoB. /I pellleHHs 3aJadu IlepesalyckKa CJIy»KObl IpH cOOsIX
LOCTAaTOYHO C/IELYIOIIer0 COLEP>KUMOro 3TOro ¢pauma:

[Service]
Restart=on-failure

CTOHUT OTMETUTH, UTO TaKHe U3MEHEeHUsI B CIIYKOe COXPaHSIIOTCS U IIPU YCTaHOBKe 00HOBJIEHUM
CHUCTEMBI.

[Tocsile BHeCeHUsI U3MeHeHUH cileflyeT Ilepe3allyCTUTh CAYKOy U y6eAUThCs, UTO M3MEeHEeHUs
IIapaMeTpPOB YUTEHBL:

root@server:/# systemctl restart ntp
root@server:/# systemctl show ntp
Type=forking

Restart=on-failure

NotifyAccess=none

RestartUSec=100ms
TimeoutStartUSec=1min 30s
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TimeoutStopUSec=1min 30s

IIpoBepKa paboOTOCIOCOOHOCTH H YCTOMYMBOCTU

IIpoBepka pab0oTOCIIOCOOGHOCTH CIY>KOBI TPUBHAJIbHA: C IIOAK/IIOUEHHOIO K BHYTPEeHHEH ceTH
Windows-KyIHeHTa BBITIOTHSIETCS 3alIpOoC Ha KOPPEKTUPOBKY BPeMeHH.

HpOBepKa YCTOI;’I‘II/IBOCTI/I CHCTEMBI K COOSIM OJEMOHCTPHPYETCA B CJ/IIEAYIOIIIEM c];parMeHTe
TEPMHUHAJIBHOI'O CeaHCa (OTKIIMKH HEKOTOPBIX KOMAHI COKpaIll€eHbl B HeHH(l)OpMaTHBHOﬁ B
IIPUMEHEHHH K KOHTEKCTY YacTH):

root@server:/# systemctl status ntp
* ntp.service - Network Time Service
Loaded: loaded (/lib/systemd/system/ntp.service; enabled; vendor preset: enabled)
Drop-In: /etc/systemd/system/ntp.service.d
Loverride.conf
Active: active (running) since Thu 2021-05-13 09:56:43 +03; 5min ago
Docs: man:ntpd(8)
Process: 861 ExecStart=/usr/lib/ntp/ntp-systemd-wrapper (code=exited,
status=0/SUCCESS)
Main PID: 867 (ntpd)
Tasks: 2 (limit: 2315)
Memory: 1.3M
CGroup: /system.slice/ntp.service
L-867 /usr/sbin/ntpd -p /var/run/ntpd.pid -4 -g -u 108:113
root@server:/# kill -9 867
root@server:/# systemctl status ntp
* ntp.service - Network Time Service
Loaded: loaded (/lib/systemd/system/ntp.service; enabled; vendor preset: enabled)
Drop-In: /etc/systemd/system/ntp.service.d
Loverride.conf
Active: active (running) since Thu 2021-05-13 10:02:13 +03; 5s ago
Docs: man:ntpd(8)
Process: 878 ExecStart=/usr/lib/ntp/ntp-systemd-wrapper (code=exited,
status=0/SUCCESS)
Main PID: 884 (ntpd)
Tasks: 2 (limit: 2315)
Memory: 1.2M
CGroup: /system.slice/ntp.service
L884 /usr/sbin/ntpd -p /var/run/ntpd.pid -4 -g -u 108:113

B aToM ¢pparmMeHTe mpoBeEpPSETCS CTAaTyC CIY>KOBI TOUHOIO BpeMeHU, K3 OTBETHOI'O COOOIIeHUs
BeIicHAeTcs1 PID Tekyimiero mporecca ntpd (867), 3areM 3TOT IHpOIecC IIOABEpPraeTcs
YMBIIIUIEHHOMY 3aBepIlleHHI0, II0CJe Yero IIOBTOPHO IIPOBEpPSeTCs CTaTyC CIyKObl U
BhIICHsAeTCS PID BHOBB 3aIlyll[eHHOro IIporecca ntpd (884). PaboTOCIIOCOOHOCTD CIIY>KOBI TaKKe
IIOJITBEPIKAAeTC s IOBTOPHOM YCIIEIITHOM CHHXPOHU3aIlHel C CepBepOM TOTO yKe KJIMEeHTa.

Ciay>x0a yzmanéHHoro ynpasjaeHuss SSH

VcraHOBKa ssh MoyKeT OBITH BBIIIOJIHEHA KaK Ha JTalle YCTaHOBKH CHUCTEMBEI, TaK U II0CJIE IIPpHU
IIOMOIITH KOMaH/[

root@server:/# apt-get update
root@server:/# apt-get install ssh
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Ha [gaHHOM cepBepe Ssh HCIIOIB3yeTCd KaK €JUHCTBEHHOE CPeJCTBO YZAaJEHHOIO BXOAa U
aJMUHUCTPUPOBAHUS. YUUTHIBas IIOJIOKeHHEe cepBepa B CeTH, ssh IIpUHHMaeT coelUHEHUs
TOJILKO Ha BHeIIIHeM (HeJOCTYITHOM [JIs1 KJIMeHTOB) uHTepdelice. TeM He MeHee, JO/DKHBI OBITh
IIPeIIPUHATH] CYyIlleCTBEHHbIE Mephl I10 3alljiTe CUCTeMBbl YAAJIEHHOI0 aMHUHUCTPHUPOBaHUSL
9THU MepHl paclipefie/ieHbl Ha TPH 3IlIeJIOHA: CeTeBOM QUIIBLTP, 6a30BYI0 HACTPOMKY cepBepa W,
C06CTBEHHO, HACTPOUKY CaMOM CIIy>KOHI ssh.

O HaCTpO¥Ke CETEBOr0 IKPAaHUPOBAHMUS CKa3aHO HIDKE, 0 6a30BOM HACTPOIKe cepBepa — BBIIIIE
IIPU OITHCAHUH CITHCKOB JIOCTYTIA ¥ CTAaTHYECKUX arp-3aIlucet.

KacaTesbHO HaCTPOMKH CaMOM CIY>KOBI ClefyeT BBIZIEJIUTH ABa HAaIlpaBJIeHUS: 3alliuTa OT
HeCaHKIIMOHUPOBAaHHOIO J0CTyIIa U obeclleyeHHe 6€30TKa3HOI0 GQYHKIIMOHUPOBAaHUA.

HacTpoiika

OCHOBHOM KOHOUT'YpaIlMOHHBIN Qaiin cayKOb! /etc/ssh/sshd_config cienyeT ripuBecTy K BULY:

Port 22

ListenAddress 192.168.0.88
AddressFamily inet
Protocol 2

PermitRootLogin no
AllowUsers administrator
PasswordAuthentication yes
PubkeyAuthentication no
KerberosAuthentication no
HostbasedAuthentication no
IgnoreRhosts yes
PermitEmptyPasswords no
X11Forwarding no

TeM caMbIM 06ecrieqrBaeTCs CIIeAYIOITUN ITOPSI0K PaboTkl cepBepa ssh:
Port 22 — cepBep IpUHUMAaET COOOIIeHUS Ha 22 IIOPTY 110 IIPOTOKOJY tCp.
Protocol 2 — ucrosb3yeTcs IIPOTOKOJI SSh Bepcuu 2.

AddressFamily inet — paspellleHO HCIIOJIb30BaHHE IIpoTOoKoJa IPv4, mcmosb3oBaHue IPv6
OTKJIFOYEHO.

PermitRootLogin no — yraJ€HHEIN BX0[ B CUCTEMY OT UMEHU CYIIepIIoIb30BaTesIsd 3allpeléH.

AllowUsers administrator - ygajJ€HHBIM BXOJ PaspelléH TOJbKO [JId I10Jb30BaTesIsd
administrator.

PasswordAuthentication yes — paspelieHa ayTeHTH(QHUKAIIUA TOJIBKO II0 IIapOJII0, OCTaJbHbIE
METOABI 3aIIPEeIeHbI, T. K. He UCII0JIb3YIOTC.

PermitEmptyPasswords no — saIrpereHo UCII0J1b30BaHUe IIYCTHIX I1apOJIei.

X11Forwarding no - He paspellleHa Ilepegaya Tpaduka o IpoTokoay X11, T. K. OH He
HCIIOJIb3YEeTCSI CEPBEPOM.

[Tocsie TipuBeieHUs 3TOrO Qaiiia K 3alaHHOMY BUY CJIelyeT Ilepe3alyCTUTh CIy>K0y ssh, 3aTem
ybeUThCs, YTO OHA YCIIEITHO 3aIlyllleHa U IPUHUMAaeT COeJUHEeHUs TOJIbKO II0 IIPOTOKOJIy IPV4.
9TO MOJKHO CZieJIaTh CJIeyIOIHMU KOMaHJaMU:

root@debian:/# systemctl restart sshd
root@debian:/# systemctl status sshd
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* ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Wed 2021-05-05 11:58:06 MSK; 10s ago
Docs: man:sshd(8)
man:sshd_config(5)
Process: 3838 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 3839 (sshd)
Tasks: 1 (limit: 2315)
Memory: 1.1M
CGroup: /system.slice/ssh.service
L-3839 /usr/sbin/sshd -D

mMaa 05 11:58:06 server.account.school34 systemd[1]: Starting OpenBSD Secure Shell
server...

mas 05 11:58:06 server.account.school34 sshd[3839]: Server listening on 192.168.0.88
port 22.

mMaa 05 11:58:06 server.account.school34 systemd[1]: Started OpenBSD Secure Shell
server.

root@debian:/# ss -Htulp | grep ssh

tcp LISTEN 0 128 192.168.0.88:ssh 0.0.0.0:* wusers:(("sshd",6pid=3839,fd=3))

CBoll CcHUCTeMHBIN JXypHas ciayx6a BenéT B ¢aiise /[var/log/daemon.log, B KOTOpBIH
3allMCHIBAIOT CBOM COOOIIleHUS U [pyTHe CIYKOBL /I II0oJy4eHUs BBIOOPKU COOOII[eHUU,
CBSI3aHHBIX CO CIY>KO0M ssh, 3a HEKOTOPHIM MHTEepPBal BpeMeHHU (HallpyuMep 3a TeKYIUM 1eHb)
cJIefyeT BOCIIO/Ib30BaThC KOMaH0U

root@server:/#journalctl -u ssh --since today

3amuTa oT najieHu (AaBTOMaTH4YeCKoe BO300OHOBJ/IEHUE)

VIpaBieHHeM CJIyX0aMH B CHCTeMe 3aHHMaeTCsd MeHe/pKep 3arpysku M ciayX6 systemd,
MMEeHHO OH U obeclieynBaeT (IIpA [O/DKHOM HAaCTpOMKe) aBTOMAaTH4YeCKOe BO30OHOBJIEHME
cIy>K0 B cily4yae UX IlaZieHUs. B paccmMaTpuBaeMol CHCTeMe TaKasi HaCTpOMKa JJIs CIy>KOBI ssh
BBIIIOJIHEHA U3HAYaIbHO COOPIIUKaMHU JUCTPUOYTUBA OIlepalluOHHOM CUCTEMBL.

IIpoBepKa paboOTOCIIOCOOHOCTH M1 YCTOMYUBOCTH

ﬂJIH IIPOBEPKH COCTOAHHUA CJIY>K6.BI MOZKHO BOCIIOJ/JIB30BaThCA KOMaH,ZI;Ofl

root@debian:/# systemctl status ssh

UToObl IIPOBEPUTH, KaKHe IIOPTHIL, ajapeca U HUHTepdelchl IIpocaylIinBaeT ssh, MOXXHO
BOCII0JIb30BaThCs KOMaH/I0U

root@debian:/# ss -Htulp | grep ssh

Cnemyronuii ¢pparMeHT TePMHHAJILHOTO CeaHca JAEeMOHCTPHPYET MOMBITKH BXO0Ja B CHCTEMY
yIQJIEHHO C pa3pelIéHHOro X0CTa IT0/T Pa3HbIMU YUETHBIMH 3aITHCSIMH:

administrator@admin:~$ ssh administrator@server.account.school34
administrator@server.account.school34's password:
Last login: Thu May 13 09:43:44 2021 from 192.168.0.2

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
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permitted by applicable law.

administrator@server:~$ logout

Connection to server.account.school34 closed.
administrator@admin:~$ ssh root@server.account.school34
root@server.account.school34's password:

Permission denied, please try again.
root@server.account.school34's password:

Permission denied, please try again.
root@server.account.school34's password:
root@server.account.school34: Permission denied (password,keyboard-interactive).
administrator@admin:~$

Kak BUHO U3 3TOTO dparMeHTa, BXOJ, OT UMeHHU administrator BBIIIOJTHEH YCIIEITHO, a BXOJ, OT
HMEHU root He BBITIOJIHEH JJa’Ke HECMOTPS Ha BBO/L IIPaBUJILHOTO I1ApOJIS.

ITpu HOIIBITKE BXO/A C XOCTa, OTJIMYHOIO OT Pa3pelIéHHOT0 (KaK U3 BHYTPEHHEH CeTH, TaK U U3
BHEIITHEHN), KJIUeHT IIoJydaeT Coo0IeHre (IIPpU OTKJIYEHHOM ¢aiiepBoJje paccCMaTpPpHUBaeMOro
cepBepa):

xubuntu@xubuntu:~$ ssh administrator@server.account.school34
ssh_exchange_identification: read: Connection reset by peer

JTO SABJISIETCI pPe3yJabTaTOM paboThl CIIMCKOB KOHTPOJIA LOCTyIIa. IIpy BKIIOUEHHOM (datiepBoJie
KJIMEHT II0JIy4aeT UHOe COOO0IleHue:
xubuntu@xubuntu:~$ ssh administrator@server.account.school34

ssh: connect to host administrator@server.account.school34 port 22: Connection timed
out

O/IHaKO B 000HX C/Iy4asiX B IIOOKJIIOYEHHWH K CEPBEPY OTKAa3aHO.

OpyvH ©3 Croco60B IIPOBEPKM aBTOMATHUUYECKOTO BOCCTAaHOBJIEHHUS pPaboTOCIIOCOOHOCTH
IIPUBEJEH B C/IeIYIOI[eM TepMUHAJIbHOM CeaHCe:
root@server:/# date

Yt maa 13 11:21:07 +03 2021
root@server:/# ps -ef | grep ssh

root 420 1 0 08:00 ? 00:00:00 /usr/sbin/sshd -D

root 774 420 0 09:43 ? 00:00:00 sshd: administrator [priv]
adminis+ 776 774 0 09:43 ? 00:00:00 sshd: administrator@pts/0
root 970 794 0 11:21 pts/0 00:00:00 grep ssh

root@server:/# kill -9 420
root@server:/# ps -ef | grep ssh

root 774 1 0 09:43 ? 00:00:00 sshd: administrator [priv]
adminis+ 776 774 0 09:43 ? 00:00:00 sshd: administrator@pts/0
root 972 17 0 11:22 7 00:00:00 /usr/sbin/sshd -D

root 975 794 0 11:22 pts/0 00:00:00 grep ssh

root@server:/# systemctl status sshd

* ssh.service - OpenBSD Secure Shell server

Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2021-05-13 11:22:08 +03; 14s ago

Docs: man:sshd(8)

man:sshd_config(5)

Process: 971 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 972 (sshd)

Tasks: 4 (limit: 2315)

Memory: 10.1M

CGroup: /system.slice/ssh.service

t:774 sshd: administrator [priv]

776 sshd: administrator@pts/0
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777 -bash
972 /usr/sbin/sshd -D

Maa 13 11:22:08 server systemd[1]: Starting OpenBSD Secure Shell server...

Maa 13 11:22:08 server systemd[1]: Started OpenBSD Secure Shell server.
root@server:/#

3mecy CcHayajsa OTOOpa)keHbl CHCTEMHBIe JaTra U BpeMs, 3aTeM IIOJIy4YeH CIIMCOK
BBIIIOJIHAIOIIUXCSI IIPOIIECCOB B CUCTeMe, OTOUILTPOBAHHBIN 110 YIIOMUHAaHUI0 sSsh. Kak MO>XHO
BUJIeTh M3 ITOr0 CIUCKA, B cucreMe paboraet 1mpoitecc sshd c pid 420. Ciexgyroiiasds KOMaHAa
yOouBaeT 3TOT IIpoliecc. [lajlee AeMOHCTPUPYETCS, UTO IIPOIlecC MeMCTBUTEJBLHO YOUT, HO yXKe
pa6oTaeT HOBBIM mporecc ¢ PID 972 u ciaykba ycCIIeIlIHO Iepe3alyiieHa. [Ipyu aToM cieayeT
OTMETUTD, UYTO IKCIIEPUMEHT BHIIIOJIHAJICA Uepes SSh-IIoAKIII0ueHre ¢ KOMIIbIoTepa CUCTEMHOI0
aJMHUHHCTPATOpPA, HO paspbliBa COeJUHEHUs He IIPOU3OIILIO.

Hacrtpoiika NUT

JHeprocHab’keHHe paccMaTpUBAaeMOIO CepBepa OCYIeCTBJSeTCd C IIOMOIIbI0 JIMHEWHO-
WHTepaKTUBHOI0O HCTOYHUKA 6ecrepeboitHoro nurtaHus Cyber Power BR650ELCD-RU. /[lis
obecrteyeHUs1 IIPaBUJILHONM 00pabOTKU IlepeboeB C 3JeKTPOIIMTAaHHUEM Ha CepBepe CJefyeT
yCTaHOBUTH U HacTpouTh cucteMy NUT (network UPS tools).

HacTpoiika

Hayatpb cienyer ¢ yctaHOBKHM NUT. CricTeMa COCTOMT M3 TPEX KOMIIOHEHTOB: JapatiBepa HBII,
JeMoOHa U Ki1ueHTa. KoMaHa

root@server:/# apt-get install nut

yCTaHaBJIMBaeT BCe HeOOXOAUWMBble IIaKeThbl. II0 3aBeplleHUM €€ BBIIIOJIHEHUS CJeayeT
OIIpe e IUThC ¢ apariBepoM HBIL. [ly1s1 3TOTO B IIEPBYI0 oUyepeb HEOOXOIUMO HAaWTU B COCTABe
rakera nut-server ¢aii-ClipaBOYHUK I10 JpariBepaM UCTOYHUKOB 6eCcriepe6oHOT0 IIUTaHU:

root@server:/# dpkg -L nut-server | grep driver
/1ib/systemd/system/nut-driver.service
/usr/share/nut/driver.list

Janee cienyer cobpaTh cBefeHUA 06 ucmosbdyeMoM WBII mpu IomMoInu KOMaHJ, (BBIBOZ,
YaCTUYHO COKpAIéH B HeMHQOPMaTUBHOM YaCTH):

root@server:/# lsusb
Bus 003 Device 007: ID 0764:0501 Cyber Power System, Inc. CP1500 AVR UPS
Foot@server:/# 1susb -d 0764:0501 -v

Bus 003 Device 079: ID 0764:0501 Cyber Power System, Inc. CP1500 AVR UPS
Device Descriptor:

bLength 18
bDescriptorType 1
bcdUSB 1.10
bDeviceClass 0
bDeviceSubClass 0
bDeviceProtocol 0
bMaxPacketSize0 8
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idVendor 0x0764 Cyber Power System, Inc.
idProduct 0x0501 CP1500 AVR UPS
bcdDevice 0.01
iManufacturer 3 CPS
iProduct 1 UPS VALUE
iSerial 0
bNumConfigurations 1
Configuration Descriptor:
bLength 9
bDescriptorType 2
wTotallLength 0x0022
bNumInterfaces 1
bConfigurationValue 1
iConfiguration 0
bmAttributes 0xcO0
Self Powered
MaxPower 50mA
Interface Descriptor:
bLength
bDescriptorType
bInterfaceNumber
bAlternateSetting
bNumEndpoints
bInterfaceClass
bInterfaceSubClass
bInterfaceProtocol

Human Interface Device

oOow-—-ocopr~O

V>Ke 13 3TOro BBIBOJla MOXKHO Ha OCHOBaHMM Kjlacca UHTepdeiica IIpeAIlonoKUuThb, 4yTo HBII
yIpaBJiseTcs gpavBepoM usbhid-ups. OTKJIUK KOMaH/IbI

root@server:/# cat /usr/share/nut/driver.list | grep CP1500
"Cyber Power Systems"  "ups" "2" "CP1500AVRLCD" "USB"  "usbhid-ups"

IIOATBEP)KAAaeT 3TO IpeAIIoIoKeHne. Taxoke B HEM yKa3aHO, UTO YPOBEHDb IO/JIEP>KKU paBeH 2,
YTO 03HavaeT $pparMeHTapHYI0 IIO/ZIeP>KKY OTKPBITOTO IIPOTOKOJIA.

[Jlajiee cieyeT IPUCTYIIAaTh K HaCTPoriKe KOMIIOHEHTOB NUT ¢ yUéToM CBeJleHUM, IIPUBEIEHHBIX
B PYKOBO/ICTBe pauBepa

root@server:/# man 8 usbhid-ups

Bo-iepBBIX I0TpebyeTcsa 06eCIeunuTh IIPaBUILHYI0 PeaKIlUio CUCTeMbl Ha o6HapyxeHUe HBII.
Tak Kak 3TO YyCTPOMCTBO HOpHHAIIeXHAT Kiaaccy HID (Human Interface Device), To Iipu
OOHapy’XeHUM OHO 3aXBaTHIBAeTCs COOTBETCTBYHOIIUM [ApaiBepoM, [esas HeBO3MOXXHBIM
npuMeHeHHe fpaviBepa NUT. UT0o6bI aTOrO M36€KaTh, HAaJO IIOCTAaBUThL IIOACHUCTeMy udev B
HU3BECTHOCTH 0 TOM, UTO ApariBep HID He fo/DKeH IIPUMeHSTHCS. IMEHHO 3TO U OBLJIO C/ieJIaHoO B
paszesie «Hactpotika rmogcucteMsl UDEV».

CirefyrOIiUM I1arOM SBJISETCS 3alloJIHEHHe KOHQUIrypalioHHoro ¢arisia /etc/nut/ups.conf. B
3TOM ¢aisle [O/DKHBI OBITh CO3[LAHBI CEeKIIMH C OIIMCaHMeM KaKIOT0 YCTPOMCTBA,
IIOAKJ/JIIOUEHHOIO K paccMaTpuBaeMoi cucreMe (emuHCTBeHHBIM HWBII B gaHHOM ciydae).
BHyYTpU 9TOM CeKIIUU [AOJDKHBI OBITh YKasaHbI JpariBep U HeoOXOAUMBbIe I ero paboThl
napaMeTpsl. Ha aToM cepBepe ¢aiiyl UMeeT BUL:

maxretry=3

[BR650ELCD]
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driver=usbhid-ups

port=auto

vendorid=0764

productid=0501
default.battery.voltage.high=13.6
default.battery.voltage.low=10.5
desc="Cyber Power BR650ELCD-RU"

B Hauasie ¢aisia crouT mapaMerp maxretry. OH yKasblBaeT KOJIMYECTBO IIOIBITOK 3allyCcKa
IpariBepa. ITOT IapaMeTp II0Jie3eH I YIIpaBJeHUs Me[JIEeHHBIMH YyCTpoMcTBaMHU. /[lajee
CIelyeT 3aroJIOBOK CeKIuH, cofeprxkamuii umMms UBIl miss NUT. Mg Mo>KeT OBITH BBIOPAHO
IOCTAaTOYHO CBOOOAHO, HO [TOJDKHO OBITH eNUWHBIM I HeCKOJIbKUX KOHQUIYpPAIlMOHHBIX
¢arsioB. BHYTpPU CeKIIMM yKas3aH AparBep, HOpT IopkiarodeHus WBIl, uaeHTHUOUKATOPHI
IIPOU3BOJUTEJII U YCTPOMCTBA, TeKCTOBOe omrcaHue MBI, a Takke HaIIpsOKeHUs, co3aBaeMble
6aTapeeii NUFBII 11pu BEICOKOM X HU3KOM YPOBHSAIX 3apsija.

[TapameTp port o6s3aTesieH, HO IIpU IIOAKJIOYEHUH II0 IIrHe USB ero 3sHaueHHe MOJKET
0Ka3aThCd HEeIIOCTOSIHHBIM fake ecau MBII Bcerma MOAK/IOUEH K OJHOMY U TOMY JKe pasbémy. B
TaKOM CJIy4yae ¥ yKasbIBaeTCd 3Ha4YeHue auto. IIpu 3TOM IIOMCK COOTBETCTBYIOIIIEIO YCTPOMCTBA
BBIIIOJIHAETCS 110 UHBIM KPUTEepUaM, HallpuMep, 110 UAeHTUPUKaTOpaM MOJesN YCTPOHCTBa U
IIPOM3BOAUTEIIA. B IpUMeHeHUH K UMERIIeMyCsl UCTOYHUKY ITUTaHUA CIelyeT OTMETUTE, YTO B
IaMATH YCTPOMCTBA He yKa3aH ero CepUUHbIM HoMep (3HaueHUe 0 B IIPUBENEHHOM BHIIIIE
IeCKpUIITOpe yCcTpoMcTBa Ay mosd iSerial). IlosToMy B 00IieM ciay4yae IIOAKJIHOUYEHUE ABYX
Takux HMBII Kk ogHOMYy cepBepy (cxeMa «Big Box» B TepmuHosioruu NUT, mpuMeHsemasd,
HallpuMep, ecJd CcepBep HMeeT [Ba 0JI0Ka IIMTaHUA) MOXKET OKas3aTbCd BecbMa
npobsieMaTUYHBIM. OfHAKO B paccMaTpyUBaeMOM CHCTeMe 3TOM IpobseMbl HeT. KacaTeabHO
3HAUeHUM HaOpsOoKeHU#, TO OHU ObUIM BBIICHEHBI 3apaHee II0 OIBITY IIpefbIayIlei
skciutyaTanuu WBII, a X mosyyeHUe B HAaCTPOEHHOU cucTeMe OyjeT IIPOeMOHCTPHUPOBAHO
HrpKe. [Ipy mepBOHaYaJIbLHOM HacTpoiike HOBOro VBII aTU faHHBIE MOTYT OBITH «yraJjaHbl» Ha
OCHOBAHUM BHYTpPeHHeN KOHCTPYyKIuH HBII, moKymMeHTaluu K HeMy, IIOZCKasKaX [pamBepa
IIPpA IIepBBIX 3allyCKaX K XapaKTepUCTUKaX MCII0OJb3yeMbIX OarTapeil. Tak HMeroleecs
YCTPOMCTBO COZEP>KUT OJHY OaTraper0 HOMUHa/JIbHBIM HamnpspKkeHHeM 12 B, oTKyza
IIepBOHAYa/IbHOU OIIeHKOM 3HAaYeHUH I1apaMeTPOB MOKHO HIPUHATE 12 B 1 10 B [y1s1 BEICOKOTO
1 HU3KOI'0 3apsiia COOTBETCTBEHHO.

[Tocsie HaCTPOMKU JpaiiBepa CjefyeT HaCTPOUTH IeMOH upsd. Ero KOHQUIYpaIMOHHbBIN ¢aiiil
/etc/nut/upsd.conf coriacHO MMeIOIIelcs ITI0CTAHOBKE 3a/ia4ud OJ/DKeH COJepr>KaTh JIUIIL OJHY
CTPOKY:

LISTEN 127.0.0.1 3493

Takum o6pasoM eMOH OyZeT IIPOCAyIIUBaTh CTaHAAPTHBIU ITOpT NUT TOJILKO Ha JIOKaJIbHOM
IeTIeBOM HHTepdetice. B ciydae eciy CUCTeMHOMY aJMUHUCTPATOPy IIOTpebyeTcs yAarléHHO
yIIpaBJIATh NEeMOHOM, TO IIOAKJIIOUEHHe K CHCTeMe CJjefyeT BBIIIOJHATH II0 IIPOTOKOJY Ssh.
KoHeuHO 3TO HpemATCTBYeT CO3LaHUI0 I[eHTPaJINu30BAHHOM CUCTeMBbI MOHUTOpuHTra WBII
YPOBHSA OpraHMU3allly, HO 33/[a¥a CO3aHUsI TAKOM CUCTeMEI Ha JaHHBIM MOMEHT He CTaBUTCH, K
TOMY JKe cepBep OyXrajTepuu JOoJKeH ObITh MaKCUMaJJbHO aBTOHOMEH U 3all[UIIEH.

KpoMme TOTO, IeMOHY HEOO6XOIMMO ITPEJOCTABUTH CIIMCOK pas3pellléHHBIX I10Jb30BaTesel, X
IapoJieil ¥ IOJIHOMOYUH. 37iech B Qa1 /etc/nut/upsd.users cieyeT IPUBECTH C TOYHOCTHIO 10
KOMMeEHTapHeB K BUY:
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[upsmon]
password = upspasswd
upsmon master

JTO 03HAUAEeT, UTO /[EMOHY U3BECTEH I10JIb30BATEJb UPSMON C IIapoJieM upspasswd, ITMeoIui
IIPaBO HE TOJIHKO IOJIYYaTh JaHHBIe 0T UBII, HO ¥ YIIPaBJISITh UM.

Jasee TpebyeTcd HACTPOUTH KJ/IWEHTCKYH IIPOrpaMMy, IPH IMIOMOIIM KOTOPOM H OyAyT
BBIIIOJIHATHCS OOpallleHus1 K JAeMOHy. IIpocTeMIlled TakoM HIporpaMMOM SBJISeTCS upsmon,
KOTOpasl HacTpauBaeTcd yepes ¢aiy /etc/nut/upsmon.conf. /[yi1 paccMaTpUBaeMOM CUCTEMBI
OyZeT LJOCTaTOYHO CJIeAYIOIero KOHQUIryparuoHHoOro daia:

RUN_AS_USER nut

MONITOR BR650ELCD@localhost 1 upsmon upspasswd master

MINSUPPLIES 1

SHUTDOWNCMD "/sbin/shutdown -h +0"

POLLFREQ 5

POLLFREQALERT 5

HOSTSYNC 15

DEADTIME 15

POWERDOWNFLAG /etc/killpower

RBWARNTIME 43200

NOCOMMWARNTIME 300
FINALDELAY 5

B 3TOM KOHQUIyparluOHHOM Qaiisie OOJBIINMHCTBO IlapaMeTPOB MMeEIT 3HadeHUs II0
yMoTyaHuto. II0siCHeHUsI K HUM MOTYT OBITh JIETKO Hal/leHbI B

root@server:/# man 5 upsmon.conf

Cirenyer OTMETHUTH JIMIIL TO, YTO IIPOIIECC upsmon 3alryckaeTcs OT HMMEHH CHCTeMHOIO
II0JIb30BaTesId nut ¥ orcaexuBaeT coctogHue MBIT BRL650ELCD, ITOAKIIIOUEHHOTO K CepBepy U
yIIpaBJIIeMOMY TaK>Ke C Hero.

HaxkoHer B ¢atize /etc/nut/nut.conf ciexyer BbIOpaTh pesXuM paboTsl Bcell crcTteMbl NUT. B
paccMaTpuBaeMOM CHUTyaIiuM 3TOT Qaiyl NoJDKeH cofep)kaTh (KpoMe KOMMeHTapHeB) JIHIIh
CTPOKY

MODE=standalone

CienmyeT cfiesiaTh psfi 3aMedaHUM, KacarIuxcs 6e30I1aCHOCTH CUCTeMBL. B daiiiax upsmon.conf
u upsd.conf OTKPBITBIM TEeKCTOM YyKa3aH IIapojib, II03BOJISIIONIWI YIPaB/ISAThH ITUTaHUEM
CUCTEMBI, IIyCTh U TOJIBKO JIOKaJIbHO. I103TOMy 3TH Qaiyibl He NOJDKHBI OBITH TOCTYIIHBI JIJIT
YTeHUsI HUKOMY, KpOMe CHCTEeMHOTO I10JIh30BaTeJisi, 0T UMeHH KOTOPOro OHU paboTaloT. Ilpu
9TOM Jjake JIJI1 9TOTO II0JIb30BaTessI OHHU JOJDKHBI OBITH HEJOCTYIIHBI [JI1 3alIUCHU. ITH MepHI
y>Ke peayii30BaHbI COOPIIMKAMU JUCTPUOYTUBA ONEParMOHHOM CHCTEMBI, YTO XOPOIII0 BHUHO
13 CJIeIyI0Iero pparMeHTa TepMHUHAJIBLHOTO CeaHca:

root@server:/# 1ls -1 /etc/nut

nToro 24

-rw-r----- 1 root nut 1544 mas 31 10:12 nut.conf
-rW-r----- 1 root nut 208 mas 28 10:08 ups.conf
-rw-r----- 1 root nut 22 maa 31 10:02 upsd.conf
-rwW-r----- 1 root nut 2184 mas 31 10:20 upsd.users
-rw-r----- 1 root nut 249 mas 31 10:32 upsmon.conf
-rw-r----- 1 root nut 3887 moH 1 2018 upssched.conf
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IToce

3aBeplIeHUs pefaKTUPOBaHUA KOHOUIYpPAIlMOHHBIX (aiiyioB

OCTaéTcsg JIUNIb

Ilepe3allyCTUTh B YKa3aHHOM IIOpSiIKe TPU CJIy»KOBI KoMIIoHeHTOB NUT u y6eiuTbcs B
YCIIEIITHOCTH 3TOTO Ilepe3alrycKa:

root@server:
root@server:
root@server:
root@server:
root@server:
root@server:
root@server:

/#
/#
/#
/#
/#
/#
/#

systemctl
systemctl
systemctl
systemctl
systemctl
systemctl

stop nut-monitor
stop nut-server

stop nut-driver

start nut-driver
start nut-server
start nut-monitor
status nut-driver

systemctl

* nut-driver.service - Network UPS Tools - power device driver controller

Loaded:
enabled)
Active:
Process:
Main PID:
Tasks:
Memory:
CGroup:

mas 31 15:

loaded (/lib/systemd/system/nut-driver.service; static; vendor preset:

active (running) since Mon 2021-05-31 15:57:09 +03; 17s ago

25208 ExecStart=/sbin/upsdrvctl start (code=exited, status=0/SUCCESS)
25210 (usbhid-ups)

1 (limit: 2314)

856.0K

/system.slice/nut-driver.service

L-25210 /lib/nut/usbhid-ups -a BR650ELCD

controller...

maa 31 15:
mass 31 15:

(2.7.4)

mast 31 15:
maa 31 15:

57:09 server systemd[1]: Starting Network UPS Tools - power device driver
57:09 server upsdrvctl[25208]: Using subdriver: CyberPower HID 0.4

57:09 server upsdrvctl[25208]: Network UPS Tools - Generic HID driver 0.41
57:09 server upsdrvctl[25208]: USB communication driver 0.33

57:09 server upsdrvctl[25208]: cps_adjust_battery_scale: battery readings

will be scaled by 2/3

mas 31 15:

2.7.4

maa 31 15:
mass 31 15:

57:09 server upsdrvctl[25208]: Network UPS Tools - UPS driver controller
57:09 server

57:09 server

usbhid-ups[25210]: Startup successful
systemd[1]: Started Network UPS Tools - power device driver

controller.
root@server:/# systemctl status nut-server
* nut-server.service - Network UPS Tools - power devices information server

Loaded:
enabled)
Active:
Process:
Main PID:
Tasks:
Memory:
CGroup:

mast 31 15:

loaded (/lib/systemd/system/nut-server.service; enabled; vendor preset:

active (running) since Mon 2021-05-31 15:57:09 +03; 25s ago
25211 ExecStart=/sbin/upsd (code=exited, status=0/SUCCESS)
25212 (upsd)

1 (limit: 2314)

716.0K

/system.slice/nut-server.service

L-25212 /1lib/nut/upsd

57:09 server

systemd[1]: Starting Network UPS Tools - power devices

information server...

mass 31 15:

directory

mast 31 15:
maa 31 15:
mass 31 15:

BR650ELCD

mast 31 15:

BR650ELCD

mass 31 15:
mas 31 15:

57:09 server upsd[25211]: fopen /var/run/nut/upsd.pid: No such file or
57:09 server upsd[25211]: listening on 127.0.0.1 port 3493

57:09 server upsd[25211]: listening on 127.0.0.1 port 3493

57:09 server upsd[25211]: Connected to UPS [BR650ELCD]: usbhid-ups-
57:09 server upsd[25211]: Connected to UPS [BR650ELCD]: usbhid-ups-
57:09 server upsd[25212]: Startup successful

57:09 server systemd[1]: Started Network UPS Tools - power devices

information server.

maa 31 15:

57:16 server upsd[25212]: User upsmon@127.0.0.1 logged into UPS [BR650ELCD]
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root@server:/# systemctl status nut-monitor
* nut-monitor.service - Network UPS Tools - power device monitor and shutdown

controller
Loaded:
enabled)
Active:
Process:
Main PID:
Tasks:
Memory:
CGroup:

mas 31 15:

and shutdown

masa 31 15:
directory
maa 31 15:
1)

mas 31 15:
maa 31 15:
maa 31 15:

maa 31 15:
which is n
mas 31 15:

and shutdown

maa 31 15:

loaded (/lib/systemd/system/nut-monitor.service; enabled; vendor preset:

active (running) since Mon 2021-05-31 15:57:16 +03; 28s ago
25215 ExecStart=/sbin/upsmon (code=exited, status=0/SUCCESS)
25217 (upsmon)
2 (limit: 2314)

1.1M

/system.slice/nut-monitor.service
25216 /lib/nut/upsmon
25217 /lib/nut/upsmon

57:16 server systemd[1]: Starting Network UPS Tools - power device monitor

57:16 server
57:16 server
57:16 server

57:16 server
57:16 server

controller...
upsmon[25215]:

upsmon[25215]:

upsmon[25215]:
upsmon[25216]:

fopen /var/run/nut/upsmon.pid: No such file or
UPS: BR650ELCD@localhost (master) (power value

Using power down flag file /etc/killpower
Startup successful

systemd[1]: nut-monitor.service: Can't open PID file /run/nut/
upsmon.pid (yet?) after start: No such file or directory

57:16 server systemd[1]: nut-monitor.service: Supervising process 25217
ot our child. We'll most likely not notice when it exits.

57:16 server systemd[1]: Started Network UPS Tools - power device monitor

controller.

57:16 server upsmon[25217]: Init SSL without certificate database

CoxpaHeHUe IIOps/iKa Ilepe3allycka CJIy>KO IT03BOJIeT BBIIIOJHUTL €ro 6e3 TOTOJHUTETbHBIX
COO0OIIIeHUI 0 BpeMeHHBIX pa3phIBaxX CBA3HU.

3amuTa oT najileHui (AaBTOMaTH4YeCKoe BO300OHOBJ/IEHUE)

JlJIs1 opraHu3ali aBTOMAaTUYeCKOT0 BOCCTaHOBJIEHUS Pab0oTOCIIOCOOHOCTU CIY>KO mocse €605
MO>KHO BOCIIOJIb30BAaThCSI CPeCTBAMHU CHUCTeMbl MHUITUaaM3anuu systemd. I[Ipu 3ToM IIoTeps
cBs13u ¢ UBII He sgBigeTcs: c60eM, TAaKOBBIM CUHMTAETCS JIUIITh aBapUMHOe 3aBepIlleHue OfHOT0 U3
IIPOIIECCOB, KOTOpOe XOTS U KpalHe MaJIOBEPOSITHO, HO MOYKeT OBITh HHBEJIHMPOBAHO
CJIeTYIOITUMU e CTBUSIMHU.

B mepBYy10 ouepenb CaefyeT IPOBEPUTH TeKYIIMe ITapaMeTphl CIIy>K6 KOMaHIaMHU:

root@server:/# systemctl show nut-driver

Type=forki
Restart=no
NotifyAcce
RestartUSe

ng

ss=none
c=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

root@server:/# systemctl show nut-server

Type=forki
Restart=no
NotifyAcce
RestartUSe

ng

ss=none
c=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s
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root@server:/# systemctl show nut-monitor
Type=forking

Restart=no

PIDFile=/run/nut/upsmon.pid
NotifyAccess=none

RestartUSec=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

Kak BHUIHO M3 OTKJIMKA KOMaH[ (OH HpPUBEAEH 37IeCh B CHJIBHO COKPAI[EHHOM BH/IE,
coflepsKallieM BaKHBIE B TEKYIIleM KOHTEKCTe CTPOKH), Ilepe3alrycK CIyKO OTKIIUEH.

3areM ciIenyeT BBIIIOJIHUTH PeaKTHUPOBAHHE KaH(ﬂOI;'I CJIY?K6BI IIPpX IIOMOIITH KOMAaH/I:

root@server:/# systemctl edit nut-driver
root@server:/# systemctl edit nut-server
root@server:/# systemctl edit nut-monitor

[Ipu 3TOM GYZIeT OTKPBIT TEKCTOBBIM PeIaKTOP, B KOTOPOM HEOGXOIMMO BHECTHU OTIpe/ie/IEHHbIE
mpaBKUA. IIpu  TOATBEp)KJeHUU COXpaHeHUs H3MeHeHHMM B  CHCTeMe CO3[aioTcs
COOTBETCTBYIOIIIME QaliyIb:

/etc/systemd/system/nut-driver.service.d/override.conf
/etc/systemd/system/nut-server.service.d/override.conf
/etc/systemd/system/nut-monitor.service.d/override.conf

[Ipu oyepeTHOM 3aITyCKe CIY>KOBI OHH II€PEeOIIpe/IesITIOT HCXO/IHbIe 3HAUEeHHS ITapaMeTpPoB. /I
pellleHusT 3aJlavM Iepes3alrycka CIY>KOBI IIPHU COOSIX JAOCTATOUYHO CJIEAYIOIIEr0 COZEP KHMOTO,
OZTMHAKOBOTO JIJIsT BCeX $aiIoB:

[Service]
Restart=on-failure

CTOUT OTMETHUTD, UTO TaKHe U3MEHEHU B CJIy>K6€ COXPaHAITCA U IIPH YCTaHOBKE 00HOBJIEHUI
CHUCTEMHBI.

[Tocsie BHeceHUs1 U3MeHEHUH CileflyeT Iepe3allyCTUTh CIy>KObl U y6eIUThCs, UTO U3MeHEeHUs
IapaMeTPOB YUTEHBL:

root@server:/# systemctl stop nut-monitor
root@server:/# systemctl stop nut-server
root@server:/# systemctl stop nut-driver
root@server:/# systemctl start nut-driver
root@server:/# systemctl start nut-server
root@server:/# systemctl start nut-monitor
root@server:/# systemctl show nut-driver
Type=forking

Restart=on-failure

NotifyAccess=none

RestartUSec=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

root@server:/# systemctl show nut-server
Type=forking

Restart=on-failure

NotifyAccess=none

RestartUSec=100ms
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TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

root@server:/# systemctl show nut-monitor
Type=forking

Restart=on-failure
PIDFile=/run/nut/upsmon.pid
NotifyAccess=none

RestartUSec=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

IIpoBepKa paboOTOCIIOCOOHOCTH M YCTOMYUBOCTHU

1 IpoBepKU TeKy1ero cocrosgHusd UBII cieqyeT UCII0/IL30BaTh KOMaHIy

root@server:/# upsc BR650ELCD
Init SSL without certificate database
battery.charge: 100
battery.charge.low: 10
battery.charge.warning: 20
battery.mfr.date: CPS
battery.runtime: 2100
battery.runtime.low: 300
battery.type: PbAcid
battery.voltage: 13.6
battery.voltage.high: 13.6
battery.voltage.low: 10.5
battery.voltage.nominal: 12
device.mfr: CPS

device.model: UPS VALUE
device.type: ups

driver.name: usbhid-ups
driver.parameter.pollfreq: 30
driver.parameter.pollinterval: 2
driver.parameter.port: auto
driver.parameter.productid: 0501
driver.parameter.synchronous: no
driver.parameter.vendorid: 0764
driver.version: 2.7.4
driver.version.data: CyberPower HID 0.4
driver.version.internal: 0.41
input.transfer.high: 280
input.transfer.low: 180
input.voltage: 234.0
input.voltage.nominal: 230
output.voltage: 234.0
ups.beeper.status: enabled
ups.delay.shutdown: 20
ups.delay.start: 30

ups.load: 20

ups.mfr: CPS

ups.model: UPS VALUE
ups.productid: 0501
ups.realpower.nominal: 390
ups.status: OL

ups.test.result: Done and passed
ups.timer.shutdown: -1
ups.timer.start: 0

ups.vendorid: 0764
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B BBIBOZle 9TOM KOMaH/bI HAIVIAJHO II0KasaHbl BCe IlapaMeTphl UCTOYHUKA Oecliepe60MHOIO
nuTtaHud. Tak, Hampumep, TeKyIIUM ypoBeHb 3apsga 6aTapeu cocraBisgeT 100%
(battery.charge), HM3KMM 3apsgAoM, IPH KOTOPOM UWHUIIUHUPYETCSd OTKJIIOUeHHe I[IUTaHUs
cuuraeTcs ypoBeHb B 10% (battery.charge.low), a nmpegytipesxgaTh CUCTeMy 0 paspsize 6aTapeud
crenyeT ¢ ypoBHA 20% (battery.charge.warning). IIpy 3TOM B TeKyI[UM MOMEHT IIUTaHUE
II0CTyIIaeT OT 3jleKTpoceTu (ups.status: OL), a HampsbKeHue Ha 6Garapee 1ipu 100% 3apsiga
cocTtaBJigeT 13.6 B.

JlaTbHEUITyI0 IIPOBEPKY Pab0TOCIOCOGHOCTH U YCTOMUMBOCTU cucTeMbl NUT MOKHO
paszie IuTh Ha HeCKOIbKO 9KCIIEpUMEHTOB:

KpaTkocpouHas nmoreps cBsa3u ¢ HBII

KpaTtkocpouyHasi IIOTepss CBSI3M C MCTOYHUKOM IIMTAaHUS MOXKeT OBITb UWMHUTHpPOBaHa
¢r3MYeCcKUM OTKJIHUeHUeM usb-kabess or UBIIL. IIpy 3TOM COIVIaCHO TeKYIIIUM HacTpOMKam
upsSmon KpaTKOCPOYHBIM CUMTAETCs OTK/II0UeHMe He 6osiee ueM Ha 300 CeKyH,

Uepes 5 ceKyHJ, IIOCJIe OTKJ/IIOUeHHs1 Kabessi B CHCTeMe IIOSBUJIOCH IIIHMPOKOBeIlaTeJbHOe
COOOIIeHME:

Broadcast message from nut@server (somewhere) (Wed Jun 2 15:14:11 2021):
Communications with UPS BR650ELCD@localhost lost

[Tocsie MOAKIIOUEHUS KabesIsl IIOSIBUJIOCH EITé OTHO TaKoe COOOITeHHE:

Broadcast message from nut@server (somewhere) (Wed Jun 2 15:14:21 2021):
Communications with UPS BR650ELCD@localhost established

OueBHU/THO, UTO CHCTeMa OTpearupoBasia Ha 06a COOBITHS. ITH YKe COOOIIeHUS TaK)Ke OTPa’keHbI
B CCTEMHOM >KypHaJIe:

root@server:/# cat /var/log/syslog | grep ups

.. Jun 2 15:14:08 server upsd[723]: Data for UPS [BR650ELCD] is stale - check driver
Jun 2 15:14:11 server upsmon[726]: Poll UPS [BR650ELCD@localhost] failed - Data
stale

Jun 2 15:14:11 server upsmon[726]: Communications with UPS BR650ELCD@localhost lost
Jun 2 15:14:16 server upsmon[726]: Poll UPS [BR650ELCD@localhost] failed - Data
stale

Jun 2 15:14:16 server upsd[723]: UPS [BR650ELCD] data is no longer stale

Jun 2 15:14:21 server upsmon[726]: Communications with UPS BR650ELCD@localhost
established

JoarocpouyHas nmoreps cesasu ¢ UBII

IJKCIIePHUMEHT II0JTHOCTHIO aHaJIOTHYEeH IIPeAbIAYIIeMY, KaK U ero pe3yJabTaT: OTCYyTCTBHE CBSA3H
¢ UBII B TeueHMe 15 MUHYT He CIIPOBOITUPOBAJIO BEIK/IHOUEHME CHUCTEMEL.

ABapuiiHOe 3aBepieHue nponeccos NUT

BKCHepI/IMeHT ciaenyeT IIPOBOOUTHL B CIEAYIOIIIEM IIOpAOKe: BBIACHUTH I/IﬂeHTI/I(l)I/IKaTOpBI
IIPpO1IEeCCOoB, 3aTeM aBapHﬁHO Hux 3aBEPIIUTH n HaﬁJIIO,Z[aTB IIOABJIAIOIITH € CA
MM POKOBEIIATE/ILHBIE COO6I.T.I€HI/IHI

root@server:/# ps -ef | grep ups

nut 444 1 010:00 ? 00:00:01 /lib/nut/usbhid-ups -a BR650ELCD
nut 462 1 0 10:00 ? 00:00:00 /1ib/nut/upsd
root 465 1 010:00 ? 00:00:00 /lib/nut/upsmon
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nut 466 465 0 10:00 ? 00:00:00 /lib/nut/upsmon
root 634 496 0 13:53 pts/0 00:00:00 grep ups
root@server:/# kill -9 444

Broadcast message from nut@server (somewhere) (Thu Jun 3 13:54:15 2021):
Communications with UPS BR650ELCD@localhost lost

Broadcast message from nut@server (somewhere) (Thu Jun 3 13:54:20 2021):
Communications with UPS BR650ELCD@localhost established

root@server:/# kill -9 462

Broadcast message from nut@server (somewhere) (Thu Jun 3 13:54:35 2021):
Communications with UPS BR650ELCD@localhost lost

Broadcast message from nut@server (somewhere) (Thu Jun 3 13:54:40 2021):
Communications with UPS BR650ELCD@localhost established

root@server:/# kill -9 465

Broadcast message from nut@server (somewhere) (Thu Jun 3 13:54:55 2021):
upsmon parent process died - shutdown impossible

W3 ripuBeIeHHOT0 $parMeHTa TEpMHUHAJIBLHOTO CeaHca MOKHO BUJIeTh, YTO IIPOIIeCCHI ApaiiBepa
U [eMOHa IlepesallyCTH/INChL 6e3 3aMeuaHHUi, a IIpoIiecC MOHUTOPHUHIA ObLI 3aIlyIlleH B IBYX
9K3eMIUIApax: POAUTEJBLCKOM M [ouepHeM. IIpu 3aBeplleHHHM POAUTEJLCKOIO IIpoIiecca,
paboTaroiero oT UMeHH CylleplloJIb30BaTesIsd, CUCTeMa CTaJjla BhIJaBaTh IIpeAyIIpesKaaroliie
COOOIlleHMsT O TOM, YTO BBIKJIKYEHHEe CHCTEMBl IIpu paspsape OGarapeu UWBII crajo
HEeBO3MOXHEIM. [IpH 3TOM 3TO COOOII[eHHe IIOBTOPSIETCA B TEPMUHAJIBHOM CeaHCe KajK/Able IBe
MUHYTEI. [I0BTOPHBIN BEI3OB KOMaH/IbI

root@server:/# ps -ef | grep ups

nut 466 1 010:00 ? 00:00:00 /lib/nut/upsmon

nut 638 1 113:54 72 00:00:07 /lib/nut/usbhid-ups -a BR650ELCD
nut 646 1 0 13:54 7 00:00:00 /1lib/nut/upsd

root 688 496 0 14:06 pts/0 00:00:00 grep ups

IeMOHCTPHUPYET, UTO JOUEPHUU IIPOIIecC upsSmon Ipogo/oKaeT BBIIIOJIHATHCA 0T UMEHH nut, a
HOBOT'0 POJUTEJIBCKOTO IIpoIfecca, paboTarllero oT UMeHH root, HeT. [Ipu sToM ciy>k6a systemd
nut-monitor X0Tg oCTaéTca aKTUBHOM.

[IpUHYAUTEJbHBINA Ilepe3alyCK Cay>KObl ITOJTHOCTBI HCIPABHUJI CHTYaIlMI), YTO BUIHO IIO
HOBBIM HIeHTHPHUKATOpaM IPOIeCCOB UpSmon:

root@server:/# systemctl restart nut-monitor
root@server:/# systemctl status nut-monitor
* nut-monitor.service - Network UPS Tools - power device monitor and shutdown
controller

Loaded: loaded (/lib/systemd/system/nut-monitor.service; enabled; vendor preset:
enabled)

Drop-In: /etc/systemd/system/nut-monitor.service.d

Loverride.conf
Active: active (running) since Thu 2021-06-03 14:12:21 +03; 2s ago

root@server:/# ps -ef | grep upsmon

root 705 1 0 14:12 2 00:00:00 /lib/nut/upsmon
nut 706 705 0 14:12 7 00:00:00 /lib/nut/upsmon
root 712 496 0 14:12 pts/0 00:00:00 grep upsmon
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[Ipu IIOBTOPHOM 3KCIIepHMeHTe aBapHUHHOMY 3aBepllleHUI0 ObLI IIOIBEPTHYT JAOUepHHI
IIpoliecc, IpHU 3TOM Cay>kb6a ObLIa aBTOMAaTHYeCKHU Ilepe3alnyllleHa 6e3 3aMedaHUM. IIpu aToM
o6a IpoItecca, ¥ JOUepPHUN, U POAUTEIbCKUN IIOJyYMIN HOBble UIeHTUQUKATOPHI, T. €. TAKXKe
OBLIN 3aIIyIIleHbI 3aHOBO.

TakuMm 06pa3soM MOYKHO CIesaTh BBIBOJl, UTO PAbOTOCIIOCOOHOCTH CIY>KO IIOATBEpP KAEeHa, a
MepBHI 110 IIOBBIIIEHU YCTOMYUBOCTU 3TUX CIY>KO IIPUHATHL He TOJILKO IIPU HACTPOMKE 3TOr0
cepBepa, HO U IIpu paspaborke camoi cucteMbl NUT. IMeHHO 3TUM O00BICHSIIOTCS JIBA IIpoliecca
upsmon, T. K. POSUTEILCKUM IIPOIleCC He BBIIIOJIHAET HeIloCpPeJACTBEHHO II0JIe3HYI0 paboTy, HO
CIefUT 3a COCTOSIHHMEM 3allyIleHHOro J0YuepHero Iiporecca H IIpU HeoOXOJAUMOCTH
UHGOPMUPYET CHUCTEMY, BbI3bIBas IIlepe3allyCK Bcell CayKObl. Takoe pasiesieHue IIPOIlECCOB
II03BOJIsIeT BBIHECTH IIPAKTUUYECKU BCe PUCKM aBapUUHOIO 3aBepIIeHUs B IIPOCTPAHCTBO
IOUepHero IIpoI1iecca.

Ilepexo/ Ha GaTapeifHOe MUTaHHEe U 00pPaTHO Ge3 HcUepHaHUs 3apssa 6aTapen

HMuTamusg sTOU CUTyallud TPUBHAJIbHA: JOCTaTOYHO OTK/IKUYUTE UBII 0T ajleKTpoceTH U uepes
HEeKOTOPHIN KOPOTKUH IIPOMEKYTOK BpeMeHHU IOAK/JIYUTEH €ro BHOBG. IIpU 3TOM B TepMHUHaJIe
CHUCTeMBbI OBLIIH II0JIyUYeHBI CJIe/yIollie [IINPOKOoBellaTeJIbHbIe COOOIIIeHUS:

Broadcast message from nut@server (somewhere) (Thu Jun 3 14:31:18 2021):
UPS BR650ELCD@localhost on battery

Broadcast message from nut@server (somewhere) (Thu Jun 3 14:31:38 2021):
UPS BR650ELCD@localhost on line power

OHu HaIIAgHO JEMOHCTPHPYIO IIPaBUJ/JIBEHOCTD QJYHKHI/IOHI/IPOBaHI/IH CHUCTEMBI.

ITepexon Ha 6GaTapeiiHOe MUTaHUeE M HCUepIIaHUe 3apsiia 6aTapeu

JlJ191 HellpepbIBHOTO MOHUTOPUHTA cocTOsIHUSA MBIl B X0/le 3TOr0 KCIIepUMeHTa MMeeT CMBICII
3allyCTUTh KOMaHIy

root@server:/# watch upsc BR650ELCD

[Ipu otkiaroueHuu HWBII OT 3JIeKTPOCETH UYepe3 IIPUMEPHO [Be CEKYH[bI II0SIBUJIOCH
IITUPOKOBeIaTeJIbHOe CO00IIeHre

Broadcast message from nut@server (somewhere) (Fri Jun 4 13:56:18 2021):
UPS BR650ELCD@localhost on battery

3areM HaOJI0JaJIoch paBHOMEpHOe CHIDKEHHe VYpOBHS 3apsjga 6aTaped, UCTOYHUK
Oecriepe60MHOr0 NMUTAHUA IIEPHOJAUYECKH BBIZJaBaJl 3BYKOBOE OIIOBEIleHHWe, ero MHAMUKATOP
II0Ka3kIBaJI Harpysky 11%, 4To coBIIafajIo C JAHHBIMH, [1I0JIy4YaeMbIMU OT upsc. HakoHerr, uepes
50 MUHyT paboThl OT 6aTapeu eé 3apsn ObLI HcuepraH Ha 90%, CHUCTEMOM OBLIO IIPUHSATO
pellleHre 06 OTKJINYEHUH, O UYEM CBUETe/JbLCTBOBAJIU CJeAyIOIHe IIMPOKOBeIlaTelIbHbIe
COOOIIIeHUS:

Broadcast message from nut@server (somewhere) (Fri Jun 4 14:46:49 2021):
Executing automatic power-fail shutdown

Broadcast message from nut@server (somewhere) (Fri Jun 4 14:46:49 2021):
UPS BR650ELCD@localhost battery is low

Broadcast message from nut@server (somewhere) (Fri Jun 4 14:46:49 2021):
Auto logout and shutdown proceeding
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exit

Session terminated, killing shell... ...killed.
Terminated

TakuM o06pa3oM cHcTeMa cpaboTasa OXKHIAeMBIM 00pa3oM, INTAaTHO BBIKIIOUHB CEpBEP U
COXpPAaHUB HEKOTOPYIO YacTh 3apsjia 6aTapeu C IebI0 IIpeloTBpalleHus eé IIy60KoTo paspsiza
Y CHIDKEHHSI pecypca.

B03BpaT CE€TEBOro IMTAaHMUA II0CJ/IE€ OTK/IIOYEHHSA CHCTEMBI

Uepes HekoTOpoe BpeMs (OKOJI0O MHUHYTHI) IIOCJIe 3aBepIIeHUs IpeAbIAyIero KCIIepHMeHTa
HWBII 6b171 BHOBB IIOAK/IIOUEH K 3JIEKTPOCETH, II0CJIe Yero CepBep aBTOMAaTHYeCKH BKJIIOUMJICH.
JTOT pesyJbTaT OKHUAAeM, T. K. OTKJIIOUEHHE cepBepa IIPOM30III0 HMEHHO H3-3a HCUe3HOBEHUS
BHeITHero 11 MBIl HanpsokeHU.

B03BpaT CEeTEeBOro IINTaHUA B IIPOIIECCE OTKIIIOUYECHUSA CHCTEMBI

[Ipu ciiefyromieM OTKJIHUYEeHUH OTK/IIUEHUU CUCTeMbI IIpU HU3KOM 3apsje 6atapeu UBII 6bL1
BHOBBb BKJIIOUEH B 3JIEKTPOCETh MMEHHO B IIpoIlecce BRIKJIIOUEHUS cepBepa. Pe3ysbTaT TaKKe
oka3saJics >kesaeMbIM: UBII 10oKIasicss BHIKITIOUEHUST CHCTEMBI, BhIZiep>Kajl HEKOTOPYIO I1ay3y U
WHUITMUPOBAJI 3aTPy3Ky cepBepa.

Bo3BpaT ceTeBOro MUTaHUs IPH IITAaTHO OTK/IIOYEHHOH cHCcTeMe

HOC]IEI[HI/II;'I IKCIIEpPUMEHT B CE€pPHH 3aK/II4YaJjICd B IITAaTHOM BBIK/JIIOUEHHH CepBeEpa oes
IIPHUBA3KH K COOBITHSIM IIHUTAHUS C IIOC/IEAVIOIITMMH OTK/IIOUEHHEM U IIOAK/JII0OYEHHEM BHeIITHEeM’
JJIEKTPOCETHU K WFBII. BkiiroueHusd cepBepa He ITIPOMU30IJIO, UTO U CJIeI0OBAJIO OJKUAATh.

TakuM o06pa3oM, B3aUMOJIeMiCTBHE BCeX KOMIIOHEHTOB CUCTeMEI (cepBep, UBII, ajleKTpoceTh)
OTBeYaeT II0CTAaHOBKE 3a/jauM.

HacTtpoiika RAID1

B paccMaTrpuBaeMos cucTteMe U1 pasBépThIBaHUSA RAID-MaccuBa BblJleJIeHEI Ba Aucka Hitachi
06BéMOM 110 500 I'6 Ka’KAbIi, YTO BUAHO U3 CJIEeAYIOIero COKpaléHHOro B He UpOpMaTUBHOU
4acTu ¢pparMeHTa TEPMUHAJIBLHOIO CeaHca:

root@server:/# lshw
server

*-disk:0

*-disk:1
description: ATA Disk
product: HGST HTS725050A7
physical id: 0.1.0
bus info: scsi@0:0.1.0
logical name: /dev/sdb
version: A530
serial: TF650AWE06VJ4V
size: 465GiB (500GB)

*-disk:2
description: ATA Disk
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product: HGST HTS725050A7
physical id: 1

bus info: scsi@1:0.0.0
logical name: /dev/sdc
version: A530

serial: TF650AWJ3UJOTV
size: 465GiB (500GB)

IIpu aToM [uCK ¢ cepu¥HBIM HoMepoM TF650AWEO6V]J4V ycTaHOBJIEH B BEpPXHHUM CJIOT B
KOpIIyCe cepBepa, a AUCK ¢ cepuitHbIM HoMepoM TF650AW]3UJOTV, COOTBETCTBEHHO, B HIDKHUM.
3HaHUe (QU3UUYECKOr0 PACIIOIOKEHUsS NUCKOB MOJKET HEeCKOJIBKO YCKOPHUTH IIPOIlecC 3aMeHBI
BBIIIIE/IIIIeT0 U3 CTPOS Aricka. HecMOTps Ha TO, YTO HA MOMEHT HAaCTPOMKHU CUCTEMBI B HAJTUYUU
UMEIOTCS 3allacHbIe )KECTKUe TUCKH TOH jKe MOJeJIH, UX YCTaHOBKa B CepBep He IIPOU3BOAUTCSI
I10 CJIEeAYIOIUM COOOpakeHUsIM:

Bo-11epBbIX, BEPOITHOCTh BBIXO/Ia AUCKOB M3 CTPOSI HeBeJWKa. BO-BTOPHIX, HaJIMUMe 3al1aCHOTO
OUCKa O3HauvaeT [OIIOJIHUTEe/JbHbIE 3HEpProIoTrpebjieHHe U TeIUIOBBIieJIeHHe B CHUCTeMe Ha
IIPOTSDKEHUU BCETO0 BpeMeHU e€ paboThl. B-TpeThUX, fake HECMOTPS Ha TO, YTO 3alIaCHOM JUCK
He Oy/leT HCI0JIb30BaThCA JIs1 XPaHEeHUS JAAHHBIX [0 BBIXOJa U3 CTPOS OJHOTO U3 OCHOBHBIX,
IIPU KaXK[OU 3arpysKe CHUCTEMBI OH BCE >Ke OyzeT 3aIlyCKaThCs, a IIPU OTKJIIOUYEHUU CHUCTEMBI
OCTaHAaBJIMBATHCS, YTO yXKe OyZeT SABJIATHCA OeCleJIbHBIM PacXOfO0M €ero MeXaHHU4YeCKOTO
pecypca. K ToMy »Ke, MaTepuMHCKas ILIaTa pacCMaTpUBaeMOM CHCTeMbI He IIOfJep>KUBaeT
«ropsyee» MOAKIHYEHHUE/OTKIIOUYEHHE TUCKOB, a CJIeJ0BaTeJIbHO IIPU BBIXO/e U3 CTPOSI OJHOTO
U3 IVUCKOB JJI1 06C/Ty>KMBaHUE CUCTEMBI BCE PABHO IOTPEOYeTCs €€ OTKIIOUeHUE.

HacTpoiika
Hactpoiiky RAID-MaccuBa MOXKHO pasfiesiuTh Ha HeCKOJIBKO 3TallOB:

* ycTaHOBKa Heobxoaumoro I10

+ cOOpKa U MHUIHAIN3allisg MacCUBa

* HaCTpOMKa aBTOMaTHU4YeCKOM COOPKU MacCHBa IIPHU 3arpy3Ke CUCTEMBI

* CO3JaHWUe paszesia U ¢aroBoU cucTeMbl Ha RAID

* HaCTPOMKa aBTOMATHYeCKOI0 MOHTHPOBAHUI pasfesa, pasMeléHHoro Ha RAID
* 00HOBJIEHHE Ha4yaJIbHOTO 3aIrPy30YHOTI0 AVCKA CUCTEMBI

B nepBy10 ouepeb HEOOXOAMMO YCTAaHOBUTH akeT mdadm:

root@server:/# apt-get install mdadm

Co3gaHue MaccHUBa BBIIIOJIHAETCA KOMaH/I0M BU/IA:

root@server:/# PATH=$PATH:/sbin
root@server:/# mdadm --create /dev/md0 /dev/sdb /dev/sdc --level=1 --raid-devices=2
mdadm: partition table exists on /dev/sdb
mdadm: partition table exists on /dev/sdb but will be lost or
meaningless after creating array
mdadm: Note: this array has metadata at the start and
may not be suitable as a boot device. If you plan to
store '/boot' on this device please ensure that
your boot-loader understands md/v1.x metadata, or use
--metadata=0.90
mdadm: partition table exists on /dev/sdc
mdadm: partition table exists on /dev/sdc but will be lost or
meaningless after creating array
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Continue creating array? y
mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/md0 started.

CienyeT maTh HMOSICHEHUSA K COOOIEHUSM, ITOJIyUYeHHBIM B IIPOIlecce CO3MaHUg MaccuBa. Tak
mdadm 1pegyIipeskaeT, UTO Ha KaK[IOM W3 JUCKOB CYIeCTByeT TabJIHIla paszesoB, KOTOpas
OyzeT moTepsiHa IIPU CO3JaHUM MaccuBa. TaxoKe cucTeMa IpeAyIIpeskiaeT, YTO MeTaJaHHbIe
MaccuBa OyayT XpaHUTHLCSI B Hayasle JUCKOB, a 3HAUUT [JI9 HUCIIOJIb30BaHUS MacCUBa KakK
3arpy304HOro paspesa CcjaefyeT yO0eQUThCA, YTO 3arpy3sdydK CHUCTeMbl CIIOCOOEH C 3TUM
cIipaBUThHCd. OUeBHUAHO, UTO COXpaHeHHe TabJIuIl pasfe/ioB Ha JUCKaX He TpebyeTcs, Takxke
RAID-MaccuB B paccMaTpUBaeMOU CHUCTEMe He ABJIIeTCS 3arPy30YHBIM YCTPOUCTBOM. I[IoaToMy
CO3/jaHKe MacCcUBa IIOATBEPIKAeHO, MAaCCHUB CO3JaH U YCIIEITHO 3aIlyIlleH, UYTO BUIHO U3 BBIBOJA
KoMmaHpsI 1sblk:

root@server:/# lsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 298,1G 0 disk
sda1 8:1 0 18,6G 0 part /
sda2 8:2 0 3,7G 0 part [SWAP]
sda3 8:3 0 18,6G 0 part /var
sdad 8:4 0 257,1G 0 part /srv/samba
sdb 8:16 0 465,8G 0 disk
L-md0 9:0 0 465,7G 0 raid1
sdc 8:32 0 465,8G 0 disk
Lmdo 9:0 0 465,7G 0 raid1

Tereps Ha 3aMyllleHHOM MacCHUBe TpebyeTcs co3aTh GpaMIoBYIO0 CHCTEMY:

root@server:/# mkfs.ext4 /dev/mdO

mke2fs 1.44.5 (15-Dec-2018)

Creating filesystem with 122063616 4k blocks and 30523392 inodes

Filesystem UUID: e401ae19-45a0-4766-aed0-fd34ebd42f8f

Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000, 7962624, 11239424, 20480000, 23887872, 71663616, 78675968,
102400000

Allocating group tables: done

Writing inode tables: done

Creating journal (262144 blocks): done

Writing superblocks and filesystem accounting information: done

Ilo 3aBepIIeHrnK BeCbMa IIOJIE3HO, XO0Td H HeE CTPOro 00513aTeJIbHO, BBIIIOJHUTH HpO6HO€
MOHTHPOBaHHKE CHCTEMEI:

root@server:/# mkdir /srv/samba/archive

root@server:/# mount /dev/md0 /srv/samba/archive/
root@server:/# mount | grep mdO

/dev/md0 on /srv/samba/archive type ext4 (rw,relatime)

Jlajlee 3amych 0 MOHTHPOBaHUM MacCHUBa He0OXoauUMO BHecTU B ¢daiin /etc/fstab oueBuIHO C
TeM, YTOObI MOHTHUPOBaHME IIPOMCXOJMJIO aBTOMaTUYeCKHU IIPU 3arpys3Ke cucTeMbl. HecMoTps
Ha TO, UTO 3aIIUCh B 3TOM (aiijie MOKeT HauWMHaThCA C UMeHU ycTporicTBa (/dev/md0), a He
YHUKaJIbHOrO uieHTUduUKaTopa (UUID), 1yig COIaCOBAaHHOCTH C IIPeJBIAYIIIUMU 3aIllUCIMU B
HEM U OTHO3HAYHOU HUJeHTUUKAIIUU MacCHUBa UCII0JIb30BaH UMeHHO UUID). IIoJydyuTs 3TOT
UAeHTUGUKATOP MOXKHO CJIEAYIOIell KOMaH[OU:
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root@server:/# blkid /dev/md0
/dev/md0: UUID="e401ae19-45a0-4766-aed0-fd34ebd42f8f" TYPE="ext4"

C y4éToM JIOTMKM HCIIOJIb30BaHUS MacCHBa HMMeeT CMBICI 3aZaTh [OCTaTOYHO CTPOTHe
IapaMeTpbl MOHTHPOBAHUA, YTO B HTOTe IPUBOAUT K TakKoM (ykKasaHHBIM Bbllle UUID
COKpalléH YTOOBI BMECTUTD 3aIIUCh HAa CTPaHUIle OAHOM CTPOKOM) 3anucH B /etc/fstab:

UUID=e4..f8f /srv/samba/archive ext4 nodev,nosuid, noexec 0 2

JJI1 TOHKOM HaCTpPOMKM MacChUBa B IIEpPBYI0 oOuepelb HeO0OXOQUMO 3allOTHUTHL ¢aiil
/etc/mdadm/mdadm.conf corsracHO pyKOBOJCTBY

root@server:/# man 5 mdadm.conf

BOJIBHIYIO YacCTb HeO6XO,I[I/IMBIX OJId 3TOIr0 JaHHBIX MOKHO IIOJIYUYHUTDL U3 BEIBOJd KOMaH/

root@server:/# /sbin/mdadm --examine --scan
root@server:/# 1lsblk

B paccmaTpuBaeMoii cucTeMe 3TOT Qai C TOUHOCTBIO 70 KOMMEeHTapueB CJe[lyeT IIPUBECTH K
BU]LY:

HOMEHOST <system>

DEVICE /dev/sdb /dev/sdc

ARRAY /dev/md0 devices=/dev/sdb,/dev/sdc
AUTO homehost -all

MAILADDR root@localhost

TepMm <system> B IIepBOM CTPOKe O3HayaeT, 4YTO MM XOCTa CJeAyeT B3sTh M3 CHUCTEMHBIX
HacTpoek. CTpoka AUTO omurchIBaeT, KaKre MaCCHUBBI II0//Ie>KaT aBTOMAaTHUUYECKON COOpKe IIpU
3arpyske cuUCTeMbl. B maHHOM ciyyae coOHpaTh CjefyeT TOJBKO MacCCHUBBI, B MeTaJaHHEIe
KOTOPBIX BHECEHO TO K€ caMOe MM XO0CTa, UTO U HCII0JIb3yeMoe CUCTeMOM. B cTpoke ARRAY
cIelyeT yKasblBaTh MUHUMAaJIbLHO He00X0AUMOe I COOPKU MacCUBa MHO>KECTBO ITapaMeTpoB.
Ha paccMaTpuBaeMoU cCUCTeMe T0CTATOYHO JIUIIL UMEH JUCKOB.

IToce 3aBeplileHUs pefaKTHUPOBaHUI Qaiiia cienyeT 06HOBUTH 0Opas 3arpy304yHOIO [AYCKa,
repe3arpy3suTh CUCTEMY M IIOCJIe Ilepe3arpys3kKyd yoeIuThC IPHU IIOMOIIY KOMaHAbI mount MId
HIDKEOIIUCAaHHBIMU CII0c06aMU B pab0TOCIIOCOOHOCTH MaccHuBa U $palijIoBOM CUCTEMBI HA HEM:
root@server:/# PATH=$PATH:/sbin

root@server:/# update-initramfs -u

update-initramfs: Generating /boot/initrd.img-4.19.0-16-amd64
root@server:/# reboot

[Ipu ucIoab30BaHUU RAID-MacCHBOB Ba)KHO He TOJIPKO MMETh BO3MO’KHOCTH TaKOM MaCCHB
co3maTh, HO M UMETh BCe HEOOXOAMMBI CPeACTBa /51 KOHTPOJIS €ro TeKYIero COCTOSHUS,
IOCTyIla K AAaHHBIM IIPU TIOBPEXIEHUH €ero KOMIIOHEHTOB, 3aMe€HbI 3THX KOMIIOHEHTOB.
Heob6xomuMble [JI1 3TOTO [eHCTBUS OIMCAHBI Jajiee B pasfesie «HcCIIOTb30BaHHE |
06CTyKMBaHUE CepBepanr.

3amuTa oT najieHui (ABTOMaTH4YeCKoe BO300OHOBJ/IEHHE)

[l KOHTPOJIS B peaJlbHOM BpeMeHHU COCTOSIHHUSI MacChBa B CHCTeMe HeIlpephIBHO paboTaeT
rpoitecc mdadm:
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root@server:/# ps -ef | grep mdadm
root 301 1 0 08:00 ? 00:00:00 /sbin/mdadm --monitor --scan

3aIyck 9Toro IIpolecca OCYILeCTBJISeTCsa Cay>K60M mdmonitor, YTO MOKHO YBUZETh B BEIBOJE
CJIeAyIoIlleri KOMaH/bl:

root@server:/# systemctl status mdmonitor
* mdmonitor.service - MD array monitor

Loaded: loaded (/lib/systemd/system/mdmonitor.service; static; vendor preset:
enabled)

Active: active (running) since Tue 2021-05-25 08:00:36 +03; 6h ago
Main PID: 301 (mdadm)

Tasks: 1 (limit: 2314)

Memory: 476.0K

CGroup: /system.slice/mdmonitor.service

L-301 /sbin/mdadm --monitor --scan

ITo YMOJIYaHHIO 3Ta CJIY)K6H He HaCTpO€Ha Ha aBTOMaTHUYeCKUI IIepesalryCck:

root@server:/# systemctl show mdmonitor
Type=simple

Restart=no

NotifyAccess=none

RestartUSec=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

[ToaTOMy cJief[yeT BBIIIOJTHUTD peJlaKTUpOBaHUe CIYy>KOBI (I10/J06HO APYTUM paHee OIIHCAHHBLIM)
TIPU IIOMOITTA KOMAaH/IbI:

root@server:/# systemctl edit mdmonitor

[Ipu sToM OymeT OTKPHIT TeKCTOBBIM pefaKTOp, B KOTOPOM HeOOXOJMMO BHECTH HeKOTOphIe
npaBkU. OHU OyAyT coxXpaHeHHI B /etc/systemd/system/mdmonitor.service.d/override.conf .
[Ipu ouepeHOM 3aITyCKe CJIY>KOBI OHU IIepeoIIpesiesIIioT UCXOAHbIe 3HaUeHUs I1apaMeTpoB. [
pellleHUs 3a/iayd IepesallyckKa CJIy>KObI IpU COOSIX [JOCTATOUYHO CJIEAYIOIErO COJEeP>KHUMOT0
aToro ¢ariia:

[Service]
Restart=on-failure

CTOUT OTMETHUTB, UTO TaKHe U3MeHeHUs B CJIy>K6e COXPaHSIOTCS U IIPHU yCTaHOBKE 0OHOBJIEHUH
CUCTEMBI.

[Tocsre BHeceHUs M3MeEHEHUU CileflyeT IIepesallyCTUTh CIYKO0y U yOe[UThCS, YTO M3MEeHEeHUs
IapaMeTpPOB YUTEHBL:

root@server:/# systemctl restart mdmonitor
root@server:/# systemctl show mdmonitor
Type=forking

Restart=on-failure

NotifyAccess=none

RestartUSec=100ms

TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s
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IIpoBepKa paboOTOCIIOCOOHOCTH M1 YCTOMYUBOCTH

[IpoBepka PabOTOCIIOCOGHOCTH CIy>KOBI TpPHUBHUAJbHA: YCIIeITHOE MOHTHUpPOBaHHe (aloBOM
CUCTEMBI, PacIIoI0KeHHOM Ha MacCcUBe 03HauaeT ero paboTOCIIOCOGHOCTb.

[IpoBepKa yCTOMUYMBOCTU CUCTEMBI HEIIPEPHIBHOTO MOHUTOPHUHTA COCTOSIHUSI MacCUBa K C60sIM
IeMOHCTPUpPYETCS B CIefylollleM ¢parMeHTe TepMHHaJbHOIO CeaHCa (OTKIMKU HEKOTOPBIX
KOMaH/I COKpallleHbl B HeMHQOPMAaTUBHOU B IIPUMEHEHUH K KOHTEKCTY YaCTH):

root@server:/# systemctl status mdmonitor
* mdmonitor.service - MD array monitor
Loaded: loaded (/lib/systemd/system/mdmonitor.service; static; vendor preset:
enabled)
Drop-In: /etc/systemd/system/mdmonitor.service.d
Loverride.conf
Active: active (running) since Tue 2021-05-25 14:51:16 +03; 4s ago
Main PID: 12788 (mdadm)
Tasks: 1 (limit: 2314)
Memory: 404.0K
CGroup: /system.slice/mdmonitor.service
L-12788 /sbin/mdadm --monitor --scan

Maa 25 14:51:16 server systemd[1]: Started MD array monitor.
root@server:/# kill -9 12788
root@server:/# systemctl status mdmonitor
* mdmonitor.service - MD array monitor
Loaded: loaded (/lib/systemd/system/mdmonitor.service; static; vendor preset:
enabled)
Drop-In: /etc/systemd/system/mdmonitor.service.d
Loverride.conf
Active: active (running) since Tue 2021-05-25 14:51:36 +03; 1s ago
Main PID: 12797 (mdadm)
Tasks: 1 (limit: 2314)
Memory: 412.0K
CGroup: /system.slice/mdmonitor.service
L-12797 /sbin/mdadm --monitor --scan

mas 25 14:51:36 server systemd[1]: Started MD array monitor.

B aToM ¢parMeHTe IIPOBEPSIETCS CTATyC CIY>KOBI, K3 OTBETHOTO COOOIIeHUs1 BbIsICHIETCS PID
TeKylero Iiportecca mdadm (12788), 3aTeM I3TOT IIPOIleCC IIOJABEPraeTcs YMBIILIEHHOMY
3aBepIIIeHUI0, I10CJIe Yero IIOBTOPHO IIPOBEPSeTCs CTaTyC CIy>KObl U BbIICHAETCS PID BHOBB
3aImyleHHoro nporecca mdadm (12797).

HacTtpoiika Samba

CorsracHO IIOCTaHOBKe 33/layuM, a TaKyKe pasMeTKe JUCKOB U CTpyKType RAID-maccuBa ciay»xk6a
Samba mo/pKHa o6ecriednBaTh paboTy TPEX CeTeBBIX KaTaJOroB II0 IIPOTOKOIY smb. [lepBbIit U3
HUX UTpaeT PoJib CeTeBOM IIallKU IS OIlepaTUBHOr0 06MeHa ¢aiiylaMy, BTOPOU IIpeiHasHaueH
IUId TIOMeIlleHUsI B Her0 QaiioB, KOTOpbIE CJIeAyeT 3aapXUBUPOBATh U IIOMECTUTH B TPETHUU
KaTaJIor B KOHIle pabouero maHsg. IIpu stoM Ha RAID-maccuBe pacriosiaraeTcs TOJIBKO TPeTHH
KaTaJIor — apxuB. RAID-maccuB CMOHTUPOBaH B CHUCTeMe Kak /srv/samba/archive , a ;Ba gpyrux
KaTajiora pacIloJIO’KeHBl Ha pasjese CHUCTEMHOIO J>KECTKOro /[AucKa pasMepoM 240 TI6,
CMOHTHPOBAHHOI'O KaK /srv/samba , 1 Ha3bIBAalOTCSI COOTBETCTBEHHO /srv/samba/shared u /srv/
samba/backup. IIpy 939TOM apxXWBHBIM KaTaJOT He [OCTYIIeH HaNOpsIMyK [JId 3aIllhucyu
COTpyZHHUKaM Oyxrairepuud. OH II03BOJIZ€T UM JIUIIb JOCTYII Ha 4yTeHHe. OcCTajbHBEIE [Ba
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KaTaJIora JOCTYIIHBI U JUIg YTeHUs, U I 3alucy. Kak ObLJI0O 0TMeYeHO B II0OCTaHOBKe 3aJay,
3aIlMCh B apXUB BBIIIOJIHSETCS CEPBEPOM Ha OCHOBe COZep>KUMOT0 KaTasora /srv/samba/backup
B KOHIe pabouyero fHsA. TeM caMbIM JOCTUTaeTCsd HEBO3SMO>KHOCTD IIOBPEJUTH UJIN YHUUYTOXKUTh
COZlep’KHMMOe apxuBa CIAyYaWHBIMHM WM HaMepeHHBIMU [eHCTBUSIMHU IlepcoHasia WIH
IIporpaMMHOro obecliedyeHUs1 (HalpuMmep, BUpyca-IIUPpPOBaJbIUKA, YTO BeChbMa BeEpPOSTHO,
yuuThiBasg TOT (akKT, UTO paboure MecTa OyxXrajTepoB pabOTalT II0f yIIipaBjaeHHeM MS
Windows). OgHaKO TakKOM IOAXOJ [ejlaeT aKTyaJIbHOM IIpo6jieMy IIepelloIHEHUS AHCKOBOTO
IIPOCTpPaHCTBa apxuBa. /[yl eé pellleHUs B COCTaBe CIleHApHs, BBHIIIOJHAIOIIEI0 eKeJHeBHOe
apXuBUpOBaHUWe, IPeLYCMOTPEeH psf KOMaHJ [JId IIPOBEPKH [TOCTYIIHOTO JIHMCKOBOIO
IIPOCTPAHCTBA U YBeJOMJIEHUsI CUCTEMHOTO afMUHUCTPaTopa 06 yrpo3e IeperoJIHeHUs AHCKa.
Ha MOMeHT HalrcaHus 3TOr0 JOKYMEeHTa HCII0JIb3yeTCsd BpeMeHHbIN MeTo ], UHGOPMUPOBaHUA
IIyTEM CO3JaHUA IpeAylpeskAaroliero TeKCTOBOro daisia B KarTasore /srv/samba/backup, a
TaKyKe BHECEHMeM 3allCU B CUCTEMHBIN KypHaJI IIPU IIOMOIIM KOMaH/b! logger. B 6urrpKauineit
IIepCIIeKTUBEe II0 Mepe BBeleHUd B CTPOM IIOYTOBOIO CepBepa oOpraHusanuu Oymetr
OpraHMU30BaHO HWHPOPMHpPOBAHUE CHUCTEMHOI0 aJAMHHUCTPATOpa O COOBITUSIX B CHCTEME
(mepenosiHeHVe OUCKOB, UX COOH, IIpoure IpPo6JIeMbl) 110 BHYTPeHHeMN 3JIeKTPOHHOU IIouTe.
Vcriosib30BaHMe B JaHHBIM MOMEHT IYOJIMYHBIX IIOYTOBBIX CEPBEPOB pacClleHUBAaeTCsd KakK
yrposa 6e30I1aCHOCTU CHUCTEMBI, a JIOKaJbHas A0CTaBKa IIOYUTHI OTKJ/IIOYEHA, T. K. MOXKET OBITH
IIPUYUHOMN IIepellOJIHeHUs [OUCKOBOI'O IIPOCTPAHCTBA CHUCTEMbl, 0 UEM II0/IpOOHee CKa3aHO
asee.

[lepe[ onricaHWeM HAaCTPOMKU CJIY>KOBI yMECTHO KOPOTKO OCBETUTh €€ BHYTPEeHHee YCTPONCTBO
U CMe’KHbIe BOIIPOCHL. Tak ciy»k6a COCTOUT U3 ABYX AeMOHOB: smbd u nmbd. [IepBbIil OTBeyaeT
3a ceTeBOM JOCTYII K ¢aiiylaM U IIpUHTepaM, BTOPOM — 3a obciaykuBaHUe NetBIOS-3ampocos.
HacTpolika 3THX [eMOHOB BBIIIOJIHAETCS eJUHBbIM KOHQUIYPAllMOHHBIM ¢aityioM. Ilogpo6HEIe
cBefeHUss 0 samba, smbd, nmbd ¥ KoHQUrypallMOHHOM Qaiijile MOXXHO IIOJIyYUTH U3
CIeYIOIIUX BCTPOEHHBIX PYKOBO/CTB:

root@server:/# man 7 samba
root@server:/# man 8 smbd
root@server:/# man 8 nmbd
root@server:/# man 5 smb.conf

Kpome TOro ciemyer OTMETHTb, YTO C 3TOM CJIy>KO0M acCOIIMUPOBAH IIOJb30BaTesib buh.
CienyeT IIOHUMATh, YTO Ha CaMOM JieJle TAKUX I10JIb30BaTeseit Ba. CUCTEMHBIHN I101b30BaTelb
buh sumén komaHHOM 060JI0UKH, He MMeeT I1apoJid U BO3SMOXKHOCTU BXOJa B cHUcTeMy. OH
HY>KeH JIWIIb I YIIpaBJIeHUs IIpaBaMU J0CTyIla B CeTeBBIX KaTasoraX. Bo BHyTpeHHel 6ase
IoJIb30BaTesied Samba IpUCyTCTBYeT OJHOMMEHHBIN I10/1b30BaTe/Ib, IIaPO0JIb IJIsI KOTOPOIo KaK
pas HasHauveH. IMeHHO 3TOT I10JIb30BaTeJIb U ero IapoJjib II0pasyMeBalTCs K UCII0JIb30BaHUIO
IIPU IIOAK/IIOUYEHUH K CeTeBOMY KaTaJIor'y KJIHMEeHTCKON CUCTEMBL.

HacTpoiika
B nepBy0 o4yepenn oTpebyeTcs yCTaHOBUTD ITaKeTHI:

root@server:/# apt-get install samba zip

A 3aTeM IIpuBeCTH KOHQUIYpAITMOHHBIN ¢aiii /etc/samba/smb.conf x Buzy:

[global]

workgroup = ACCOUNT
netbios name = samba
interfaces = enp3s0 1o
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bind interfaces only = yes

hosts allow = 10.9.1.128/26 127.0.0.1
hosts deny = ALL

security = user

passdb backend = tdbsam

domain logons = no

domain master = no

[shared]

comment = Texkywwin obmeH dainamu
path = /srv/samba/shared

valid users = buh

force user = buh

force group = buh

read only = no

guest ok = no

[backup]

comment = KaTtanor ans apxvBMpOBaHWUSA
path = /srv/samba/backup

valid users = buh

force user = buh

force group = buh

read only = no

guest ok = no

[archive]

comment = ApxuB

path = /srv/samba/archive
valid users = buh

force user = buh

force group = buh

read only = yes

guest ok = no

[IpuBeiéHHBIN KOHQUIYPAITMOHHBINA (ail COCTOUT U3 HEeCKOJBbKUX CeKIIUU: II06aJbHOU U
OIIMCHIBAIOIIUX KaKABIM CETeBOM KaTaJIOl OTHAeJbHO. B I1o6asbHOM CEKIIUM YKas3aHbl UM
cucteMsl 11 NetBIOS, nMs paboueli TPYIIIBI IS CIIY>KO ceTeBOro 0OHapyKeHUS KIMEHTCKUX
OIlepalfMOHHBIX CHCTEM, MOIIYCTUMEIe [UIS IIpMEMa 3allpoCoB ajpeca U HHTEPPEeNChl,
HCII0JIb3yeMble MeXaHU3MBbI 6€30I1aCHOCTU U UX IlapaMeTphl. /Ij1d Ka’KAoro ceTeBOro Karasaora
KpoMe OYeBHJHO HeOOXOJMMOIO IIyTH B JIOKAJbHOM JlepeBe KaTaJIOTOB yKa3aH TakKXKe Psif
IapaMeTpoB, OIIpe/lesIAI0IUX B3auMOZeMCTBUe ¢ HUM. TaK 3a/laHbl TeKCTOBble KOMMeHTapHu,
II0JIb30BaTeM, KOTOPBIM paspelleHO0 IIoJydaTb K HHM JOCTYI, a TakK)Ke II0JIb30BaTelb U
IpyIIia, OT UMeHHU KOTOPBIX OyAyT BBIIIOJHATHCSA BCe IEeMCTBUS B 9TUX KaTasorax. [logpobHoe
OIIMCaHMe Ka)K[0T0 TaKOro IrapaMeTpa 37eCh JIMIIEHO CMbBICIA T. K. UX Ha3BaHUS IIPO3pavyHb],
Iojfpo6Has, OOBEMHAass U XOPOILIO CTPYKTYpHUpOBaHHAasA [OKYMEHTAI[Usl IIpe/iCcTaBJjeHa
BBIIIIEHa3BaHHBIMU BCTPOEHHBIMH PYKOBOZCTBAMHU.

CiiemytoniuM IaroM TpebyeTcsl co3faTh 3TH KaTaJIord (KpoMe KaTaJiora archive cosmaHHOTO
IIpU pasBépTeiBaHUU RAID-MaccuBa) WU yCTAaHOBUTH K HUM (B TOM uuciae U K archive)
COOTBETCTBYIOII[HE IIpaBa [0CTyIIa:

root@server:/# mkdir /srv/samba/shared /srv/samba/backup

root@server:/# chown buh:buh -R /srv/samba/shared

root@server:/# chown buh:buh -R /srv/samba/backup

root@server:/# chown buh:buh -R /srv/samba/archive
root@server:/# chmod 0700 -R /srv/samba/shared
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root@server:/# chmod 0700 -R /srv/samba/backup
root@server:/# chmod 0500 -R /srv/samba/archive

[Ipy 3aTOM ciefyeT OTMETHUTb, UTO CIleHapHUil pe3epBHOIO KOIIMPOBAHUY, 3allyCKaeMBIM OT
WMeHHU CyIlepIlojib30BaTe s, IIpU TaKUX IIpaBaxX [OCTylla BCE paBHO HMeeT BO3MOXKHOCTb
cosmaHud QpaiyioB B KaTajorax apxusa.

Jasee ioTpebyeTca 1o6aBUTH oIb30BaTesad buh B 6a3y mapoJieit Samba:

root@server:/# smbpasswd -a buh

[Tocsie 4yero peKOMEeHAYeTCS MHPOBEPUTH IIPAaBH/ILHOCTH 3all0JHEHUS KOHQPUIYPAIIMOHHOIO
darisra KoMaH 01

root@server:/# testparm

OTK/JIMK 39TOM KOMaH[bl IIPAaKTUYeCKH IIOJIHOCTHIO AyO6/HpyeT KOHOUIYPAIIMOHHBIN ¢aia U
II03TOMY 3/IeCh He IIPUBEe/IEH.

HaxkoHerr, ocTaércd nepesalnycTuThb CiIy>Koel smbd 1 nmbd ¥ y6eJUTHCA B YCIIEIITHOCTH 3TOTO
repesalycka:

root@server:/# service smbd restart
root@server:/# service nmbd restart
root@server:/# systemctl status smbd
« smbd.service - Samba SMB Daemon
Loaded: loaded (/lib/systemd/system/smbd.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2021-06-08 15:27:52 +03; 2min 53s ago
Docs: man:smbd(8)
man:samba(7)
man:smb.conf(5)
Process: 517 ExecStartPre=/usr/share/samba/update-apparmor-samba-profile
(code=exited, status=0/SUCCESS)
Main PID: 522 (smbd)
Status: "smbd: ready to serve connections..."
Tasks: 4 (limit: 2314)
Memory: 7.2M
CGroup: /system.slice/smbd.service
522 /usr/sbin/smbd --foreground --no-process-group
525 /usr/sbin/smbd --foreground --no-process-group
526 /usr/sbin/smbd --foreground --no-process-group
527 /usr/sbin/smbd --foreground --no-process-group

moH 08 15:27:52 server systemd[1]: Starting Samba SMB Daemon...
moH 08 15:27:52 server smbd[522]: [2021/06/08 15:27:52.848478, 0]
../1ib/util/become_daemon.c:138(daemon_ready)
moH 08 15:27:52 server systemd[1]: Started Samba SMB Daemon.
moH 08 15:27:52 server smbd[522]: daemon_ready: STATUS=daemon 'smbd' finished
starting up and ready to serve connections
root@server:/# systemctl status nmbd
* nmbd.service - Samba NMB Daemon
Loaded: loaded (/lib/systemd/system/nmbd.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2021-06-08 15:05:56 +03; 24min ago
Docs: man:nmbd(8)
man:samba(7)
man:smb.conf(5)
Main PID: 435 (nmbd)
Status: "nmbd: ready to serve connections..."
Tasks: 1 (limit: 2314)
Memory: 14.5M
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CGroup: /system.slice/nmbd.service
L-435 /usr/sbin/nmbd --foreground --no-process-group

moH 08 15:27:22 server nmbd[435]:

moH 08 15:27:22 server nmbd[435]: Samba name server SAMBA has stopped being a local
master browser for workgroup ACCOUNT on subnet 10.9.1.129

moH 08 15:27:22 server nmbd[435]:

moH 08 15:27:22 server nmbd[435]: Fkk Ak

moH 08 15:27:39 server nmbd[435]: [2021/06/08 15:27:39.479661, 0]
../source3/nmbd/nmbd_become_1lmb.c:397(become_local_master_stage2)

moH 08 15:27:39 server nmbd[435]: FrExK

mioH 08 15:27:39 server nmbd[435]:

moH 08 15:27:39 server nmbd[435]: Samba name server SAMBA is now a local master
browser for workgroup ACCOUNT on subnet 10.9.1.129

moH 08 15:27:39 server nmbd[435]:

moH 08 15:27:39 server nmbd[435]: Fkk Ak

3amuTa oT najieHui (ABTOMaTH4YeCKoe BO300OHOBJ/IEHHE)

JI711 opraHU3aIliy aBTOMATHYEeCKOT0 BOCCTAHOBJIEHHS PabOTOCIIOCOOHOCTH JAeMOHOB smbd u
nmbd mocyie 605 MOYKHO ITOO00HO APYTHM paHee OIKMCAHHBIM CIy>K6aM BOCITOJIb30BaThCS
CpeficTBaMU CUCTEeMBI MHUITHAIHU3aIHH systemd.

W3 ciepyiomero ¢parMeHTa TepMHHAJIBLHOTO CeaHca, [eMOHCTPHUPYIOIEro HadaJabHOe
cocTOsiHHe CJIy»k6 Samba, MOXXHO BHeTh, YTO HX aBTOMaTHYeCKUU Ilepe3allycK He
IIpelyCMOTPEH:

root@server:/# systemctl show smbd
Type=notify

Restart=no
PIDFile=/run/samba/smbd.pid
NotifyAccess=all

RestartUSec=100ms
TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

root@server:/# systemctl show nmbd
Type=notify

Restart=no
PIDFile=/run/samba/nmbd.pid
NotifyAccess=all

RestartUSec=100ms
TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

3aTeM ciiefyeT BBIIIOJTHUTH pelaKTUPOBaHUe KajKA0M CJIY>KObI IIPU ITIOMOIITH KOMaH/[I:
root@server:/# systemctl edit smbd
root@server:/# systemctl edit nmbd

[Ipu 3TOM GYZIeT OTKPBIT TeKCTOBBIM pelaKTop, B KOTOPOM He06X0/IMMO BHECTHU OIIpe/ie/IéHHbIe
nmpaBKu. IIpy TIOATBEP)KAEHHS COXpaHEeHUsS H3MeHeHUN B  CHCTeMe  CO3[aloTCs
COOTBETCTBYIOIIIHE GalIbL:

/etc/systemd/system/smbd.service.d/override.conf
/etc/systemd/system/nmbd.service.d/override.conf
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[Ipu ouepeTHOM 3aITyCKe CIY>KObI OHU ITepeollpe/iesITioT UCXOHbIe 3HaUeHUs ITapaMeTpoB. JIJ1s
pellleHusl 3ajjauy Iepesalycka CIyKObl IpU COOSIX OCTAaTOYHO CJIEAYIOIIETO COZEepP>KHUMOTO,
OJJMTHAaKOBOTO /IJI1 BceX $paiiyioB:

[Service]
Restart=on-failure

9TU U3MeHeHUs B CIIy>KOe COXPaHSI0TCS U IIPU yCTaHOBKe 00HOBJIEHUI CHCTEMBI.

[Tocsie BHeceHUs1 U3MeHEHUH CileflyeT Iepe3allyCTUTh CIYy>KObl U y6eqUThCs, UTO U3MEeHEeHUs
IapaMeTPOB YUTEHBL:

root@server:/# systemctl restart smbd
root@server:/# systemctl show smhd
Type=notify

Restart=on-failure
PIDFile=/run/samba/smbd.pid
NotifyAccess=all

RestartUSec=100ms
TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

root@server:/# systemctl restart nmbd
root@server:/# systemctl show nmbd
Type=notify

Restart=on-failure
PIDFile=/run/samba/nmbd.pid
NotifyAccess=all

RestartUSec=100ms
TimeoutStartUSec=1min 30s
TimeoutStopUSec=1min 30s

IIpoBepKa paboOTOCHOCOOHOCTH U YCTOMYNBOCTU
[IpoBepKy paboTOCIIOCOOHOCTU CUCTEMBI MOYKHO Pa3feIuTh Ha CJIeIyIOIe COCTaBIISIOIIME:

e IIpOBepKa [OCTYIIHOCTH cepBepa II0 HMeHH, ip-afipecy U CpeACTBaMHU CeTeBOro
obHapyXeHUs

+ IIpOBepKa [JOCTYIIHOCTH CeTeBOro KaTaJjora JJjsl OIllepaTUBHOrO obMeHa QaisaMu Ha
YTeHUe U 3aIlIUCh

* IIpOBepKa JOCTYIIHOCTH CETeBOI0 KaTasora JI1 apXUBUPOBAHUS Ha UTEHUeE U 3aIIUCh

* TIIpOBepKa JOCTYIIHOCTH CeTeBOI0 apXMBa Ha 4YTeHHWe K HEeJOCTYIHOCTH Ha 3aIluCh
(ymaseHue QaiiyioB)

Jl1d TIpOBEepPKHU OB MCII0JIb30BaH KJIMEHT 1107 yipasjaeHueM Microsoft Windows 7. IlepBuuHas
IIpOBepKa Oblyla BBHIIIOJIHEHA CpeficTBaMU IpadHueCcKOro II0JIb30BaTebCKOT0 HWHTepderica U
mnmponuia ycrmelnrHo. Ciefymomuil ¢parMeHT TepMHUHaJIbHOIO CeaHCa [JNeMOHCTPHUpPYeT
oOHapy’KeHHe CeTeBbIX KaTaJIOTOB M IIOIIATOBYI0 IIPOBEPKY KaKJOT0 U3 HUX CpeACTBaMU
KOMaHJHOM cTpok:d Windows. CiiefyeT 3aMeTUTh, YTO I [IPOBEPKHU KaTasiora apXuBa B HEM
CpeACTBaMH CaMOIO cepBepa OBLI CO3JaH TeCTOBBIM ¢aily, yAaJéHHBIM TakkKe CpefCcTBaMU
cepBepa II0 3aBepIlleHUH TeCTUPOBAHUS.

Microsoft Windows [Version 6.1.7601]
(c) Koprnopauus Malikpoco¢T (Microsoft Corp.), 2009. Bce npaBa 3awWuueHsl.

C:\Users\user>net view /all
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Wma cepsepa 3ameTKun
\\SAMBA Samba 4.9.5-Debian
KomaHga BhINMO/HEHA YCMNeWwHo.
C:\Users\user>net use X: \\samba.account.school34\shared
KomaHAa BbiINOMHEHa YyCMewWHo.
C:\Users\user>dir X:\
Tom B ycTpoicTBe X mmeeT MeTKy shared
CepuiiHbii HomMep Toma: 9EDD-DA4F
Cogepxumoe nankm X:\
09.06.2021 10:12 <DIR>
18.05.2021 15:11 <DIR> ..
0 daiinos 0 6anT
2 nanok 256 781 373 440 6aiiT cBOb60AHO
C:\Users\user>echo sample file > X:\sample.txt
C:\Users\user>type X:\sample.txt
sample file
C:\Users\user>del X:\sample.txt
C:\Users\user>dir X:\
Tom B ycTpoicTBe X ummeeT MeTKy shared
CepwuiiHbii HoMep Toma: 9EDD-DA4F
Cogepxumoe nankm X:\
09.06.2021 10:39 <DIR>
18.05.2021 15:11 <DIR> ..
0 daiinos 0 6anT
2 nanok 256 781 373 440 6aiiT cBOob60oAHO
C:\Users\user>net use Y: \\samba.account.school34\backup
KomaHga BhIMO/IHEHA YCMNeWHo.
C:\Users\user>dir Y:\
Tom B ycTpoiicTBe Y umeeT mMeTKy backup
CepuiiHbli HoMep Toma: 2A02-4E9E
Cogepxunmoe nankm Y:\
18.05.2021 15:10 <DIR>
18.05.2021 15:11 <DIR> .
0 ¢annos 0 6anT
2 nanok 256 781 373 440 6aiT cB060OAHO
C:\Users\user>echo sample file > Y:\sample.txt
C:\Users\user>type Y:\sample.txt
sample file
C:\Users\user>del Y:\sample.txt
C:\Users\user>dir Y:\
Tom B ycTpoiicTBe Y umeeT mMeTKy backup
CepuiiHbli HoMep Toma: 2A02-4E9E
Cogepxunmoe nankm Y:\
09.06.2021 10:41 <DIR>
18.05.2021 15:11 <DIR> .
0 ¢annos 0 6anT
2 nanok 256 781 373 440 6aiT cB060OAHO
C:\Users\user>net use Z: \\samba.account.school34\archive
KomaHAa BbiNOMHEHa YycCMewWHo.
C:\Users\user>dir Z:\
Tom B ycTpoicTBe Z mMeeT MeTKy archive
CepwuliHbii Homep Toma: D1E3-6EQD
Cogepxumoe nanku Z:\
09.06.2021 10:43 <DIR>
18.05.2021 15:11 <DIR>

09.06.2021 10:43 24 sample.archive.txt
18.05.2021 15:06 <DIR> lost+found
1 ¢annos 24 6anT

3 nmanok 465 958 961 152 6aliT cBo6OAHO
C:\Users\user>type Z:\sample.archive.txt
sample readonly archive
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C:\Users\user>del Z:\sample.archive.txt
Z:\sample.archive. txt

OTKasaHo B gocTyne.

C:\Users\user>echo sample file > Z:\sample.txt
OTKasaHo B jocTyne.

B xome paboThl IIPUBEAEHHOTO TEePMHHAJBLHOTO CeaHCa KaTaJIoTU OBLIN IIOAK/IIOUEeHbl KakK
ceTeBble AUCKU X:\, Y:\, u Z:\. [Iocsie yero B IIepBBIX [BYX K3 HUX OBLIM YCIIELIHO CO3ZJaHBbI,
IIPOYUTAHBI U yJaJleHbl IIPOCTEUIINe TeKCTOBble $aiibl. /[JIg II0CIeJHEer0 CeTeBOro KaraJora
(apxuBa) UTeHHE yKe HMeEIIerocs B HEM ¢aila 0Ka3aJoCh YCIEeIIHBIM, a BCE OCTaJbHbIE
omeparuu — HeT. TeM caMbIM pab0TOCIIOCOOHOCTb CUCTEMBI IIOATBEPIKIEeHa.

YCTOMYUBOCTEL CHUCTEMBI K c60sM ZeMOHOB smbd u nmbd IIpoBepsieTcd aHaJIOTUYHO APYTUM
cayxkb6aM. JUI4  3TOTO  BBIACHAKTCA  HUAeHTUQUKATOPHl  IIPOIIeCCOB, 3TU  IIPOIIECCHI
IIPUHYAUTEJIbHO 3aBEPIIAIOTCS, a 3aTeM BBIIIOJIHIETCS IIpOBepKa COCTOSHUSA CJIYy»K6. Bce atum
LIeFCTBUS OTpa’keHbl B CIeyIoleM ¢pparMeHTe TEPMUHAJIBLHOIO CeaHCa (OTKJIMKH HEKOTOPBIX
KOMaH/J|, COKpallleHbl B HeMHGOPMAaTHUBHOM B IIPUMEHEHUHN K KOHTEKCTY YaCTH):

root@server:/# systemctl status smbd
« smbd.service - Samba SMB Daemon
Loaded: loaded (/lib/systemd/system/smbd.service; enabled; vendor preset: enabled)
Drop-In: /etc/systemd/system/smbd.service.d
Loverride.conf
Active: active (running) since Wed 2021-06-09 13:01:50 +03; 8min ago
Docs: man:smbd(8)
man:samba(7)
man:smb.conf(5)
Process: 880 ExecStartPre=/usr/share/samba/update-apparmor-samba-profile
(code=exited, status=0/SUCCESS)
Main PID: 884 (smbd)
Status: "smbd: ready to serve connections..."
Tasks: 5 (limit: 2314)
Memory: 8.1M
CGroup: /system.slice/smbd.service
884 /usr/sbin/smbd --foreground --no-process-group
886 /usr/sbin/smbd --foreground --no-process-group
887 /usr/sbin/smbd --foreground --no-process-group
888 /usr/sbin/smbd --foreground --no-process-group
890 /usr/sbin/smbd --foreground --no-process-group
root@server:/# kill -9 884
root@server:/# systemctl status smbd
+ smbd.service - Samba SMB Daemon
Loaded: loaded (/lib/systemd/system/smbd.service; enabled; vendor preset: enabled)
Drop-In: /etc/systemd/system/smbd.service.d
Loverride.conf
Active: active (running) since Wed 2021-06-09 13:11:14 +03; 3s ago
Docs: man:smbd(8)
man:samba(7)
man:smb.conf(5)
Process: 904 ExecStartPre=/usr/share/samba/update-apparmor-samba-profile
(code=exited, status=0/SUCCESS)
Main PID: 908 (smbd)
Status: "smbd: ready to serve connections..."
Tasks: 4 (limit: 2314)
Memory: 7.2M
CGroup: /system.slice/smbd.service
908 /usr/sbin/smbd --foreground --no-process-group
911 /usr/sbin/smbd --foreground --no-process-group
912 /usr/sbin/smbd --foreground --no-process-group
913 /usr/sbin/smbd --foreground --no-process-group
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root@server:/# systemctl status nmbd
* nmbd.service - Samba NMB Daemon
Loaded: loaded (/lib/systemd/system/nmbd.service; enabled; vendor preset: enabled)
Drop-In: /etc/systemd/system/nmbd.service.d
Loverride.conf
Active: active (running) since Wed 2021-06-09 13:14:47 +03; 38s ago
Docs: man:nmbd(8)
man:samba(7)
man:smb.conf(5)
Main PID: 961 (nmbd)
Status: "nmbd: ready to serve connections..."
Tasks: 1 (limit: 2314)
Memory: 2.3M
CGroup: /system.slice/nmbd.service
L961 /usr/sbin/nmbd --foreground --no-process-group
root@server:/# kill -9 961
root@server:/# systemctl status nmbd
* nmbd.service - Samba NMB Daemon
Loaded: loaded (/lib/systemd/system/nmbd.service; enabled; vendor preset: enabled)
Drop-In: /etc/systemd/system/nmbd.service.d
Loverride.conf
Active: active (running) since Wed 2021-06-09 13:15:41 +03; 3s ago
Docs: man:nmbd(8)
man:samba(7)
man:smb.conf(5)
Main PID: 967 (nmbd)
Status: "nmbd: ready to serve connections..."
Tasks: 1 (limit: 2314)
Memory: 2.3M
CGroup: /system.slice/nmbd.service
L967 /usr/sbin/nmbd --foreground --no-process-group

HacTpoiika pe3epBHOro KOMUPOBAHUA

[Togpo6HO omucaHHAsI B IIOCTAHOBKE 3aJjaud CHCTEMa Pe3epBHOI0 KOITMPOBAHUS peal3yeTcs
HeCKOJIbKUMH (dariamu. KitouyeByl0 poJIb UrpaeT CIeHApUM KOMAaHJHOM 000JI0UKH,
BBIIIOJIHSIFOIIINM apXUBUPOBaHMeE TaHHbIX, JOII0JHEHUEe KaTaJI0Ta-CIIPABOYHUKA U BBIKJIFOUEHHE
KOMIBIOTEpA B KOHIle pabouero AHs. ITOT ClleHapHUU paclosioKeH B KaTasiore /usr/local/shin u
nMeeT BUJT:

root@server:/# cat /usr/local/sbin/server-shutdown
#!/bin/bash

OLDPATH=$PATH
PATH=$PATH: /sbin

SED=$(which sed)
ZIP=$(which zip)
UNZIP=$(which unzip)

BACKUP_DIR=/srv/samba/backup

ARCHIVE_DIR=/srv/samba/archive
ARCHIVE_INDEX=$ARCHIVE_DIR/index.html
ARCHIVE_INDEX_TEMPLATE=/usr/local/share/index.template
ARCHIVE_NAME=archive_$(date +%Y_%m_%d).zip
ARCHIVE=$ARCHIVE_DIR/$ARCHIVE_NAME
ARCHIVE_REF=file://///samba.account.school34/archive/$ARCHIVE_NAME

HTML_OPEN=$(cat <<EOF
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<p>
<a href=$ARCHIVE_REF><h2>Apxue oT $(date "+%d %B %Y")</h2></a>
<details> <summary>Cogepxumoe</summary>

<pre>

EOF

)

HTML_CLOSE=%$(cat <<EOF
</pre>
</details>

</p>

</body>

</html>

EOF

)

if [[ -n $SED && -n $ZIP && -n $UNZIP 17;

then

logger -s -t server_shutdown -p syslog.info "server shutdown begins"
logger -s -t server_shutdown -p syslog.info "stopping smbd and networking"
systemctl stop smbd
systemctl stop networking
NEEDED_BLOCKS=$%$(du --total $BACKUP_DIR/* | tail -1 | sed s/"[[:space:]1].*"//g)
NEEDED_INODES=1
AVAIL_BLOCKS=$(df --output=avail $ARCHIVE_DIR | tail -1 | sed s/" "//g)
AVAIL_INODES=$(df --output=iavail $ARCHIVE_DIR | tail -1 | sed s/" "//g)
logger -s -t server_shutdown -p syslog.info "it is needed up to $NEEDED_BLOCKS
blocks and $NEEDED_INODES inodes, whereas $AVAIL_BLOCK
S blocks and $AVAIL_INODES inodes available"
if [[ $AVAIL_BLOCKS -gt $NEEDED_BLOCKS && $AVAIL_INODES -gt $NEEDED_INODES 11;
then
if [[ -n $(ls $BACKUP_DIR) 11;
then
cd $BACKUP_DIR
zip -mgT $ARCHIVE -r ./
if [ -z $(1ls $BACKUP_DIR) 1;
then
if [ ! -f /srv/samba/archive/index.html 7];
then
logger -s -t server_shutdown -p syslog.info "archive index does
not exist, new one created"
cat $ARCHIVE_INDEX_TEMPLATE > $ARCHIVE_INDEX
chown buh:buh $ARCHIVE_INDEX
chmod 0744 $ARCHIVE_INDEX
fi
sed s/"<\/body.*>"//g -i $ARCHIVE_INDEX
sed s/"<\/html.*>"//g -i $ARCHIVE_INDEX
echo $HTML_OPEN >> $ARCHIVE_INDEX
unzip -1 $ARCHIVE >> $ARCHIVE_INDEX
echo $HTML_CLOSE >> $ARCHIVE_INDEX
logger -s -t server_shutdown -p syslog.info "archive created, archive
index updated"
else
logger -s -t server_shutdown -p syslog.warning "failed to create
archive, all data remain in backup directory"
fi
else
logger -s -t server_shutdown -p syslog.info "backup directory is empty,
nothing to move to archive"
fi
else
logger -s -t server_shutdown -p syslog.warning "available blocks or inodes
are not enough, can't move data to archive"
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fi
else
logger -s -t server_shutdown -p syslog.warning "sed, zip or unzip missing, can't
move data to archive"
fi

PATH=$OLDPATH
/sbin/shutdown -P now

[t obecrieueHUss pabOTOCIIOCOOHOCTU 3ITOrO CIleHapHs TakyKe MoTpebyeTcs ¢aii-11abiioH
html-kaTasiora apxuBa. OH pacrosioykeH B KaTasiore /usr/local/share v umeer Buz:

root@server:/# cat /usr/local/share/index.template
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<html>
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8"/>
<title>ApxuB 6yxrantepum MBOY COll Ne34</title>
<style>
body {
margin-left: Opx;
margin-top: Opx;
margin-right: Opx;
margin-bottom: Opx;

text-decoration: none;
color: #1C61B5;

a:link {
text-decoration: none;

o]

chover {
text-decoration: none;

a:active {
color: #000000;
text-decoration: underline;

b

h1 {
color: #0a0Oafa;
font-size: 28px;
margin: Opx;

b

h2 {
font-size: 20px;
margin-left: 30px;
margin-bottom: 10px

}

p {
font-size: 14px;
margin-left: 30px;
margin-top: 10px;
margin-right: 30px;
margin-bottom: 10px;

b

details {

margin-left: 30px;
margin-top: 10px;
margin-right: 30px;
margin-bottom: 10px;
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pre {
font-size: 12px;
margin-left: 30px;
margin-top: 10px;
margin-right: 30px;
margin-bottom: 10px;

}

</style>

</head>

<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<h1 align="center">ApxuB 6yxrantepun MBOY COW MNe34</h1>

</body>

</html>

B asTtoM ¢aisie IeJMKOM COZep XUTCI BecA html-cTpaHuiia, Ha OCHOBe KOTOpO#l Oymer
dopMHUpOBaTHCA KaTasJol apXyBa, BMeCTe C TabJHIlaMU CTHUJIel, TaKUM 00pasoM, HUKaKUX
BHEIITHUX 3aBUCHUMOCTEHN y 9TOM CTPaHUIIBI HeT, a 3HAUUT CJesaTh eé JOCTYIIHOU II0 ceTU 6e3
Iorepu (QYHKIIMOHAJIbHOCTU MOXKHO CpeacTBaMu — ¢arii-cepBepa 6e3 He00XOAMMOCTH
pasBopauyuBaTh B CUCTeMe Beb-cepBep.

CaM crieHapu¥l IpU CBOEM 3aIyCKe MPOBepsieT HaJW4Yhe HEeOOXOMUMBIX YTUJIUT, BBIICHSIET
NOCTYIIHOe M HeoOXO[MMOe [IUCKOBOe IIPOCTPAaHCTBO, HEO0OXOAMMOe [UIsI BBIIOJTHEHUS
apXUBUPOBaHUY, IIPU OTCYTCTBUU (alia-KaTrajora CO3LaéT ero Ha OCHOBe YKa3aHHOIO
mabJI0Ha M OCTaHAaBJIMBAET CETEBYHO CIY>KOY U CIy>KOy CeTeBBIX KaTaJIOrOB. 3aTeM CLieHapui
BBIIIOJIHAET CO3JaHKe apxXuBa (ecsiyd KaTajor backup He IIycT) U IIpU YCIIEIITHOM 3aBeplleHUU
3TOM OIepaliiy OYHUIaeT KaTaJol apXUBHUPOBAHUSA U [JOIIOJHSeT Gals-KaTasor. Eciu ke
KaTaJIoI apXMBUPOBaHUA IIYCT, TO CO3JaHHe apxXWBa He IIPOMCXOJUT, UHJEKCHBIN ¢aiiy He
MeHsleTCd. B 3aBepIlleHHe NPOUCXOAUT BBIKJIIUEHHEe BCeU CHUCTeMBL. /[leHCTBUS CIleHapHus
OTpa’kar0TCs B CUCTEMHOM >KypHaJle, UTO IIPOIEMOHCTPUPOBAHO B CJIeIVIOIIeli BhIZlepiKKe:

root@server:/# cat /var/log/messages | grep server_shutdown

Jun 11 15:07:46 server server_shutdown: server shutdown begins

Jun 11 15:07:46 server server_shutdown: stopping smbd and networking

Jun 11 15:07:46 server server_shutdown: it is needed up to 760 blocks and 1 inodes,
whereas 455038044 blocks and 30523379 inodes available

Jun 11 15:07:46 server server_shutdown: archive created, archive index updated

YTo KacaeTCs CO3[aHUSI WHIEKCHOTO daiiyia apXuBa, TO 3TO MOYKeT IIOHAJOOUTHCI B IBYX
c/Iydasix: IIepBBIM 3aIlyCcK cepBepa U IIOJHAsl OUMCTKAa apXuBa, HaIIpUMep IIPHU ero 3alloJIHeHUH
U IIepeHoCce CO/Iep>KUMOT0 Ha ChEMHbBIe HOCUTEJIH, HallpuMep, OIITUUeCcKHUe TUCKHU.

3aHy'CK COeHapusd ciaeayeT BO3JIOKHUTL Ha CJIY)Kﬁy cron, peajr3anyd 3TOIrO OIIMCaHa B pa3aeJsie
«ABTOMAaTHYECKOE BEIKJIIOUEHIE CUCTEMBI».

O IOIOJTHUTEIHLHBIX CIy>K0ax

AppArmor/SELinux

Hcriosip3oBaHMe CHUCTEM MaHIAaTHOIO pasrpaHUYEHHA IIpaB [A0CTyIla B pacCMaTpHBa€MOM
cepBepe IIpeacTaBIAeTCAa H30BITOYHBIM, IIOCKOJIBKY OCHOBHBIM CE€PBHCOM, IIpenoCTaBJ/IA€MBbIM
CHCTEMOM, SIBJISETCSI (baﬁﬂOBoe XpaHUJIHUIILE, a CBA3aHHBIE C HUM IIPOIECCHI BBITIIOJIHAKOTCA OT
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UMeHHU root. [Ipy 3TOM 0HU B3aUMO/IEMCTBYIOT TOJIEKO C BHYTPEeHHEH CeThI0, KIMeHThl KOTOPOM
PaBHOIIpaBHBI, a [OCTYIl M3 BHEIHeH CeTH K HUM 3aKpBIT. BcriomoraTesbHBIE IIPOIECCHI
paboTaroT OT UMeHU COOCTBEHHBIX CHUCTEMHBIX II0JIb30BaTesJed M UX JOCTYII K KaTasoram,
CoJZlep KalllM I10JIb30BaTeIbCKUe JaHHble, OTpaHUYeH JUCKPEIIMOHHO.

3amura ot nogoopa napoJiei (fail2ban)

[ToCKOJILKY B CHJIy XapakKTepa QYHKITMOHUPOBAHHUS CepBepa eIMHCTBEHHBIM MeXaHH3MOM
YAAJIEHHOT0 BXOZa B CHCTeMy sABJsgeTcs ssh, To oT ucrnosb3oBanud fail2ban BriosiHe 6e3011acHO
oTKa3aThcs. CHCcTeMa XOpOIIo 3alTullleHa ¢pariepBoJioM (OIIHCAHO Jajiee) ¢ YKasaHHeM (Kak II0
ip, Tak M II0 mac-agpecy) AJs Hero eJUHCTBEHHOI0 X0CTa, ¢ KOTOPOIo pasperieH BXOJ 1o ssh.
Cam ssh-cepBep cuCcTeMbl UMeeT TaKHe ’Ke OrpaHUYeHHUs, KpOMe TOTO IPEeAIIPUHATHEI MePHI 110
3alldTe OT arp-aTak (cTaTHuecKas 3alllCh), caM YAAJEHHBIM BXOJ pPaspellleH TOJBKO I
HeIPUBUJIETUPOBAHHOTO I10/Ib30BaTeJIs, YUETHas 3alHCh KOTOPOTO 3alllHIlleHa IIapojeM, a
MIOBBIIIIeHH e TPUBUJIETUH TPebyeT 3HAaHUS IapoJisi CYyIIepII0Ib30BaTes.

UTo >Ke KacaeTcs CJIy>KObI 00MeHa ¢aityiaMy, TO JOCTYII K HEX BO3MOKeH TOJILKO C BHYTPEHHET0
ceTeBoro uHTepderica. C y4uyéToM (QU3HUECKOIO pasMellleHWs U CepBepa, U KIHMEHTCKUX
YCTPOMCTB, U CeTeBHIX KOMMYTATOPOB M Kabeseidl IoficeTH OyxXrajaTeprud BHYTPU OJHOTO
IIOMeII[eHUsI MOXKHO YTBep>KaTh, UTO 3all[UTa 3TOT0 cepBHca cpefcTBaMu fail2ban n36sITOUHA.

PoTanus >KypHasioB (logrotate)

CucTeMHBIe KypPHaJIbl MOTYT CJIY>KUTBH CPeACTBOM aTaK{ Ha CepBep C IIeJIbI0 3all0JHUTH ero
IVICKOBOE IIPOCTPAHCTBO M Iapajn30BaTh, TeM CaMbIM, ero paboTy. ITOMYy IPOTHUBOCTOUT
cUCTeMa pOoTalluH )KypHaJIbHBIX GaloB.

[Ipy BXOJe B CHUCTeMY II0 IIPOTOKOJNIY ssh coOTBeTCTByIOIast 3alKCh BHOCUTCA B Qaili
/var/log/auth.log. VuuTeIBas IIpeAlIpHUHATBIE Mephl 3allUTHl Ssh, MOXHO yTBepX[aThb, UTO
aTaka BO3MOXKHA TOJIBKO C eJMHCTBEHHOI0 He MeHee 3allUINEHHOIO XOCTa W3 fAfpa CeTH
(KOMIIBIOTEP CUCTEMHOTO aJiMHUHUCTPATOPA).

OcrasibHBIE OCTYIIHBIe KJIWEHTaM CIy>KObl (dnsmasq, samba ¥ ntp) He BeLyT COOCTBEHHBIX
JKYpPHAaJIOB KJIMEHTCKHUX 00pallieHUuH IIpU yKasaHHOM I HUX KOHQUIYpalluu U, TEM CaMbIM, He
MOTYT OBITH HallpaBJIeHUEM JJI1 TAKOU aTaKU.

Kak uror ciaeanyeTrT OTMETHUTH, UTO HaCTPOﬂKH CHUCTEMBEI II0 YMOJ/JITYaHHIO (pOTaU;I/Iﬂ e)KEHe,ZLEJIBHO)
34eChb BIIOJIHE IIPHME€HHNMEI.

Ciy>x6a TOYHOr0o BpeMeHH (ntp)

Cepsep ciy>KObI TOUHOI'O BpeMeHHU He TOJILKO IIpefoCcTaBiIsgeT YCIyTU KJIWeHTaM, HO U CIeJUT
38 TOYHOCTBHIO CUCTEeMHBIX 4YacOB MaAIIMHBI, HA KOTOPOU pasBépHYT. [109TOMy HeBO3MOXKHA U
b6eccMmbICIeHHa paboTa APYyTUX CpefCcTB CHHXPOHH3AIMM 4YacoB B OIIMChIBAEMOM cucTeMe. B
YaCTHOCTH, IIPOCTEUIINMI NtP-KJIKMEHT, KOTOPHIM BXOAUT B COCTaB systemd, oKasbIBaeTCs IIOCIIe
YCTAaHOBKHY U HACTPOMKU ntpd B HepaboTOCIIOCOOHOM COCTOSTHUU U [N0JKEH OBITH OTKJIIOUEH:
root@server:/# systemctl status systemd-timesyncd
+ systemd-timesyncd.service - Network Time Synchronization

Loaded: loaded (/lib/systemd/system/systemd-timesyncd.service; enabled; vendor
preset: enabled)

Drop-In: /usr/lib/systemd/system/systemd-timesyncd.service.d
L-disable-with-time-daemon.conf
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Active: inactive (dead)
Docs: man:systemd-timesyncd.service(8)

root@server:/# systemctl list-unit-files | grep timesyncd
systemd-timesyncd.service enabled
root@server:/# systemctl disable systemd-timesyncd
Removed /etc/systemd/system/dbus-org.freedesktop.timesyncl.service.
Removed /etc/systemd/system/sysinit.target.wants/systemd-timesyncd.service.
root@server:/# systemctl list-unit-files | grep timesync
systemd-timesyncd.service disabled

ITouToBas ciay>xo6a

[TouToBag ciayk6a, farke JIOKaJIbHasi, MO>KeT CTaTh HallpaBJIeHHMeM [ aTaKW: TaK, Hallpumep,
3JIOYMBIIIIJIEHHUK MOJKET TeHepHpoBaTh OTPOMHBIM BaJl IIMCEM JIOKaJbHO B CHCTEMeE, YeM
IIPOBOITUPOBATH IIepelloiHeHre (QalloBOM CHUCTEMBI U O0TKa3 o6cayXuBaHUs. [1osaToMy pake
JIOKQJIbHYIO0 IIOUTOBYIO CIY>KOY cilefyeT TIaTeJIbHO HacTpauBaTh MU OTK/IHOYATh BOBCE, €CJIN
OHA He HCI0JIb3yeTCH.

B paccmMarpuBaeMOM CHCTeMe BMeCTe C /[JAPYTHMH KOMIIOHEHTaMH YCTaHOBJIEH areHT
nepecbIKU I10YTHl (MTA) exim4. B IiepcrieKTHBe IUIAHUPYETCS BBeJleHHE B 3KCILIyaTaI[UIo
BHYTPEHHETO0 II0YTOBOI'O CepBepa OpraHusalily, YTo II03BOJIUT MHOTUM CUCTEMHBIM CIy>K6aM
(HampuMep, cuCTeMe MOHUTOPHUHIA COCTOSHUA >KECTKOIO [HCKa) yBeLOMJIATH CHUCTEMHOIO
aJMHUHKCTpaTopa o IIpobreMax.

C TOUKH 3peHUs 6e3011acHOCTH MTA MoXKeT GBITH UCIIOJIb30BaH [JIs1 IIePeIloTHEeHUST IT0UTOBBIX
SIITUKOB II0JIb30BaTeJsIe, T. €. 3aII0JTHEHUSI IUCKOBOTO IIPOCTPAaHCTBA MAaIlIMHBL.

Ha maHHOM 3Talle UMeeT CMBICII IIOJIHOCTBIO yaaauTh MTA U3 chcTeMBbl, TeM 60Jjiee YTO 3TO He
BeleT K yJaJeHUI0 APYTUX KOMIIOHEHTOB CHUCTeMbl. MTak, CIefyIIIUU COKpallléHHBLINA B
HesHayallleM BBIBOJle ¢parMeHT TepMUHAJIbHOIO CeaHCa JeMOHCTPUPYeT IIPOLefyPy IIPOBEPKU
BO3MOJKHOCTH yaJIeHUS U HeIIOCPeACTBEHHO yaaieHusa MTA:

root@server:/# dpkg -1 | grep exim
ii exim4-base 4.92-8+deb10u5 amd64 support files for all Exim MTA (v4) packages
ii exim4-config 4.92-8+deb10u5 all configuration for the Exim MTA (v4)
ii exim4-daemon-light 4.92-8+deb10u5 amd64 lightweight Exim MTA (v4) daemon
root@server:/# apt-get -s purge eximd4-daemon-light
YTeHne cnmckoB nakeToB.. [0TOBO
MocTpoeHne pepeBa 3aBUCUMOCTENA
UTeHne uHPopMauum o COCTOAHUWU.. [0TOBO
Cnepywuwme nakeThl YyCTaHaBAMBaAUCL aBTOMaTUYeCKU W 6oNnblie He TpebywTca:
exim4-base exim4-config libevent-2.1-6 libgnutls-dane0 libunbound8
Ana wx ypaneHus mncnonb3yinite «apt autoremove».
Cnepywuwme naketsl 6yayT YIANEHbI:
exim4-daemon-light*
O6HoBNeHo 0 nakeToB, ycTaHOBAeHO 0 HOBLIX MakeToOB, ANA yAaneHUsa OoTMeyeHO 1 nakeToB, U
12 nakeToB He O6HOB/EHO.
Purg exim4-daemon-light [4.92-8+deb10u5]
root@server:/# apt-get purge eximd4-daemon-light
YTeHne cnmckoB nakeToB.. [0TOBO
MocTpoeHne aepeBa 3aBUCUMOCTENA
UTeHne uHPopMauum o COCTOAHUWU.. [0TOBO
Cnepywuwme nakeThl YyCTaHaBAMBaAUCL aBTOMaTUYeCKU U 6onblie He TpebywTca:
exim4-base exim4-config libevent-2.1-6 libgnutls-dane0 libunbound8
Ana wx ypaneHus mncnonb3yinite «apt autoremove».
Cnepywuwme naketsl 6yayT YIANEHbI:
exim4-daemon-light*
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BolunwawTca darinsl HacTpolikm naketa eximd-daemon-light (4.92-8+deb10u5) ..
root@server:/# apt autoremove

UTeHrne cnuckoB nakeToB.. [0OTOBO

NocTpoeHne fgepeBa 3aBUCMMOCTEN

UTeHrne umHopmaumm O COCTOAHUW.. TOTOBO

Cnepywuwme nakeTsl 6yayT YAANEHbI:

exim4-base exim4-config libevent-2.1-6 libgnutls-dane0O libunbound8

Tak Kak HeKOTOpble CHUCTeMHBbIE CJIY>KOBI HCIIOJIB3YIOT B CBOell paboTe IIOUTOBYIO CUCTEMY,
clenyeT yO0eOUTHCS, UTO KX paboTOCIIOCOOHOCTHL He HapylleHa. Tak IIocjae YCIIeITHOM
repesarpysky CHUCTeMBI (B CMBICJIe OTCYTCTBUSA COOOIeHUM 00 OIIMOKaxX 3aIlycKa CiIy»K0)
clelyeT IIPOBEPUTH UX COCTOsTHUE. HipKe IpuBenéH COKPAIEHHBINM OTKJIMK TOJIBKO OJHOM
TaKOM KOMaH/bI IIPOBEPKHU I KPAaTKOCTH U3JI0KeHUs, II0CKOJIBKY OCTaJIbHble KOMaH/bI 1aIn
aHaJIOTUYHBIN pesyJIbTaT:

root@server:/home/administrator# systemctl status smartd
* smartd.service - Self Monitoring and Reporting Technology (SMART) Daemon

Loaded: loaded (/lib/systemd/system/smartd.service; enabled; vendor preset:
enabled)

Active: active (running) since Thu 2021-06-03 10:00:15 +03; 2min 57s ago
root@server:/home/administrator# systemctl status networking
root@server:/home/administrator# systemctl status mdmonitor
root@server:/home/administrator# systemctl status nut-monitor
root@server:/home/administrator# systemctl status nut-server
root@server:/home/administrator# systemctl status nut-driver
root@server:/home/administrator# systemctl status ssh
root@server:/home/administrator# systemctl status ntp
root@server:/home/administrator# systemctl status cron

root@server:/home/administrator# systemctl status dnsmasq

root@server:/home/administrator# systemctl status smbd

B IepcreKTUBe II0CJIe pa3BEPTHIBAaHWS BHYTPEHHErO II0YTOBOTO cepBepa opraHusarmuu MTA
BHOBb MOJKET OBITH YCTAaHOBJIEH B CHCTeMe M HAaCTPOeH COOTBETCTBYHOIIUM ob6pa3oMm. Tem
BpeMeHeM IIPU er0 OTCYTCTBHUU [eMOH smartd Ipu HeoOXOJIUMOCTU OyzieT co3maBaTh (ariibl
3JIEKTPOHHBIX IIKCEM B KaTajIore /tmp .

ABTOMAaTH4YeCKOE BBIK/JIIOUEHHE CUCTEeMBbI

ABTOMaTHUeCKOe BHIKJIIOUeHMe CUCTeMBI B Hepabouee BpeMs TaKyKe BBIIIOJIHSETCS CpefcTBaMU
IleMOHa Cron, JiyIs Yero B ero KOHQUIypalluOHHEIN ¢alis /etc/crontab BHeCeHBI CTPOKU:

#Shutting down at night with backup archive creation
00 21 * * * root /usr/local/sbin/server-shutdown

OHHM obecIieuMBaKT BBIKJIKOYEeHHE cucTeMbl B 21:00 ¢ yBegoMJyieHHMEM IOJIb30BaTesei 3a 10
MUHYT [0 3TOr0. OUeBUHO , UTO BBIKJIIOUEHUE CUCTEMBI Ha HOYb IIpeciiefyeT TPU LIeJIu:
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e 9HeprocbepexeHue;
* 3KOHOMMS pecypca anlapaTHOM IIaTGOPMBL;
* TOPOTHBOAEUCTBHE JJIUTEIbHBIM aTakKaM Ha II0A00p I1apoJis.

YcTraHOBKa M HacTpoMka cereBoro ¢puiasrpa (nftables)

YcraHOBKa ceTeBOro puiabTpa

Jlid yIipaBJileHUs IIpaBHJIaMM ¢aiiepBoJjia B COBpeMeHHBIX Bepcusx Debian pekoMeH0BaHO
HCII0JIb30BaTh nakeT nftables, KoTopsiii moTpebyeTcs yCTaHOBUTH KOMaHZ0M

root@server:/# apt-get install nftables

CeTeBoe OKpPYy>KeHHE M MMOTEeHITHAIbHbIE YyTPO3bI

CocTaBjieHHe CBOJla MpaBHWJI CeTeBOro QHUIbTpPa CJeAyeT HAYMHATh C BBIICHEHHUS BCeEX
IIPOTOKOJIOB U TIOPTOB, UCHOJb3yeMBIX CUCTEMOUM M KyHeHTaMH. CIIMCOK CETeBBIX IIOPTOB U
IIPOTOKOJIOB, Ha KOTOPBIX CHCTEMa TIOTOBa IIPUHUMATh COEIMHEHUSI, MOYKHO IIOJIYUYUTH
CJIeTYIOIIINM 06pa3oM:

root@server:/tmp# ss -tuln

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port
udp UNCONN 0 0 0.0.0.0:67 0.0.0.0:*
udp UNCONN 0 0 10.9.1.129:123 0.0.0.0:*
udp UNCONN 0 0 192.168.0.88:123 0.0.0.0:%
udp UNCONN O 0 127.0.0.1:123 0.0.0.0:*
udp UNCONN 0 0 0.0.0.0:123 0.0.0.0:*
udp UNCONN 0 0 10.9.1.191:137 0.0.0.0:*
udp UNCONN 0 0 10.9.1.129:137 0.0.0.0:%
udp UNCONN O 0 0.0.0.0:137 0.0.0.0:*
udp UNCONN 0 0 10.9.1.191:138 0.0.0.0:*
udp UNCONN 0 0 10.9.1.129:138 0.0.0.0:*
udp UNCONN 0 0 0.0.0.0:138 0.0.0.0:%
udp UNCONN O 0 0.0.0.0:46417 0.0.0.0:*
udp UNCONN 0 0 127.0.0.1:53 0.0.0.0:*
udp UNCONN 0 0 10.9.1.129:53 0.0.0.0:*
tcp LISTEN O 50 10.9.1.129:445 0.0.0.0:%
tcp LISTEN O 16 127.0.0.1:3493 0.0.0.0:*
tcp LISTEN O 50 10.9.1.129:139 0.0.0.0:*
tcp LISTEN O 32 127.0.0.1:53 0.0.0.0:*
tcp LISTEN O 32 10.9.1.129:53 0.0.0.0:%
tcp LISTEN 0 128 192.168.0.88:22 0.0.0.0:*

CiemyeT clesiaTh Psi] 3aMeUaHHUH:

Bo-11epBEIX, cilefyeT 3aKphITh CeTeBBIM QHILTPOM IIOPT 67, paboTaroluil o nporokoay UDP,
IJId BCeX BXOOAIIMX Yepe3 BHEIIHUW HHTeppeiCc MakKeTOB. IJTOT IIOPT MCIIOJIb3yeTCsd
nporokosioM DHCP, KOTOpBIHM, COIVIaCHO ITOCTAaHOBKE 3a/lauM, NOJ/DKEH OO0CIyKUBAaTh JIUIIb
KJIMEHTOB BHYTpPeHHEM CeTHu. IJTOT IIOPT OTKPBIT [AeMOHOM dnsmasq, KOTOPBIM TakoKe
BBIIIOJIHAET TAKYI0 IIPOBEPKY, OfHAKO JOIIOJIHUTe/IbHA 3alliTa ¢pariepBoIOM JIUIIHEHN SBHO He
oyzer.

Bo-BTOpPBIX, TpebyeTcsa i1 BHEIIHUX HWHTepdeiicoB 3aKpbITh IOPTHI 137 (netbios-ns) u 138
(netbios-dgm) st 1porokosia udp. JOCTYIIHBIM 3TOT IIOPT J[AOJDKEH OCTaThCAd JIUIIb IS
JIOKaJIbHOTO IIeTJIEBOTO U BHYTPeHHero HHTepdelcoB. ITU IIOPTHI HCIOJIL3YIOTCI [JIA
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obecrreyeHUs1 pab0ThHl MEXaHU3MOB CeTeBOr0 06HapykeHUs1 Windows-KJIMeHTaMU, KOTOPBIM He
cyleflyeT 3HaTh CTPYKTYPY CETU OpraHU3aliui KpoMe COOGCTBEHHOM IT0/ICETH.

B-TpeTbUX, He JIUIIHUM Oy/eT 3aKPBITH [JISI HOBBIX COEJUHEHUH II0 IIPOTOKOJy TOYHOIO
BpeMeHH (opT 123) BHellIHUEe UHTepdelchl, He IoJjarasich TOJbKO Ha YCTOMUYHMBOCTH CaMOIO
nemoHa ntpd. IIpx 3TOM CIIOCOGHOCTH CaMOTO JeMOHAa WHUIIMUPOBATh COEJUHEHUS C
BBIIIECTOSIITUMH CEPBEPAMH TOUHOTO BpeEMEeHHU He ITOCTPaIaeT.

B-‘-IETBepTBIX, QI CHHJKEHHA BEPOATHOCTHM dTdaK Ha O0TKa3 B O6CJIy>KI/IBaHI/II/I, cirenyer
OI'PaHHUYHUTH MaKCHMaJ/IbHO€ KOJIMYECTBO IIaKETOB B €IMHHUITY BpEMEHHU [IJIA Ka)K,EOfI CJIY)KGBI.

HakoHerll, ciefyeT o06eclieddTh MAaKCHUMa/IbHYIO 3all[UTy KPUTHYECKOW 11 6e30I1acCHOCTH
CHUCTeMBI CJY>KOBI ssh, a MMeHHO, J0IyCKaTh YCTaHOBJIEHHE COeJUHEHUU C HeH TOJILKO C
IIPOBEPKOM ip-ajipeca, amIiapaTHOIO ajpeca, WHTepderica, ¢ KOTOPOrO IIPUINEJ] IIaKeT U C
cobJiroZileHreM OrpaHUYeHUsl Ha KOJIMUEeCTBO TaKUX IIaKeTOB B JUHUILY BpeMeHH.

OTmesbHO CJleflyeT pacCMOTpPeTh BOIIPOC O TpaH3UTe IIaKeToB. Bo H30e)kaHUe IIOIIBITOK
CKaHUPOBaHUSA CTPYKTYPhl BCEU CETH OPTaHU3AIIUU C IIOTEHIIUAJIbHO YSI3BUMBIX KJIUEHTCKUX
KOMIIBIOTEPOB CJIe[yeT OCTaBUTH BO3SMOKHOCTH TPAH3UTA CETEBBIX IIaKETOB TOJIBKO K CepBepy
AVC «ABepc» (mo tcp-mopty 8082), K BHUPTyaJIbHOM IIOJICETHM CEPBEPOB oOpraHusanuu (6es
OTpaHUYEeHUH 110 IOPTaM Ha JaHHOM 3JTalle) U B THTepHeT.

[Ipu 3TOM cJlefyeT IIOHUMAaTh, YTO 107 VIHTepHEeTOM MOHMMaeTCcsl BOOOIle J060 ceTeBOM
azipec, KpoMe BEIITe 0603HAaUeHHBIX, B TOM YHCJIE U ajipeca U3 APYTUX JIOKATLHBIX IIOJICETEH, 0
KOTOPBIX CepBepy IIoficeTH GyXrajTepuy BooOIlle HUUero He HU3BecTHO. Kasasoch 6BI, YTO
3JIOYMBIIIUIEHHUK, 3Hast CTPYKTYPY CETH OpPTaHU3aITMH, CMOKET OTIIPABUTH ITaKeT Ha OJUH U3
OTKpPBITHIX IIOPTOB K HEKOTOPOMY KOMIIBIOTEpY, HalpuMep, aJfMHUHUCTPATUBHOU IIOZCETH.
OfHAKoO, B CHJIy TOTO, YTO CEPBEP MOJCETH GYXTAJITepPUU He UMeeT MapIIpyTa B 3Ty IIO/ICETH B
CBOel TabJuIle MapIIpyTHU3aIlUM, a TakKe B CHJIy TOTO, YTO IIpPsIMOe HallpaBJjeHHe I1aKeTa K
CepBepy aJMHHHCTPATUBHOM TIOJICETH UYepe3 ero ajipec B sApe CeTH HEBO3MOXKHO,
eIMHCTBEHHBIM MAapIIpPyTOM OCTaHeTCsl IJIaBHBIM IUII03, ¢aliepBoJl KOTOPOTO IIpeceydyéT
OTHpPaBKy OITACHOTO MakeTa. Kpome TOro, Me>KceTeBOe IKpAaHUPOBAHHE OPraHU30BaHO U Ha
cepBepe aTaKyeMoU II0/ICeTH.

Taxoke cieyeT 06paTUTh BHUMaHUe Ha HOPT 46417, OTKPBITHIA CIY>KOOM TOMEHHBIX UMEH [JIS
00II[eHMs C BBILIECTOAIUMU cepBepaMU. IIomo6HOoe coeguHeHNe He MMeeT GQUKCUPOBAHHOIO
II0PTAa U IIPU KaKA0M 3aITyCKe CJIy>KObI MO>KeT U, CKOpee BCero, 6y/1eT MeHIThHCS.

OcTaJsIbHBIE TIepeYrCIeHHbIe IIOPThI OTKPBITHI TOJBKO Ha JAOIMYCTHUMBIX aipecaX ¥ HaCTPOUKH
¢dariepBoJIa JOJDKHBI UX JIUIIH IIOATBEPKIATh.

Kpome TOro, B ceTeBOM QU/IbTPe [JOJ/DKHBI OBITH IIPeAyCMOTPEHBI TakKe M IIpaBUIIA,
obecrreynBarIue pabory GRE-TyHHeJIeH.

HaKOHeH, Ha JaHHOM 3TaIll€ II0 OpraHHU3allMOHHBIM IIPHMYHMHAM HET BO3MOXKHOCTH COCTaBHTH
TOYHBIN CIIMCOK BHEIITHUX PEeCYpCOB 3a IIpefiejilaMi CeETH OpPraHU3allK, K KOTOPBIM pPa3peIieHo
o6pamaTbca C KIIMEHTCKHUX KOMIIBIOTEPOB, TOUHO TdK K€ KaK H COOTBETCTBYIOIIIHE CITHMCKH
IIOPTOB MW IIPOTOKOJIOB, IIO3TOMY IJIA HO,Z[OGHI)IX COQ,Z(I/IHEHI/Ifl IIpUHATa MOOBEPHUTE/IbHAA
IIOJTUTHKA II0 YMOJIYaHHUIO.
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CTpyKTypa ceTeBOro puiasrpa

Omupa

SCh Ha BHIIMIECKa3aHHOE K PYKOBO/ICTBYACH ITPHMHITHUIIOM 3allpeTa II0 YMOJIYaHHUI0, MOKHO

TaK 0XapaKTepHU30BaTh CTPYKTYPY CeTeBOTO GUIbTPA:

CBSA3b C BHEIITHMMHU CETAMHU OCYII[eCTBJIAETCS C IIOMOIIILI0 MeXaHu3Ma NAT,

oIIpezesieHbl TabIUIBl QUILTPAIUU IS IIPOTOKOJIOB [Pv4 u IPV6,

B Tabymile QUIbTPAIIUU OIIpeJeseHbl IIeII0OYKH IIPaBUJI IS BXOAAIIUX, UCXOAAIIUX U
TPaH3UTHBIX [TAKETOB,

IUIS BCeX IeroveK Tabauipl IPv6 3aiaHa II0JIMTHUKA COpoca HaKeTOB 110 YMOJIYaHUIO,

IUIsI BXOJAIeN UM TPAH3UTHOM IlelodyeK Tabisuiel IPv4 ompenesieHa IIOJIMTHUKA cOpoca
IIaKeTOB II0 YMOJIYaHUIO, /I HCXOIAINeM I[eIIOYKH II0 YMOJIYAaHUIO YCTaHOBJIEHA
JlOBepuTeJbHAas II0JIUTUKA,

paspellleHbl IIPUEM M TPaH3UT IIAKETOB, OTHOCAILIMXCI K YK€ YCTaHOBJIEHHBIM
COeIMHEHUM,

HaKOHeI] BHeCeHBI paspelrarlye IIpaBuia s OIIMCAHHOIO BhIIIe TpadUKa.

B uToOTe crieHapui aTOMapHOM 3aTPy3KH IIPaBUJI ITPHUOOPEIT BH/T:

root@s
#!/usr

flush

define
define
define
define

#FIXME:

#dhcp-

define
90:2b:
define
define
define

define
define
define
define
define
define
define
define
define

define
define
define
define
define
define
define

table
cha

erver:/# cat /etc/nftables.conf
/sbin/nft -f

ruleset

IFACE KERNEL = enp2s0

IFACE_ACCD = enp3s0

IFACE USB = ethusb

IFACE EXT = { $IFACE KERNEL, $IFACE USB }

remove entries from CLIENTS and CLIENT LLADDRS for

host=54:be:f7:2a:69:05,test,10.9.1.136

CLIENT LLADDRS = { 90:2b:34:a3:83:44, 50:e5:49:33:de:d9, 90:2b:34:a0:24:7b,
34:96:16:53 }

MFP_LLADDR = f8:0d:ac:78:8a:f1

ACCD LLADDRS = { $CLIENT LLADDRS, $MFP_LLADDR }

ADMIN LLADDR = 90:2b:34:48:08:b5

CLIENTS = { 10.9.1.131, 10.9.1.132, 10.9.1.133, 10.9.1.135, }
MFP = 10.9.1.134

ACCD_HOSTS = { $CLIENTS, $MFP }

KRISTA CLIENT = 10.9.1.133

KRISTA SERVER = 213.222.245.118

ADMIN HOST = 192.168.0.2

AVERS HOST = 192.168.0.4

SERVICE NET = 192.168.7.0/24

GATEWAY = 192.168.0.1

SSH PORT = 22

NTP_PORT = 123

DHCP PORT = 67

DNS_PORT = 53

SAMBA PORTS = { 137, 138, 139, 445 }
KRISTA PORT = 1723

AVERS PORT = 8082

ip nat {
in prerouting {
type nat hook prerouting priority 0;
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policy accept;
iifname $IFACE EXT tcp dport $KRISTA PORT dnat $KRISTA CLIENT:$KRISTA PORT
}
chain postrouting {
type nat hook postrouting priority 0;
policy accept;
oifname $IFACE EXT masquerade
}
}

table ip filter {
chain input {
type filter hook input priority 0;
policy drop;
iif lo accept
ct state established, related accept
iifname $IFACE EXT icmp type echo-request limit rate 10/second accept

iif $IFACE_ACCD ether saddr $CLIENT LLADDRS ip saddr $CLIENTS icmp
type echo-request limit rate 50/second accept

iif $IFACE_ACCD ether saddr $ACCD LLADDRS ip saddr $ACCD HOSTS udp
dport $NTP_PORT limit rate 300/second accept

iif $IFACE_ACCD ether saddr $ACCD LLADDRS udp
dport $DHCP_PORT limit rate 300/second accept

iif $IFACE_ACCD ether saddr $CLIENT LLADDRS ip saddr $CLIENTS udp
dport $DNS PORT limit rate 300/second accept

iif $IFACE ACCD ether saddr $CLIENT LLADDRS ip saddr $CLIENTS tcp
dport $DNS PORT limit rate 300/second accept

iif $IFACE_ACCD ether saddr $CLIENT LLADDRS ip saddr $CLIENTS udp
dport $SAMBA PORTS limit rate 200 mbytes/second accept

iif $IFACE_ACCD ether saddr $CLIENT LLADDRS ip saddr $CLIENTS tcp
dport $SAMBA PORTS limit rate 200 mbytes/second accept

iif $IFACE_KERNEL ether saddr $ADMIN LLADDR ip saddr $ADMIN HOST  tcp
dport $SSH PORT ct state new limit rate 1/second accept

}

chain forward {
type filter hook forward priority 0;
policy drop;
ct state established, related accept
ip saddr $CLIENTS oif $IFACE KERNEL ip daddr $SERVICE NET accept
ip saddr $CLIENTS oif $IFACE KERNEL ip daddr $AVERS HOST tcp dport
$AVERS PORT accept
ip saddr $CLIENTS oif $IFACE KERNEL rt nexthop $GATEWAY accept
ip saddr $CLIENTS oifname $IFACE USB accept
ip saddr $KRISTA CLIENT tcp sport $KRISTA PORT ip daddr $KRISTA SERVER tcp
dport $KRISTA PORT accept
ip saddr $KRISTA SERVER tcp sport $KRISTA PORT ip daddr $KRISTA CLIENT tcp
dport $KRISTA PORT accept
}
chain output {
type filter hook output priority 0;
policy accept;

}

table ip6 filter {

chain input {
type filter hook input priority 0;
policy drop;

}

chain forward {
type filter hook forward priority 0;
policy drop;
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}

chain output {
type filter hook output priority 0;
policy drop;

TpaH3UT HAaKETOB U MOAAEeP>KKa TYHHeJIeH

[Ipexxge Bcero ciegyeT O0O0OeCIIeYUThH TPAH3UT CeTeBBIX IIAKETOB MexXAy HHTepdericaMu
paccMaTpuBaeMoro cepBepa. /ljid 3TOro CjefyeT IIPUBECTH KOHOQUIYPAIIMOHHBIN Qaiil
/etc/sysctl.conf Kk TakOMy BU/y, YTOOBI B HEM COJlep>Kajlach CTPOKa

net.ipv4.ip_forward=1

OOGBIYHO [IJIS 3TOTO JOCTATOYHO €€ MPOCTO PAaCKOMMEHTHUPOBATh. [JIS BK/IIOUEHUS TpPaH3UTa
IIAKETOB B TEKYIIEH cecCHH 6e3 mepe3arpy3Ky CUCTEMBI IOCTAaTOYHO BBITIOJTHHUTH KOMAH/Y:

root@server:/# echo 1 > /proc/sys/net/ipv4/ip_forward

Taxoke moTpebyeTcs gomucaTs B paiii /ete/sysctl.conf ciienyroiyie cTpoKu:
#Enabling netfilter conntrack helper
net.netfilter.nf_conntrack_helper=1

TeM caMbIM IIOAKJIIOYAETCS MeXaHU3M OTCIeKUBAHUS COeIUHEeHUN, HeOOXOMUMBIA I
peanmsanuu GRE-TyHHess. /Ijig TeKylned ceccuu (6e3 Iiepe3arpys3Ky) 3TOT MeXaHHU3M MOJKET
OBITh BKJIFOUEH KOMaHI0M BHU/IA:

root@server:/# echo 1 > /proc/sys/net/netfilter/nf_conntrack_helper

3amyck 4 IpoBepKa ceTeBoro puibTpa

ABTOMaTHUecKas 3arpyska IIpaBHJI ¢aliepBosia obecliedeHa yCTaHOBIIMKOM ItakeTa nftables u
He Tpe6GyeT pyYHOT0 BMellIaTeIbCTBA. [[pOBepUTH TeKYIINH Ha6op IIpaBUI MO>KHO KOMaHAOHU

root@debian:/# /sbin/nft list ruleset

BBIBOZ 3TOM KOMAaH/Bl C TOUYHOCTBIO 10 KOMMEHTapHeB, HMHCTPYKIIUHM IIpeABapHUTeIbHOMN
OUMCTKU U IIO/ICTAHOBKH CIIHCKA Pa3pelléHHBIX IIOPTOB JO0J/DKEeH COBIIAJATh C IIPUBEIEHHBIM
BBIIIIE CIT€HapPHEeM 3arpy3KH IIpaBUI QpatiepBoJia.

V6equThCa B TOM, UTO IIpaBUJIa OBLIM 3arpy>KeHbI /10 3allyCKa CeTeBbIX MHTeP(HercoB, MOXKHO
IIPOCMOTPEB cofep>kuMoe daiiia /var/log/daemon.log , Beiiep>KKa U3 KOTOPOTO C HEKOTOPBIMU
COKpaIlleHUsIMHU, HO C COXpaHeHUEeM IIOps/iKa CIelOBaHU IIpe/ICTaBJIeHHBIX, UMeeT BU/L;

Dec 10 14:05:41 server systemd[1]: Started udev Kernel Device Manager.
Dec 10 14:05:41 server systemd[1]: Started nftables.

Dec 10 14:05:41 server systemd[1]: Reached target Network (Pre).

Dec 10 14:05:41 server systemd[1]: Starting Raise network interfaces...

Dec 10 14:05:42 server systemd[1]: Started Raise network interfaces.
Dec 10 14:05:42 server systemd[1]: Reached target Network.

Dec 10 14:05:42 server systemd[1]: Reached target Network is Online.
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Tak’Ke IIPOCMOTPETH COCTOSTHHE CIY>KOBI MOYKHO KOMaH/I0M:

root@server:/# systemctl status nftables
* nftables.service - nftables

Loaded: loaded (/lib/systemd/system/nftables.service; enabled; vendor preset:
enabled)

Active: active (exited) since Fri 2021-12-10 14:07:20 +03; 10s ago

Docs: man:nft(8)

http://wiki.nftables.org

Process: 561 ExecStart=/usr/sbin/nft -f /etc/nftables.conf (code=exited,
status=0/SUCCESS)
Main PID: 561 (code=exited, status=0/SUCCESS)

fek 10 14:07:20 server systemd[1]: Starting nftables...
Jek 10 14:07:20 server systemd[1]: Started nftables.

ITpoBepka paboTOCIIOCOOHOCTH MEKCETEBOI0 9KpaHa MOKeT ObITh pa3zieieHa Ha TPUBUAJIbHYIO
IIPOBEPKY IOCTYITHOCTH KJIMEHTY Pa3pelIéHHbIX CEPBUCOB, B TOM YHCJIE U PACIIOI0KEHHBIX BHE
IOJICETU OyXTaJITepHUH, U IIPOBEPKY CETEBHIM CKaHEpPOM nmap AOCTYITHOCTH TeX WM HHBIX
IIOPTOB CepBepa C UeTHIPEX Pa3HBIX HallpaBJIeHUH:

C KOMIIbIOTEpa CUCTEMHOI'O aIMHUHUCTPATOpPAa

C IIPOM3BOJIEHOTO KOMIIBIOTEPA U3 Apa CETHU

C KNIMEHTCKOT'0O KOMIIBIOTEPA U3 II0ACETH 6YXI‘aJITepI/II/I

C KOMIIbIOTepa-HapynruTeJssd, HCKyCCTBEHHO BBe,ELéHHOI‘O B IIOCETH 6YXI‘aJITepI/II/I

TecTupoBaHME aBTOMAaTU3UPOBAHO IIPU IIOMOIM CIleHapud /tmp/nmap.sh, cogep>XumMoe
KOTOPOTO0 IPO3pavyHO yraJblBaeTCsI U3 €Tr0 BHIBO/IA, T. K. BHIIIOJIHIeMbIe KOMaH/bI 0TOOpa’karoTcs
¢ npeduKcoM user@host.

HpOTOKOJI CKaHHUPOBaHUA C KOMIIBIOTE€PA CUCTEMHOTI'0 aIMHUHHCTpPATOpPa:

root@admin:/tmp# chmod a+x nmap.sh

root@admin:/tmp# ./nmap.sh

MWHT - ckaHupoBaHue

user@host:/# nmap -sP 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:31 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00021s latency).

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 0.34 seconds

TCP SYN nuHr

user@host:/# nmap -PS 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:31 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00020s latency).

Not shown: 999 filtered ports

PORT

STATE SERVICE

22/tcp open ssh
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 7.75 seconds

TCP ACK nuHr

user@host:/# nmap -PA 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:31 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00021s latency).

Not shown: 999 filtered ports

PORT

STATE SERVICE

22/tcp open ssh
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MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 12.51 seconds
UDP nwuHr

user@host:/# nmap -PU 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:32 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00019s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 8.34 seconds
PasnnyHele TMNbl NUHr-naketos ICMP

user@host:/# nmap -PE 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:32 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00020s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 7.74 seconds
user@host:/# nmap -PP 192.168.0.88

Starting Nmap 7.70 ( https://mmap.org ) at 2021-12-13 14:32 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.0011s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 12.51 seconds
user@host:/# nmap -PM 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:32 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00020s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE

22/tcp open ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 12.32 seconds
MMHr c ucnonb3oBaHue npoTtokona IP

user@host:/# nmap -PO 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:32 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00019s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 10.37 seconds
ARP nuHr

user@host:/# nmap -PR 192.168.0.88

Starting Nmap 7.70 ( https://mmap.org ) at 2021-12-13 14:32 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00020s latency).

Not shown: 999 filtered ports
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PORT  STATE SERVICE
22/tcp open ssh
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 12.72 seconds
TCP connect ckaHupoBaHue

user@host:/# nmap -sT 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:33 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00023s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 4.68 seconds

UDP ckaHupoBaHue

user@host:/# nmap -sU 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:33 MSK
Nmap scan report for server.account.school34 (192.168.0.88)

Host is up (0.00017s latency).

All 1000 scanned ports on server.account.school34 (192.168.0.88)
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.46 seconds

TCP NULL ckaHupoBaHue

user@host:/# nmap -sN 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:33 MSK
Nmap scan report for server.account.school34 (192.168.0.88)

Host is up (0.00019s latency).

All 1000 scanned ports on server.account.school34 (192.168.0.88)
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.45 seconds

TCP FIN ckaHupoBaHue

user@host:/# nmap -sF 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:33 MSK
Nmap scan report for server.account.school34 (192.168.0.88)

Host is up (0.00019s latency).

All 1000 scanned ports on server.account.school34 (192.168.0.88)
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.44 seconds

TCP Xmas ckaHupoBaHue

user@host:/# nmap -sX 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:34 MSK
Nmap scan report for server.account.school34 (192.168.0.88)

Host is up (0.00017s latency).

All 1000 scanned ports on server.account.school34 (192.168.0.88)
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.44 seconds
TCP ACK ckaHupoBaHue

user@host:/# nmap -sA 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:34 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00019s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp unfiltered ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)
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Nmap done: 1 IP address (1 host up) scanned in 12.23 seconds
TCP Window ckaHupoBaHue

user@host:/# nmap -sW 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:34 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00020s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp closed ssh

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 12.73 seconds

TCP ckaHupoBaHue MaiimoHa

user@host:/# nmap -sM 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:35 MSK

Nmap scan report for server.account.school34 (192.168.0.88)

Host is up (0.00018s latency).

All 1000 scanned ports on server.account.school34 (192.168.0.88) are open|filtered
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.45 seconds
CkaHupoBaHue npoTtokona IP

user@host:/# nmap -sO 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:35 MSK
Nmap scan report for server.account.school34 (192.168.0.88)
Host is up (0.00015s latency).

Not shown: 255 open|filtered protocols

PROTOCOL STATE SERVICE

1 open icmp

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 5.08 seconds
OnpeaeneHue Bepcuii OC n cnyx6 B couvetaHum ¢ TCP SYN ckaHupoBaHue
user@host:/# nmap -0 -sV -sS 192.168.0.88

Starting Nmap 7.70 ( https://mmap.org ) at 2021-12-13 14:35 MSK
Nmap scan report for server.account.school34 (192.168.0.88)

Host is up (0.00021s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.9p1 Debian 10+deb10u2 (protocol 2.0)
MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Warning: O0SScan results may be unreliable because we could not find at least 1 open
and 1 closed port

Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux_kernel:2.6

0S details: Linux 2.6.18 - 2.6.22

Network Distance: 1 hop

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 13.43 seconds

HpOTOKOJI CKaHHPOBaHUA C KOMIIBIOTEPA U3 A1pPa CETH (a IMEeHHO C cepBepa BI/IpTyaJII/I?:aHI/II/I)I

MWHr -cKkaHuMpoBaHue

user@host:/# nmap -sP 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:52 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00016s latency).

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)
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Nmap done: 1 IP address (1 host up) scanned in 0.39 seconds

TCP SYN nwuHr

user@host:/# nmap -PS 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:52 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.51 seconds
TCP ACK nwuHr

user@host:/# nmap -PA 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:52 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00019s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.49 seconds
UDP nuHr

user@host:/# nmap -PU 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:52 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00014s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.48 seconds
Pa3snnyHele Tunel nNUHr-naketos ICMP

user@host:/# nmap -PE 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:53 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00016s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.49 seconds
user@host:/# nmap -PP 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:53 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00013s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.49 seconds
user@host:/# nmap -PM 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:53 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00018s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.49 seconds
MMHr c ucnonb3oBaHue npoTtokona IP

user@host:/# nmap -PO 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:54 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.48 seconds
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ARP nuHr

user@host:/# nmap -PR 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:54 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00016s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.48 seconds
TCP connect ckaHupoBaHue

user@host:/# nmap -sT 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:54 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.39 seconds
UDP ckaHupoBaHue

user@host:/# nmap -sU 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:55 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00016s latency).

All 1000 scanned ports on 192.168.0.88 are open|filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.48 seconds
TCP NULL ckaHupoBaHue

user@host:/# nmap -sN 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:55 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00016s latency).

All 1000 scanned ports on 192.168.0.88 are open|filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.49 seconds
TCP FIN ckaHupoBaHue

user@host:/# nmap -sF 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:56 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are open|filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.48 seconds
TCP Xmas ckaHupoBaHue

user@host:/# nmap -sX 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:56 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are open|filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.49 seconds
TCP ACK ckaHupoBaHue

user@host:/# nmap -sA 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:56 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)
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Nmap done: 1 IP address (1 host up) scanned in 21.49 seconds
TCP Window ckaHupoBaHue

user@host:/# nmap -sW 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:57 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00023s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.47 seconds
TCP ckaHupoBaHue M>aiiMoHa

user@host:/# nmap -sM 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:57 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are open|filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 21.51 seconds
CkaHupoBaHue npoTokona IP

user@host:/# nmap -sO 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:57 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

Not shown: 255 open|filtered protocols

PROTOCOL STATE SERVICE

1 open icmp

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Nmap done: 1 IP address (1 host up) scanned in 3.73 seconds
OnpegeneHve Bepcuii OC U cnyx6 B coyetaHum c¢ TCP SYN ckaHupoBaHue
user@host:/# nmap -0 -sV -sS 192.168.0.88

Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-13 14:57 MSK
Nmap scan report for 192.168.0.88

Host is up (0.00017s latency).

All 1000 scanned ports on 192.168.0.88 are filtered

MAC Address: 18:D6:C7:00:EA:6C (Tp-link Technologies)

Too many fingerprints match this host to give specific 0S details
Network Distance: 1 hop

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 25.12 seconds

HpOTOKOJI CKaHHPOBaHMA C KOMIIBIOTEPA-K/IMEHTa:

MUHT -cKaHnpoBaHue

user@host:/# nmap -sP 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:04 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00027s latency).

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 0.63 seconds

TCP SYN nuHr

user@host:/# nmap -PS 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:04 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00022s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn
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445/tcp open microsoft-ds
MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 5.25 seconds
TCP ACK nuHr

user@host:/# nmap -PA 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:04 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00024s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 5.16 seconds
UDP nwuHr

user@host:/# nmap -PU 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00028s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 4.66 seconds
PasnnyHble TWML NWHr-naketoB ICMP

user@host:/# nmap -PE 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00023s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 5.15 seconds
user@host:/# nmap -PP 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00025s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 5.16 seconds
user@host:/# nmap -PM 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00029s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain
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139/tcp open netbios-ssn
445/tcp open microsoft-ds
MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 5.18 seconds
MMHr c ucnonb3oBaHue npoTtokona IP

user@host:/# nmap -PO 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00020s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 4.66 seconds
ARP nuHr

user@host:/# nmap -PR 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00019s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 4.58 seconds
TCP connect ckaHupoBaHue

user@host:/# nmap -sT 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00035s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 4.57 seconds
UDP ckaHupoBaHue

user@host:/# nmap -sU 10.9.1.129

Starting Nmap 7.92 ( https://mmap.org ) at 2021-12-13 16:05 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00030s latency).

Not shown: 994 open|filtered udp ports (no-response)

PORT STATE SERVICE

53/udp open domain

67/udp open dhcps

123/udp open ntp

137/udp open  netbios-ns

139/udp closed netbios-ssn

445/udp closed microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 6.08 seconds

TCP NULL ckaHupoBaHue
user@host:/# nmap -sN 10.9.1.129
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Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:05 UTC

Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00019s latency).

All 1000 scanned ports on ntp.account.school34 (10.9.1.129) are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 21.29 seconds

TCP FIN ckaHupoBaHue

user@host:/# nmap -sF 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:06 UTC

Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00019s latency).

All 1000 scanned ports on ntp.account.school34 (10.9.1.129) are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 21.29 seconds

TCP Xmas ckaHupoBaHue

user@host:/# nmap -sX 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:06 UTC

Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00020s latency).

All 1000 scanned ports on ntp.account.school34 (10.9.1.129) are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 21.31 seconds
TCP ACK ckaHupoBaHue

user@host:/# nmap -sA 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:06 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00028s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp unfiltered domain

139/tcp unfiltered netbios-ssn

445/tcp unfiltered microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 4.95 seconds
TCP Window ckaHupoBaHue

user@host:/# nmap -sW 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:06 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00023s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp closed domain

139/tcp closed netbios-ssn

445/tcp closed microsoft-ds

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 4.29 seconds

TCP ckaHupoBaHue M>aiiMoHa

user@host:/# nmap -sM 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:06 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00019s latency).

Not shown: 997 open|filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp closed domain
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139/tcp closed netbios-ssn
445/tcp closed microsoft-ds
MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 4.77 seconds
CkaHupoBaHue npoTtokona IP

user@host:/# nmap -sO 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:07 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00024s latency).

Not shown: 255 open|filtered n/a protocols (no-response)
PROTOCOL STATE SERVICE

1 open icmp

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 5.21 seconds
OnpeaeneHue Bepcuii OC n cnyx6 B couvetaHum ¢ TCP SYN ckaHupoBaHue
user@host:/# nmap -0 -sV -sS 10.9.1.129

Starting Nmap 7.92 ( https://mmap.org ) at 2021-12-13 16:07 UTC
Nmap scan report for ntp.account.school34 (10.9.1.129)

Host is up (0.00051s latency).

Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

53/tcp open domain dnsmasq 2.80

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ACCOUNT)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ACCOUNT)
MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Warning: O0SScan results may be unreliable because we could not find at least 1 open
and 1 closed port

Device type: general purpose

Running: Linux 4.X]|5.X

0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5

0S details: Linux 4.15 - 5.6, Linux 5.0 - 5.4

Network Distance: 1 hop

Service Info: Host: SAMBA

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 24.63 seconds

[IpOTOKOJI CKAHUPOBaHUS C KOMIIbIOTepa-HapPYIIUTeJIsI U3 BHYTPeHHeH CeTH:

MUHT -cKaHnpoBaHue

user@host:/# nmap -sP 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:11 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00018s latency).

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 13.14 seconds
TCP SYN nuHr

user@host:/# nmap -PS 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:11 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00015s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.31 seconds
TCP ACK nuHr

user@host:/# nmap -PA 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:12 UTC
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Nmap scan report for 10.9.1.129

Host is up (0.00016s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.30 seconds
UDP nwuHr

user@host:/# nmap -PU 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:13 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00025s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.30 seconds
PaznuuyHele TUNb NWHr-naketos ICMP

user@host:/# nmap -PE 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:13 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00016s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.29 seconds
user@host:/# nmap -PP 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:14 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00018s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.30 seconds
user@host:/# nmap -PM 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:14 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00028s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.30 seconds
MUHI C UCMNOJib30BaHWe npoTokona IP

user@host:/# nmap -PO 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:15 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00017s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.31 seconds
ARP nuHr

user@host:/# nmap -PR 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:15 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00017s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)
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MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.31 seconds
TCP connect ckaHupoBaHue

user@host:/# nmap -sT 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:16 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00018s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.21 seconds
UDP ckaHupoBaHue

user@host:/# nmap -sU 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:17 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00028s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 open|filtered udp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.34 seconds
TCP NULL ckaHupoBaHue

user@host:/# nmap -sN 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:17 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00019s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.28 seconds
TCP FIN ckaHupoBaHue

user@host:/# nmap -sF 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:18 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00023s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.30 seconds
TCP Xmas ckaHupoBaHue

user@host:/# nmap -sX 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:18 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00018s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.32 seconds
TCP ACK ckaHupoBaHue

user@host:/# nmap -sA 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:19 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00028s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)
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Nmap done: 1 IP address (1 host up) scanned in 34.28 seconds
TCP Window ckaHupoBaHue

user@host:/# nmap -sW 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:19 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00017s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.30 seconds
TCP ckaHupoBaHue M>aiiMoHa

user@host:/# nmap -sM 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:20 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00019s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 open|filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 34.31 seconds
CkaHupoBaHue npoTtokona IP

user@host:/# nmap -sO 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:21 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00019s latency).

All 256 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 256 open|filtered n/a protocols (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Nmap done: 1 IP address (1 host up) scanned in 19.45 seconds
OnpepeneHve Bepcuii 0OC n cnyx6 B coyeTtaHum ¢ TCP SYN ckaHupoBaHue
user@host:/# nmap -0 -sV -sS 10.9.1.129

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-13 16:21 UTC
Nmap scan report for 10.9.1.129

Host is up (0.00016s latency).

All 1000 scanned ports on 10.9.1.129 are in ignored states.

Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 1C:6F:65:C2:C5:6F (Giga-byte Technology)

Too many fingerprints match this host to give specific 0S details
Network Distance: 1 hop

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 37.53 seconds

AHaJII/I3I/IPYH IIPOTOKOJIBI ITIPOBEPKHU CETEBBIM CKaHEPOM, MOKHO CaeJaTh CJIEAYIOIIHE BEIBO/BI:

ITpr ckaHHUPOBAaHUM CHUCTEMBI C KOMIIBIOTEPA CHCTEMHOIO aJAMHHHCTpaTopa OCTYIIHBIM
OKasaJICI TOJIBKO IIOPT CIy>KObI Ssh, 4TO M ciemoBasio OKHUAaTb. KpoMme TOro, okKasajauch
BO3MOJKHBEI IIpOBEpPKa JOCTYIITHOCTH CHUCTEMBI IIPpHU IIOMOIIU IIpoTokosa ICMP U 1osryueHue ero
alrrapaTHOroO ajpeca, YTO TaKyKe He IIPOTHBOPEUYHUT IIOCTAaHOBKE 3aJlaudl U O0KHIAEMBIM
pesysbTaTaM. IIpu ompefieileHUH BepCUM IIPOrpaMMHOIO0 obecliedeHus CIykba Ssh He TOJIBKO
II03BOJIMJIA OIIPEeJe/IUTh COOCTBEHHYH BepCHI0, HO UM COOOINMJIa BEPCHUI0 OIlepallMOHHOM
cucreMbl. OMHAKO CYMTATh 3TO HEJNOCTATKOM He CjIeAyeT, TaK KaK IIPU IIpOBepKe CHUCTEMBI C
IIOCTOPOHHEI0 KOMIIBLIOTepa U3 sjpa CeTH II0JIYYUTh 3THUX CBEJeHHUN He y4aloCh.

HpI/I CKaHHUPOBAHHWHM CHCTEMBbI KJ/IMEHTOM IIOACETH VYAaJIOCh 06Hapy7KI/ITB TOJIBKO IIOPTHI
OOITYCTHMBIX K HCIIOJIb30BAHHWIO KIIMEHTaMK CJIY)K6, CJIY>K68[ y;{a]léHHOI‘O dIMHUHHUCTPHUPOBaHHUA
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(ssh) He 6pL1a BhIgBIIeHA. [IpU oIlpefiesleHUM BePCUU IIPOTPAaMMHOIO ob6eclieuyeHUs YAAJI0Ch
BBIICHUTD, UTO YCJIYTH dns-cepBepa IIpegocTaBisgeT dnsmasq Bepcuu 2.80, pabOTaOIUN 10/
yipaBieHreM OC Linux ¢ Bepcuel sgpa 4.15-5.6. Taxke ObLIM OOHapy’KeHBI cepBUC Samba
(Bepcuu 3.X - 4.X) u pabouasa rpymma ACCOUNT. Takue pesysbTaThl TaK)Ke cjefyeT CUUTATH
IIOJTHOCTBHI0 COOTBETCTBYIOIIIMMU I10CTaBJIeHHBIM TPe60BaHUAM.

IIpy CcKaHUPOBAaHUM C KOMIIbIOTepa-HapyIINTess, HCKYCCTBEHHO BBEeJEHHOTO B CeThb
OyXTaJITepuu C Ha3sHa4eHHBIM BpYy4YHYIO0 IP-afipecoM, y[ajoch BBIACHUTH TOJIBKO afpec
KaHaJIbHOTO YPOBHSI BHYTpPeHHero mHTepdeiica cepBepa U TOT $aKT, YTO cepBep paboTasn Ha
MOMEHT TeCTHPOBaHUsL. HUKaKUX CBeleHUM 0 paboTarIUX CIy>KO0axX, BEPCHUIX IIPOrpaMMHOI0
o6ecIieueHUsI WM OIlePallOHHOM CUCTEeMBI II0JIyYeHO He OBLIO.

Kpome 3a1iTeI caMoro cepBepa IO CeTH OyXraJaTepun, Me)KCeTeBOM 3KpaH J0/DKeH IIOBHIIIAaTh
6e30I1aCHOCTh U KJIMEHTOB 3TOM ceTH. TaK MOINBITKAa HAWUTH MapIIpyT C cepBepa
BUpPTyaJIM3allUid K OJHOMY U3 KIHMEHTCKHUX YCTPOMCTB, wumemInemy azapec 10.9.1.134,
3aBepIInIach Heylauel, KaK U IIONbITKAa 00Hapy>KeHUS 9TOT0 KJIMeHTa YTUJINTOH ping:
root@virtserver:/# traceroute 10.9.1.134

traceroute to 10.9.1.134 (10.9.1.134), 30 hops max, 60 byte packets

1 192.168.0.1 (192.168.0.1) 0.547 ms 0.501 ms 0.468 ms
2 server.account.school34 (192.168.0.88) 0.415 ms 0.384 ms 0.359 ms

3***

.3"0***
root@virtserver:/# ping 10.9.1.134

PING 10.9.1.134 (10.9.1.134) 56(84) bytes of data.
From 192.168.0.1: icmp_seq=2 Redirect Host(New nexthop: 192.168.0.88)

AC
---10.9.1.134 ping statistics ---
21 packets transmitted, 0 received, 100% packet loss, time 482ms

3amevaHue: 3mech UHMA CepBepa BHpTyaausanuu (server, server.service.school34) B
IIpUIVIAllleHUU KOMaHJHOM CTPOKHW HM3MeHeHO BO H3bekaHHe IIyTaHUIBI C KMeHeM cepBepa
I10/ICeTU OyXTaJITepuu (server, server.account.school34) Ha virtserver.

[Ipu 3TOM KJIMEHT UMeeT CBOGOMHBIN AOCTYI K BUPTYaJILHBIM CEpBepaM, PacIIoIOKeHHBIM Ha
3TOM cepBepe BUpTyanusanuu. OZHOBpPeMEHHO C TeM, W KJIMWEeHT He HMeeT JOCTyIla K
YCTPOMCTBAM B IPYTHX IIOJ[CETSX.

3aBepiieHHe YCTaHOBKHU

B 3aBeplieHrne yCTaHOBKH HMeeT CMBICII 00HOBUTH CUCTEMY, OUYHCTUTH JIOKAJIbHBIM K3III
IIaKETOB MW YyA4/JUTBh IIaKETHBI, KOTOPhI€ CHICTEME€ CTaJld H€ HY>XHBEI. 9TO MO>KHO caeJsaTb
KOMaHIaMH:

root@server:/# apt-get upgrade
root@server:/# apt-get autoremove
root@server:/# apt-get clean

HcmoJib30BaHHeE H 00C/Ty>KHBaHHUE cepBepa

OmrcaHHEbIE najiee CIieHapHuuy, KOMaHAIbl 1 METOAUKH IIPpeAHa3Ha4€HbI IJId HMCIIOJIB30BaHHUSA B
IIponecce Q)YHKIJ;I/IOHI/IPOBEIHI/IH CHUCTEMBI IJId KOHTPOJIA eé COCTOSTHUS HJIM CMEHBI PEXKUMOB
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OYHKIIMOHUPOBAHUA. /laJibHeMNIllee OIIMCaHKWE MO’KHO BOCIIPUHMMAaTh KakK KpaTKoe
pyxoBozcTBO (howto).

ITopsAxok BXoga B CHCTEMY

B cuiy ommMcaHHBIX BBIIIE HACTpPOeK Ssh U ceTeBOro QUIbTpa IIPefyCMOTPeH CJIelyHOIIUiA
IIOPSAA0K YAAJIEHHOTO BXO0/a B CHUCTEMY: BBIIIOJHUTH BXOJ C KOMIBHTEpPa CHUCTEMHOIO
aJMUHHCTpaTOpa OT uMeHH administrator, a 3aTeM IIpU HeOOXOAMMOCTU BBIIIOJHUTH
IIOBBIIIIEHHE IIPUBUJIETUM [0 Tr00t JIOKaJbHO. IJTHU [eUCTBUA IIPOAEeMOHCTPUPOBAHBLI B
clenyrolieM ¢parMeHTe TepMUHAJIBHOIO CeaHca:

administrator@admin:~$ ssh administrator@server.account.school34

administrator@server.account.school34's password:
Last login: Thu Oct 21 10:58:58 2021 from 192.168.0.2

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

administrator@server:~$ su

Password:

root@server:/home/administrator#

IIpu 0OHOBJIEHUH CUCTEMBI

[IOCKOJIBKY B CHUCTeMe IIPHUHATHI Mephl 110 3all[UTe 3arpy3yrka, BKJIKYaIIye B TOM YUCIe U
PY4YHYI0 IpaBKy MTOTOBOr0 KOHOUIyparoHHOro ¢arisa /boot/grub/grub.cfg, xortopsiii u
WUCIIOJIb3YeTCsI HeIIOCPeJCTBEHHO 3arpy3ydKoM, BO3HHKaeT He0O0XOJUMOCTb IIOBTOPHO
BBIIIOJIHATh TaKWe Py4YHble IIPaBKU B TOM YHCJEe U IIPU OOGHOBJIEHUU CHCTEMBI, €CJIU B XOJie
39TOr0 OOHOBJIEHUS BBIIIOJIHSIACH IlepecbOpKa M YKa3aHHOTO KOHQUIypalfMOHHOIro Qaiiia.
O6BIYHO Takasl IepecOOpPKa BBINIOJHSETCI KOMaHAOM update-grub. Eciu pydyHble IIpaBKU He
OyIyT BBIIIOJIHEHBI, 3aTpy3Ka CUCTeMBI 6e3 BBoa napoJrd st GRUB2 okakeTcs HeBO3SMOKHOM.

UTOOBI Cles1aTh TaKyI0 3arPy3Ky BO3SMOXKHOM, CiIelyeT JIUIh 0IHCaTh B CTPOKY MeHK0 GRUB2,
HCIIOJIb3YEMYIO 110 YMOJIYaHUI0, KU --unrestricted, 4To IIPUBEIET 3Ty CTPOKY K IIOLOOHOMY
BULY:

menuentry 'Debian GNU/Linux' --unrestricted --class debian --class gnu-linux ..

MOHI/ITOPI/IHI‘ COCTOsIHHA allllIapPaTHBIX CPEACTB

ﬂJIH II0JIYU4E€eHHUA CBe,ZLeHI/IIL/'I OT aIlllapaTHBIX MTAdTYKMKOB OOCTATOYHO BBIIIOJTHUTH OT HMEHH
JIF060T0 I0JIb30BaTeJIs KOMaHIYy Sensors, HallppuMep:

administrator@server:/# sensors
coretemp-isa-0000

Adapter: ISA adapter

Core 0: +35.0°C (high
Core 1: +36.0°C (high

+76.0°C, crit
+76.0°C, crit

+100.0°C)
+100.0°C)

31ech BBIBOJ, KOMAH/IbI 3HAUUTEIBLHO COKPAIIEH 711 KPATKOCTH M3JI0XKEHUSL.
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7151 mostydeHUs HHGOpMaIuy 0T BCTPOEHHOM allnapaTyphbl CAMOHUAaTHOCTHUKHY YKECTKOTO JIMCKa
MOKHO BOCIIOJIb30BaThCsl CJIEAYIOIIUMU BBIIIOJHIEMBIMH C IIpaBaMH CYIIepIIOJIb30BaTeJIsd
KOMaH/IaMU:

ITouck Bcex S.M.A.RT-COBMeCTUMBIX YCTPOMCTB:

root@server:/# /sbin/smartctl --scan

/dev/sda -d scsi # /dev/sda, SCSI device
/dev/sdb -d scsi # /dev/sdb, SCSI device
/dev/sdc -d scsi # /dev/sdc, SCSI device

[TosryueHHe HPOpMALUU 06 YCTPOUCTBE:

root@server:/# /sbin/smartctl /dev/sda -i
smartctl 6.6 2017-11-05 r4594 [x86_64-1inux-4.19.0-16-amd64] (local build)
Copyright (C) 2002-17, Bruce Allen, Christian Franke, www.smartmontools.org

=== START OF INFORMATION SECTION ===

Model Family: Western Digital Caviar Blue (SATA)
Device Model: WDC WD3200AAKS-00B3A0
Serial Number: WD-WMAT10439126

LU WWN Device Id: 5 0014ee 055cb8ch4
Firmware Version: 01.03A01

User Capacity: 320 071 851 520 bytes [320 GB]

Sector Size: 512 bytes logical/physical

Device is: In smartctl database [for details use: -P show]
ATA Version is: ATA8-ACS (minor revision not indicated)

SATA Version is: SATA 2.5, 3.0 Gb/s

Local Time is: Thu May 27 11:24:43 2021 +03

SMART support is: Available - device has SMART capability.
SMART support is: Enabled

[TosryueHre IOAPOOHBIX CBeleHUU 00 YCTPOoMCTBe, OTHOCAIIUXCA K S.M.A.RT (06 bEMHBIN BLIBOJ,
KOMaH/IBI OIIYIIeH /I KPaTKOCTH):

root@server:/# /sbin/smartctl /dev/sda -a

[TosryueHue elné 6oJiee IMOAPOOHBIX CBeJeHUU 00 yCTpoMcTBe, oTHOcAIuxcd K S.SM.A.RT u He
TOJILKO (eI11é 60Jiee 00'bEMHBIN BBIBOJ] KOMaHbI TaK)Ke OITYIIIeH /151 KPaTKOCTH):

root@server:/# /sbin/smartctl /dev/sda -x

HNH}opMaIys o ceTeBbIX ajanrepax

B mporecce QyHKIIMOHMPOBAHUSI CepBepa MOXKET IIOIBUTBHCSI HEO0OXOAUMOCTH B II0JIyUYeHUU
CBeJleHUM 0 paboTe ero ceTeBbIX MHTEP(EMCcOoB. /IJId 9TOr0 MOIYT OBITH II0JI€3HBI, HAIIPUMED,
CJIeAyroIe KOMaH/bl:

root@server:/# /sbin/ethtool enp2s0

root@server:/# /sbin/ethtool -i enp2s0

root@server:/# /sbin/ethtool -S enp2s0
root@server:/# /sbin/ethtool -p enp2s0 10

[lepBasi KOMaH/la I03BOJIAET IIOYUYUTH IIOAPOOHBIE CBeleHUSI O BO3MOJKHBIX U TEKYIIUX
pe’kuMax paboThI CETEBOTO afiallTepa, BTopast 0To6pakaeT HHPOPMAITHIO 06 UCII0/IH3YeMOM UM
IopaiiBepe, TpeThsl BHIBOAUT IOAPOOHYI0 CTaTUCTHUKY HMHTepdelica, a IOCTIeIHsII 03BOJIIET B
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TedyeHre 10 ceKyHA (B 3TOM IIpUMepe) MHUraTb CBETOLUOJOM CeTeBOM KapThl, YTO OBIBaeT
I10JIE3HO JJI1 COIIOCTaBJIeHU GU3UYECKOI0 II0pTa cepBepa ¢ ero MMeHeM B CHUCTeMe.

CJI0’KHOCTH 3aKJ/IIOYaeTCsI B TOM, YTO He BCe CeTeBble aflallTepPhl IIOAEP)KHUBAIOT
Tepeync/ieHHble QyHKIMU. Tak o6a wMHTepdeiica CUCTEMBI He IOAJEP KUBAIOT WHIUKAITUIO
CBETOJIMOZIOM, a BHEIITHSIS KapTa He II0/i/lep>KHUBaeT U cO0p CTaTUCTHUKH.

TeMm He MeHee, cefyrOIUNA parMeHT TEPMUHAJIBHOIO CeaHCa, IIPUBEJEHHBIN C HEKOTOPHIMU
He3HavalllUMU COKpallleHUsIMH, [eMOHCTPHUpPYeT, 4YTO 0bOe KapThl aKTUBHHI M paboTarT B
IIOJTHOLYIIEKCHOM pe’KHMe C IIPOITYCKHOM CII0COOHOCTHIO 1 I'6/cC:

root@server:/home/administrator# /sbin/ethtool enp2s0
Settings for enp2s0:

Supported ports: [ TP MII ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Half 1000baseT/Full

Supported pause frame use: Symmetric Receive-only

Supports auto-negotiation: Yes

Supported FEC modes: Not reported

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Half 1000baseT/Full

Advertised pause frame use: Symmetric Receive-only

Advertised auto-negotiation: Yes

Advertised FEC modes: Not reported

Link partner advertised link modes: 10baseT/Half 10baseT/Full

100baseT/Half 100baseT/Full
1000baseT/Full

Link partner advertised pause frame use: Symmetric

Link partner advertised auto-negotiation: Yes

Link partner advertised FEC modes: Not reported

Speed: 1000Mb/s

Duplex: Full

Port: MII

PHYAD: 0

Transceiver: internal

Auto-negotiation: on

Supports Wake-on: pumbg

Wake-on: g

Current message level: 0x00000033 (51)

drv probe ifdown ifup
Link detected: yes
root@server:/home/administrator# /sbin/ethtool -i enp2s0
driver: r8169
version:
firmware-version: rtl_nic/rtl8168e-2.fw
expansion-rom-version:
bus-info: 0000:02:00.0
supports-statistics: yes
supports-test: no
supports-eeprom-access: no
supports-register-dump: yes
supports-priv-flags: no
root@server:/home/administrator# /sbin/ethtool -S enp2s0
NIC statistics:
tx_packets: 2219
rx_packets: 4690
tx_errors: 0
rx_errors: 0
rx_missed: 0

103



align_errors: 0

tx_single_collisions: 0

tx_multi_collisions: 0O

unicast: 2373

broadcast: 2317

multicast: O

tx_aborted: 0

tx_underrun: 0
root@server:/home/administrator# /sbin/ethtool enp3s0
Settings for enp3s0:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supported pause frame use: No

Supports auto-negotiation: Yes

Supported FEC modes: Not reported

Advertised link modes: Not reported

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Advertised FEC modes: Not reported

Speed: 1000Mb/s

Duplex: Full

Port: Twisted Pair

PHYAD: 0

Transceiver: internal

Auto-negotiation: on

MDI-X: Unknown

Supports Wake-on: pg

Wake-on: d

Current message level: 0x0000003f (63)

drv probe link timer ifdown ifup
Link detected: yes
root@server:/home/administrator# /sbin/ethtool -i enp3s0
driver: atlilc
version: 1.0.171.1-NAPI
firmware-version:
expansion-rom-version:
bus-info: 0000:03:00.0
supports-statistics: no
supports-test: no
supports-eeprom-access: yes
supports-register-dump: yes
supports-priv-flags: no
root@server:/home/administrator# /sbin/ethtool -S enp3s0
no stats available
root@server:/home/administrator# /sbin/ethtool -p enp2s0 10
Cannot identify NIC: Operation not supported
root@server:/home/administrator# /sbin/ethtool -p enp3s0 10
Cannot identify NIC: Operation not supported

IIOJ‘KUT}O‘IEIIENEICHIIeI{TT)B

HaxkoHell, He06XOQUMO ClesIaTh 3aMedaHue O IIOJK/JIIUYeHUM KINEeHTCKUX YCTPOMCTB: TOJIBKO
caMO KJIMEeHTCKOe YCTPOMCTBO oOIlpefiesiieT TOT Habop CiayK6, KOTOPHIM OHO TOTOBO
I10J1b30BaThCs. CepBep JIUIIL MOXKET 3TU CJIY>KObI IIpejsaraTh. Tak, HaripuMep, DHCP-kIveHT
Windows-yCTpOMCTB He UCIIOJIb3yeT II0JIyYeHHOe OT cepBepa MMs XO0CTa. /[[pyruve yCTPOMUCTBA
BIIOJIHE MOTYT UTHOPHPOBATH U JOMEHHOE UM, U IIpe/jiaraeMble cCepBephbl TOUHOI0 BpeMeHHU U
NOMEHHBIX UMEH. B GOJIBIIMHCTBE ClIy4yaeB 3TO He TAUT B cebe KaKUX-JIMO0 CJI0KHOCTeH I
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caMOM ceTH. HMCK/IIOUEeHHWEM SBJSIOTCS JIMIIb IOIBITKH 00Xofa QUILTPAIiUU II0 JOMEHHBIM
MMeHaM WJIM IIOIIBITKH KCIIOJIb30BaHUSI CTOPOHHUX IIPOKCH-CEPBEPOB, 4YeMy, OIHAKOo,
IIPOTUBOCTOUT Me)KCeTeBOM 3KpaH.

Taxoke B (QYHKIIMOHAJIe CcepBepa He 3aJ0)KeHa BO3MOKHOCThH IIPeOCTABJIATh KJIHMEHTaM
HHpOpMaIMio 06 ycayrax JAPYyTHX CepBepoB JIOKAJIHHOU ceTH. TakKuM 06pa3oM SIpJIBIKM Ha
paboyux CTOJIAX, 3aKJIAJKX B UHTEPHET-0003peBaTe/IIX U T. II. OCTAIOTCS Ha YCMOTPeHHe CaMUX
KJINEHTOB.

INoagk/Ir0OYeHHe KJIMEHTOB K ceTeBoMy M@V

JUId TOAKJ/II0UEeHUsd KJIHUEHTOB K ceTeBoMy MOV ciiefyeT B IepByH0 Ouepenb IIOJKJIIOUUTH
KJIMEeHTCKYI0 pabouyro CTaHIINI0 U ceTeBoe M®V K ceTH, a 3aTeM YCTAaHOBUTH Ha KJIUEHTCKOM
paboueli cTaHIIMM 3arpy>keHHOe C OQUIIMAJILHOIO CaWTa IIPOU3BOAUTEsI IIpOorpaMMHOe
obecrteyeHue /i1 MHOTOQYHKIIMOHAJIBLHOIO yCTpoMcTBa. IIpu sToM ompefesneHre M®Y Ha
KJIMEeHTCKOM KOMIIbIOTEpe IIPOMCXOAUT aBTOMATHYeCKH, BO BCAKOM cCjy4dae [JId
paccMaTpuBaeMoro B TeKyleM KoHTekcTe M®Y HP LaserJet Pro MFP M428fdn. OTae/IbHO CTOUT
OTMETHUTH, YTO I10 YMOJIYAaHUIO0 CKAHUPOBaHKEe Ha KOMIIBIOTEP HAa 3TOM YCTPOMCTBE OTKJ/IIOUEHO.
[l ero BK/IIOUeHUs TpebyeTcss BOUTHU B Beb-UHTepdelic yCTpoMcTBa 110 cienytomeMy URL:

https://mfp.account.school34

U IHepedad taM B paspgen «IlapaMmeTpel» — «3amura» — «llapaMeTpsl agMHUHUCTPATOpPa»,
YCTaHOBUTH Puiar « CkaHUpOBaHUe C KOMIIbIOTEPA U/IA C MOOMJIBHOIO YCTPOMCTBA».

dtor URL Taxoke MOKeT OBITH HCIIOJIB30BaH [JIs1 CO3TaHMs SIpJIbIKa Ha paboumx CToJIax
KOMITLIOTEPOB OyXTajJTepuH.

OTmeslbHOTO BHUMAaHUS — 3aCIy)KHBaeT BO3MOXXHOCTH YCTAaHOBKU COOGCTBEeHHOTO  SSL-
ceprudukaTta ajaa MOV, 3aBepeHHOI0 JIOKAJIbHBIM YIOCTOBEPSIOIUM IIEHTPOM OpTaHU3al[HMU.
JUIA 3TOro cjemyeT co3faTh 3alpoC Ha IIOAIIMCHL M IlepefaTh ero B JIOKaJbHBEIN YII. 3aTewm,
IIOJIyYUB CepTUPHUKAT, €ro cJjefyeT yCTaHOBUTHL B M®V. IIpu 3TOM 3aKpbITHIA KIKY U
COOTBETCTBYIOIIIMH 3aIIpOC Ha IIOAIIMCH MOTYT OBITH CO3ZJaHbI KaK Ha caMoM M®V, Tak U BHe ero.
Bropolt crioco6 B paccMaTpUBaeMOM ceTH 0oJjiee IIPEAIIOUTHUTEsIEH, T. K. B OpraHU3alluU
IeHICTByeT COOCTBEHHBIU YIOCTOBEPSIOINNI IIeHTP C IleHTPaJM30BAaHHBIMU TeHepaljueil U
XpaHeHMEeM 3aKpPbIThIX KJIHUYeN, 3aIIpOCOB Ha IOAIIMCH U CepTUPHUKATOB. B TakoM ciayyae Bce
ollepaniid II0 CO3JAHUIO0 3aKPBITOro Kiroya, CSR M COOTBETCTBYIOILET0O UM CepTHQUKaTa
BBIIIOJIHAKOTCSI B JioOKaJbHOM VI[, a Ha M®V ycTaHaBIMBAKTCSI TOTOBBIM CepTUGUKAT U
3aKpBITHIM KJII0Y. ITO BBHIIIOJIHIETCI Yepes Beb-uHTepdelc ycrpoucTsa. IIpu aToM cepTuduKaT
U 3aKPBITHIN KJII0Y JOJDKHEI OBITh IIPEeCTaBIeHbl B QOpMe eTUHOr0 3alliuppoBaHHOrO ¢paiia B
¢dopmate PKCS#12.

PasymMmeeTcsl IpU 9TOM Ha KJIMeHTax (B JaHHOM CJIydae, Ha KOMIIbIOTepax OyXrajaTepuu) T0/DKeH
OBITH yCTaHOBJIEH KOPHEBOM cepTUdHUKAT JoKajbHOro VII. CienyeT IIOMHUTHL O TOM, 4YTO
HEKOTOpble IIPOrpaMMbl HCIIOJIL3YIOT CHUCTEMHOE XpaHWIHUIe CepTHPUKATOB, a HEKOTOpPHIe
BeJlyT COOCTBEHHOeE, HalIlpuMeD, Opaysep Mozilla Firefox.

IMogK/II0YeHHEe KJIMEHTOB K ¢aiiyioBoMy cepBepy

[logkroueHHe KIHMEHTOB K (QailyIOBOMYy CepBepy y/00Hee BCEro BBIMIOJHITH C IIOMOIIHIO
SIpJIBIKOB Ha PaboyeM cTojle KIMEHTCKHUX MalllWH. KakK ajJbTepHaTUBY MOXKHO PacCMOTPETh
MOJIK/IIOUeHHe KaTaJIoTOB Ha IIOCTOSHHOM OCHOBe KaK CeTeBBIX AMCKOB. OZHAKO B TaKOM
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cydae, KakK IIOKasajla IIpaKTHMKa IIpefbIAylleil JsKCILUIyaTalluyd samba-cepBepoB, CeTeBble
Katasoru shared wu backup oxaxxyTca He TOJBKO 0e33alllUTHBL Ilepef; BUPYCOM-
MU GPOBAIbIIUKOM, [IPOHUKIINUM Ha JII00YI0 K3 KJIMEHTCKUX pab0yMux CTaHIUM, HO U OyAyT
JIETKO WM O0OHapy’KHWBaThCd. ICIIOJIb30BaHHE SPJIBIKOB XOTd M He MOXKeT HHUYero
rapaHTHUpPOBaTb, HO Ha IIpaKTHKe HeOJHOKPATHO «3all[MIaJo» CeTeBOM KaTaJor OT
CKOMIIPOMETHUPOBAaHHOMN paboueil CTaHIIMM. B paccMaTpUBaeMOM CHCTeMe SIPJIBIKU TOJDKHBI
UMeTh CJIeIyIoIre ajipeca 00 beKToB (B Windows-HOTaIiumn):

\\samba.account.school34\shared

\\samba.account.school34\backup
\\samba.account.school34\archive

Taxoke 1151 OBICTPOTO JOCTyIIa K MHAEKCHOMY Qailly yMeCcTHO CO3/aTh IJIs1 Hero OT/e/JbHBIN
SIPJIBIK C aJfjpecoM oObeKTa:

file://///samba.account.school34/archive/index.html

ITOT SPJILIK MOKET OBITH CO3/IaH He TOJIBKO B JIOTIOJTHEHUE K SPJIBIKY apXHBa, HO M BMECTO
HETO0, HO 3TO y>Ke SIBJISIETCS BOIIPOCOM KOMOpTa II0JIb30BaTeIel U He GoJree.

UTro KacaeTcsd BKIOUeHUs paboumx cTtaHIuil B rpymiry ACCOUNT, To sTOT BOIIPOC CjeayeT
OCTaBUTH Ha YCMOTPEHUs CUCTEeMHOI0 afMUHUCTPATOpa, 06Cay,KUBaIOI[ero paboure CTaHIIUNU
OyxXraJTepuM U YCTAaHOBJEHHOE HAa HHUX [OporpaMMHOe obecrieueHue. CeTeBble KaTaJIOTH
OCTaHYTCA NOCTYIIHBIMU B JIIOOOM CJIy4ae.

3ameHa y3J1a ceTH OyXrajaTepHy OyxXrajaTepuu

B ciyuae 3amMeHBI pabouel CTaHIIMH WU ceTeBoro MOV GyxrajTepuu Ha CepBepe CieayeT
BBIIIOJTHUTH TaKUe IIPaBKHU:

Bo-iepBhIX, B daiiie /etc/network/neighbours cienyeT 3aMeHUTH KaHaJIbHBIN aZjpec KJIUeHTa
(MAC-agpec, lladdr).

Bo-BTOpHIX, B O¢aie /etc/dnsmasq.conf ciexyeT TakKe 3aMeHHUTb ITOT ajipec B
COOTBeTCTBYMOIIEN cTpoKe dhcp-host... .

B-TpeThbHUX, CiefyeT aKTyaJU3sUpoBaTh KOHQUTypalMoHHbIN ¢aiin /etc/nftables mesxceTeBoro
9KpaHa. B yacTHOCTH, TpebyeTcsd 3aMeHUTH aJpeca KaHaJIbHOTO U CETeBOI0 YpPOBHeH
BBIOBIBAIOIIETO y3JIa COOTBETCTBYIOIIMMH a/jpecaMu BHOBBL YCTaHAaBJIMBAaeMOIo B IIepeMeHHBIX
CLIENT_LLADDRS, CLIENTS wu, BosMo)xHO, MFP_LLADDR u MFP (ecsid IIpOHCXOIUT 3aMeHa
M®V) mm KRISTA_CLIENT (eciu IIpOMCXOLUT 3aMeHa UMEeHHO0 3TOM paboyelt CTaHITNN).

3aTeM OCTAETCH JIUIIB IIepe3allyCTUTh CIY>KObI U YIOCTOBEPUTHCA B UX Pab0TOCIIOCOOHOCTH:

root@server:/tmp# systemctl restart nftables
root@server:/tmp# systemctl restart networking
root@server:/tmp# systemctl restart dnsmasq
root@server:/tmp# systemctl status networking

root@server:/tmp# systemctl status dnsmasq

PasymeeTcs, 3aTeM cjefyeT HAaCTPOUTb M3MEHEHHBIM y3esJ: CO3haTh CeTeBhble SIPJIBIKH,
yCTaHOBUTH KOpHEBBIE CepTHUQUKATHI, HACTPOUTH MOAKIOUeHHe K M®V MM yCcTaHOBUTH Ha
HOBYI0 MOV eé cepTudukat. Bcé aTo ciefyeT fesaTh B COOTBETCTBUM C IPUBEJEHHBIMU BHIIIIE
WHCTPYKITUSIMU 110 IEPBUYHOM HACTPOMKe aHAJIOTUYHBIX Y3JI0B CEeTH.
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3ameHa cMmapTdoHa COTPpyAHUKA OyXrajiTepun

B ciyuae 3aMeHBI cMapTQOHA y COTPYAHUKA OYXTajJTepUHU CJIe[yeT BBHIIIOJTHUTEL CJIeAYIOIIHe
oIlepaIyu:

Bo-iepBBIX, IOJIyYUTH HEOOXOAMMBIE CBeJleHUs 0 HOBOM CMapTQOHe cepuell KOMaH7, BUZA (C
TOYHOCTBIO 10 afpeca TesiepoHa Ha IuHe USB):
root@server:/# lsusb

root@server:/# udevadm info -a /dev/bus/usb/005/005
root@server:/# udevadm info -q all -n /dev/bus/usb/005/005

3aTeM Ha OCHOBaHUU IIOJIYyYEHHBIX [JaHHBIX CJefyeT BHeCTH IIpaBKU B (albl
/etc/udev/rules.d/35-usb-filter.rules u /etc/udev/rules.d/77-net-alias.rules .

Jlajlee HazmO COOOIIUTH eMOHY udev 0 HEOOXOAMMOCTH IlepeyuTaTh IIpaBHja paboThHl IIPU
IIOMOIIIY KOMaH/IbI:

root@server:/# udevadm control --reload-rules

HakoHell, ciefyeT BHeCTH H3MeHEHUS B HAYa/JbHBIM 3arpy30YHBIM JUCK C TeM, UYTOOBI
IIOJKJIF0UeHre cMapTGoHa KOPPeKTHO 00pabaThIBaloCh fake Ha aTalle 3arpy3KU CUCTeMBl. ITO
MO>KHO CZleIaTh KOMaH/laMH:

root@server:/# PATH=$PATH:/sbin
root@server:/# update-initramfs -u

B uHbIe noicucTeME] (HallpuMep, B MeKCeTeBOM 3KpaH) BHOCUTH U3MeHeHUs He TpebyeTcs.

3ameHa y3J1a sigpa CeTH

B ciiyuae 3aMeHBI pabouell CTAaHITUM CHCTEMHOIO aJIMUHUCTPATOPa, CEPBEPOB BUPTYaTHU3aITHH
WIX CUCTEMBI «ABepc», a TakKKe INIAaBHOTO IILUII03a Ha CcepBepe OyXTraJTepUU CJaeayeT
BBIIIOJTHUTH TaKUe IIPaBKH:

B ¢artine /etc/network/neighbours cienyer 3aMeHUTh KaHAJIbHBIU afipeCc U3SMEHEHHOTO y3JIa
(MAC-agpec, lladdr).

3areM ciefiyeT aKTyaJU3UpoOBaTh KOHOQUIYpallMOHHBIN ¢Qaiyn /etc/nftables MesxceTeBoro
9KpaHa. B uyacTHOCTH, TpebyeTcsd 3aMeHUTH ajpeca KaHaJIbHOIO (TOJIBKO [UII KOMIIBIOTepa
CHUCTEMHOT0 aJ/MUHUCTPATOPA) U CeTeBOI'0 YPOBHEM BHIOBIBAIOIIEr0 y3Jla COOTBETCTBYIOIIIMMHU
ampecaMy BHOBB YycTaHaBivBaeMoro B IiepeMeHHBIX ADMIN_LLADDR, ADMIN_HOST,
AVERS_HOST 1 GATEWAY .

3aTreM OCTaéTCs JIUIIb IIepe3allyCTUThb CJIY)K6BI 1 yIOCTOBEPUTHCA B X pa6OTOCHOC06HOCTI/II

root@server:/tmp# systemctl restart nftables
root@server:/tmp# systemctl status nftables
root@server:/tmp# systemctl restart networking
root@server:/tmp# systemctl status networking

OGCJIY)KI/IBaHI/Ie AHCKOBOI'o MacCCHBa

VCJI0BHO MO’KHO BBIIEJIUTH TPHU 3aZlauMl OOCIyKUBaHUSI AHMCKOBOTO MacCHBa Ha JaHHOU
cucTeMe:

* KOHTPOJIb TEKYIIET0 COCTOAHMA MaCCHBa
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e JIOCTYII K JaHHBIM IIPU OBPEKAEHUH OTHOTO U3 THUCKOB
* 3aMeHa IIOBPEKAEHHOIO0 TUCKa

[[JIH OTCIIEKNBaHHUA COCTOSIHHA MdCCHBa CYIIIECTBYET HECKOJIBKO crIoco6oB..

Bo-1IepBBIX B CHCTeMe HelpepbIBHO paboTaeT systemd-cay>k6a mdmonitor, onrcaHHas IIpU
HacTporike MaccuBa. OHa yBefoMiisieT root@localhost o mpo6sieMax cpencTBaMU 3JIeKTPOHHOM
II0YTHI, paboTaroIel BHYTPU CUCTEMEL.

Bo-BTOPBIX, BEIBOJT KOMaH/IbI

root@server:/# cat /proc/mdstat
Personalities: [raid1] [linear] [multipath] [raid0] [raid6] [raid5] [raid4] [raid10]
md0 : active raidl sdb[0] sdc[1]

488254464 blocks super 1.2 [2/2] [UU]

bitmap: 0/4 pages [0KB], 65536KB chunk

unused devices: <none>

oTobpa’kaeT TeKylllee COCTOSIHHMe BCeX MAacCHUBOB B cucTeMe. /11 IIpOCMOTpPa HeIIPepPbLIBHO
MEHSIOIIeNcs (HallpuMep IIPYU CUHXPOHU3AIUH TUCKOB) HHGOPMAITUH K3 3TOTO ¢aiiia MOXKHO
UCII0JIb30BaTh U CJIeYIOIYI0 KOMaHIy

root@server:/# watch cat /proc/mdstat

[Topo6HEBIE CBEIeHUSI 0 MaCCUBe MOXKHO IIOJTYYUTh TakK:

root@server:/# mdadm --detail /dev/mdO

AHaJIOTUYHO, HO,Z[pOﬁHBIe JaHHBIE O JHUCKe, BXOJAAIIeM B MaCCHB, U3BJIEKAIOTCA TaK:

root@server:/# mdadm --examine /dev/sdb

[IpoBepKy I1eJIOCTHOCTM MacCCHUBa MOJKHO BBIIIOJIHUTL IIPU IIOMOIIU CJIEOYIOIIUX TPEX
I10CJIeJOBaTeILHBIX KOMaH/I:
root@server:/# echo check > /sys/block/md0/md/sync_action

root@server:/# watch cat /proc/mdstat
root@server:/# cat /sys/block/md0/md/mismatch_cnt

[IepBasi KOMaH/[a UHUITUUPYeT IPOBepKy. IIpu 3TOM Ha paccMaTpHUBaeMOH CHCTeMe IIpoBepKa
3aHsIa 6GoJiee OTHOTO Yaca. Bropasi KoMaH/a IT03BOJIIET CJIEAUTH 3a XOIOM 3TOM IIPOBEPKH,
TPeThbs — ITI0Ka3bIBAeT pPe3yJIbTar.

B C/JIydae OTKa3a OJJHOI'O B3 HCKOB BbIBOJ KOMAaH/IbI

root@server:/# mdadm --detail /dev/mdO

IIOKa)KeT HeaKTHUBHBIM (inactive) MaccUB ¢ OHUM pabOTalOIIMM YCTPOMCTBOM, Ha KOTOPOM
TIPUCYTCTBYeT CyIlep6JIoK. [Ipu 3TOM B CIydae 0TKas3a JHCKa Ha 3Talle 3arpy3KH CHUCTeMa Oy/eT
B TeueHHe HEKOTOPOTO0 BpeMeHU IIBITaThCsl co6paTh MacCUB, a 3aTeM Ilepel/IéT B aBapUMHBIHN
PEKUM.

Eciu TpebyeTcsl IIOJyYUTHh JOCTYII K AAHHBIM MacCHBa /10 BOCCTAHOBJIEHUSI €r0 COCTaBa, TO
Heo6XoauMO IepecobpaTh M 3aHOBO CMOHTHPOBATh MacCHUB. ITH OIlepaliid MOIYT OBITh
BBIIIOJTHEHEI CJIeIyIoIel cepreil KOMaH[;
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root@server:/# mdadm --stop /dev/md0
root@server:/# mdadm /dev/md0 --assemble --run --verbose
root@server:/# mount /dev/md0 /srv/samba/archive/

JlJIs1 BOCCTAaHOBJIEHUS COCTaBa MacCHUBa C/IeyeT BBIK/IIOUUTEH CUCTEMY, U3BJIeUDb [I0BPeKAEHHBIN
Y YCTAaHOBUTH 3allaCHOM HOCUTeJIb, BKJIIOUUTE CHcTeMy. [Iocyie uero 1o BEIBOLY KOMaH/IbI

root@server:/# mdadm --detail /dev/mdO

MOKHO C/ieJIaTh BBIBO/IbI, UTO HOBBIM JUCK BKJIIOUEH B COCTaB MacCHUBa, HO He paboTaeT, T. K. Ha
HEM OTCYTCTBYET CyIlepO6JIoK. /IUCK OKa3asICd BKIIOUEHHBIM B COCTaB MaCCHUBA, T. K. IIOJIyYUTI B
cHrcTeMe TO >Ke caMoe UM (HarpuMmep, /dev/sdb), 4TO U BBIIIEAIIUN U3 CTPOS TUCK, ITOCKOJIBKY
IIOAKJ/IIOYEH II0 TOM ’Ke CaMOHU IIIHMHe K TOMY j>Ke CaMOMYy pasbéMy Ha MaTepUHCKOH ILIaTe,
UMeeT TOT JKe pasMep U Mojesib. IIoaToMy ciieyeT pasSMOHTUPOBAaTh U OCTAHOBUTH MacCUB, a
3aTeM BBeCTH HOBBIH IVCK B €r0 COCTaB.

root@server:/# umount /dev/md0

root@server:/# mdadm --stop /dev/md0
root@server:/# mdadm --add /dev/sdb

[TocJie 3TOTO TP IIOMOIITY KOMaH/IbI

root@server:/# mdadm --detail /dev/md0 --verbose

ybeIuThCA, UYTO B MacCHBe YyKe [Ba pabOTaroOIUX [AHCKa, BHOBb J106aBJIEHHBIHN
CUHXPOHU3UPYETCS C UCIIPAaBHBIM. /l0KIaBIINCh OKOHYaHUS CHHXPOHU3AITHH

root@server:/# watch mdadm --detail /dev/md0 --verbose

0CTAETCS JIUIIID CMOHTHPOBATh MaCCHUB HUJIX I1€Pe3arpy3uThb CUCTEMY.

CirefyeT IIOSICHUTH, II0YEMY HMMEIOIUICI B HaJIMUMM 3allaCHOM AVCK He ObLI YCTAaHOBJIEH B
CHUCTEeMY U yKasaH IIpu HacTpoiike RAID Kak 3aracHo#. Takoe pellleHHe OBLJIO IIPUHATO HA TOM
OCHOBaHUM, YTO UCIIOJIb3yeMble B MAaCCHUBE AMCKe HAXOJATCSI B XOPOIIIeM COCTOSHUM, paboyas
Harpyska Ha HHX CpaBHUTEJIBHO HeBeJIMKa, CJef0BaTeJIbHO BepOsITHOCTh HX OTKasa
He3HauuTesJIbHA. 3allaCHOM [AUCK MOJXKeT He IIOHaJO00UThCI Ha HPOTSHKEHUM BCero CpoKa
CIy>KOBI cepBepa, a yCTaHOBKA €ro M3HadaJbHO OyZeT OecClieIbHO pacXxo0BaTh ero pecypc U
3JIEKTPO3HEpPTrUK. B TOo JXe BpeMms, peryJgpHbIE MOHUTOPUHI CepBepa CUCTEMHBIM
aIMUHUCTPATOPOM, BO3MO’KHOCTH KpaTKOCPOYHOIO BBIBOJA CepBepa M3 3IKCIUIyaTallud U
6ecIIpeIsiTCTBeHHBIN QU3NYeCKUM JOCTYII afMUHUCTPAaTOPa K HEMY II03BOJISIOT CBOEBPEMEHHO
BBIIBUTH HEOOXOIUMOCTE 3aMeHBI [CKa U IIPOBECTH €eé.

f3ﬁh4€llafYCTHIpfﬂmUIEIT)ICHIO‘I&.H(HK&JIBIIOIT)I)GIH)SIIT(HQPUE

[Io ucTeyeHUH CpoKa JeHCTBUA KJII0Ya JIOKaJIbHOI'O PEeIlO3SUTOPUA ero He0OX0AMMO 3aMeHUTh.
J711 3TOr0 [0CTaTOYHO [J006aBUTH HOBBIM KUY POBHO TeM JKe CII0OCO60M, YTO IIpHU
IepBOHAYaJIbHOM HacTpoiKe. Ho Mg Ilofep>KaHUs YHCTOTHI CUCTEMBI COBCEM He JIMIITHUM
OyZeT ygasluTh CTapblil Kitod. Cienyroni ¢parMeHT TepMHHAIBLHOIO ceaHca (C HeKOTOPBIMU
COKpallleHUsIMU OTBETOB CUCTeMBI) IeMOHCTPUPYET HEOOXOAUMBIe NeUCTBUA:

root@server:/# apt-key list
/etc/apt/trusted.gpg

pub rsa3072 2019-08-20 [SC] [npocpoueH c: 2021-08-19]
FF63 9F36 C9A5 DE8B 16AF F1E6 5647 BD17 421C B415
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uid [ npocpodyeH ] maintainer <maintainer@localhost>

Foot@server:/# apt-key del "FF63 9F36 C9A5 DE8B 16AF F1E6 5647 BD17 421C B415"
OK
root@server:/# cd /tmp &% wget http://debian.service.school34/ppa/repository_key.asc

root@server:/tmp# apt-key add repository_key.asc
0K
root@server:/tmp# apt-key list
/etc/apt/trusted.gpg
pub rsa4096 2021-10-08 [SC] [ rogeH po: 2031-10-06]
C395 1533 5648 35F7 8AOF (€094 057B A98A E75D EEFA
uid [ Hem3BecTHO ] maintainer <debmaintainer@mail.service.school34>
sub  rsad4096 2021-10-08 [E] [ rogeH go: 2031-10-06]

root@server:/tmp# apt-get update

Mon:1 http://debian.service.school34/buster buster InRelease [122 kB]

Mon:2 http://debian.service.school34/security buster/updates InRelease [65,4 kB]
WrH:3 http://debian.service.school34/ppa buster InRelease

Mon:4 http://debian.service.school34/ppa buster Release [1 655 B]

Mon:5 http://debian.service.school34/ppa buster Release.gpg [833 B]

Mon:6 http://debian.service.school34/ppa buster/main amd64 Packages [4 148 B]
YTeHne cnmckoB nakeToB.. [0TOBO
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