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In the news...
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Data-Mining

 Photo: CC-BY-SA 4.0, Christl, Wolfie. Corporate Surveillance In 
Everyday Life. Cracked Labs, 8 June 2017, 
crackedlabs.org/en/corporate-surveillance. 



  

Surveillance



  

Surveillance



  

Censorship
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Why is this possible?



  

Why is this possible?
A technical answer: the client-server model



  

Client-Server Model

By Gnome-fs-client.svg: David Vignoni Gnome-fs-server.svg: David 
Vignoni derivative work: Calimo (Gnome-fs-client.svg Gnome-fs-
server.svg) [LGPL (http://www.gnu.org/licenses/lgpl.html)], via 
Wikimedia Commons



  

Centralized Network Infrastructure

1983~enwiki at English Wikipedia [GFDL (http://www.gnu.org/copyleft/fdl.html), CC-
BY-SA-3.0 (http://creativecommons.org/licenses/by-sa/3.0/) or CC BY-SA 2.5-2.0-
1.0 (http://creativecommons.org/licenses/by-sa/2.5-2.0-1.0)], via Wikimedia 
Commons



  

What is at the center?



  

Why is this possible?
A social-economic answer: digital feudalism



  

Client-Server Model

Image Source: 
https://thegrand0ptimist.wordpress.com/2015/09/05/digital-feudalism/



  

Who are the lords?



  

Who are the peasants?

We are. (AKA the “clients”).



  

How can we fix the web?



  

 

FreedomBox: A Simple Machine



  

What is FreedomBox?
● A multipurpose privacy appliance
● Independent node in the network
● Two parts: Software system + Hardware
● Four main functions (but not only four): 

– Private server
– Communications hub
– Browsing tool
– Wi-Fi Router

● Design philosophy: 
– Simple
– Customizable
– Multi-functional

● Vision: integrate privacy technology into one system that is easy to use.



  

Our Free Software: Debian



  

Privacy in Infrastructure



  

How to make a FreedomBox: 
Hardware



  

How to make a FreedomBox: Software

1. Download

2. Burn image 
to SD card

3. Insert SD 
and log in



  

FreedomBox: The Interface



  

How to Install an App: One Click!



  

FreedomBox Live Demo

● URL: fosscon.freedombox.rocks
● Login information: 

– Username1: carol
– Password1: debianpureblend
– Username2: akeel
– Password2: debianpureblend 



  

FreedomBox Live Demo



  

FreedomBox Features

● Private Browsing: No tracking, no data-mining, 
no censorship

● Secure Communications: No surveillance, no 
third parties, no storage of past 
communications without consent

● Safe Activism: No monitoring, no collection of 
location data, no data-mining 



  

Private Browsing

● Protection against “traffic analysis” and tracking 
(Tor, Dynamic DNS, PageKite)

● Protection against censorship (OpenVPN)
● Anti-tracking ad blocker (Privoxy)
● Anti-tracking, anonymous search (Searx)



  

Secure Communications

● Self-hosted chat applications with no intermediary 
(XMPP, Quassel, Matrix)

● Medium for secure file transfers (Deluge, 
Transmission)

● Private voice communications with no 
eavesdropping (Mumble VoIP)

● Email (RoundCube)
● Social media network owned by you and your friends 

(Diaspora)



  

Safe Activism

● A publishing platform that resists oppression 
and censorship (Ikiwiki)

● Mesh routing when the Internet is shut down
● Safe social networking that cannot be 

monitored and data-mined (Diaspora)



  

Who is FreedomBox?

● FreedomBox community
– Global community of developers (60+)
– Global community of translators (60+) working in 21 

languages 
● FreedomBox Foundation

– Supporting 501(c)3 non-profit organization based in 
New York

– About me: Product and Development



  

FreedomBox is Global

● Rural India: FreedomBox for Wi-Fi routing
● Partnership with Localization Lab: push to 

translate into languages of India and more



  

Installfest, Netherlands, Aug. 2017



  

The Future of FreedomBox

● Goals: 
– To create mainstream technology for home use, casual and 

advanced
– To prioritize simplicity, freedom, and clean experiences
– To decentralize the net and empower users to regain control

● Where we are going:
– Hardware distributors to find partners
– University campuses and educational institutions
– Small businesses
– Urban, suburban, and rural communities



  

Join us!



  

Raffle...



  

Questions?



  

Articles Cited
● https://www.aclu.org/blog/privacy-technology/internet-privacy/facebook-instagram-and-twitter-provided-data-access

● https://www.nytimes.com/2017/07/11/opinion/spyware-mexico-missing-students.html?_r=0

● https://www.theguardian.com/world/2017/aug/23/silicon-valley-big-data-extraction-amazon-whole-foods-facebook

● http://taxprof.typepad.com/taxprof_blog/2017/08/the-irs-is-mining-taxpayer-data-on-social-media-in-violation-of-
federal-privacy-law.html

● https://www.ft.com/content/d86ad460-8802-11e7-bf50-e1c239b45787

● crackedlabs.org/en/corporate-surveillance

● https://citizenlab.ca/2017/07/analyzing-censorship-of-the-death-of-liu-xiaobo-on-wechat-and-weibo/

● https://www.engadget.com/2017/05/05/turkey-wikipedia-censorship/

● https://www.nytimes.com/2017/09/13/opinion/cloudflare-daily-stormer-charlottesville.html

● https://money.cnn.com/2018/08/23/technology/facebook-mypersonality-cambridge-analytica/index.html

● https://www.nytimes.com/2018/08/22/technology/facebook-internet-misinformation.html

● https://www.reuters.com/article/us-alphabet-china/google-employees-demand-more-oversight-of-china-search-
engine-plan-idUSKBN1L128O

https://www.nytimes.com/2017/09/13/opinion/cloudflare-daily-stormer-charlottesville.html
https://money.cnn.com/2018/08/23/technology/facebook-mypersonality-cambridge-analytica/index.html
https://www.nytimes.com/2018/08/22/technology/facebook-internet-misinformation.html


  

Connect

● Download: freedombox.org
● Learn more: freedomboxfoundation.org
● Mastodon/GNU Social/Twitter: 

@FreedomBoxFndn
● Community email list: 

wiki.debian.org/FreedomBox/Support
● Contact me: haidar@freedomboxfoundation.org
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